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Abstract—Hybrid ~ Multi—Level Cache  Architectures
(HCAs) are promising solutions for the growing need of
high-performance and cost-efficient data storage systems. HCAs
employ a high endurable memory as the first-level cache
and a Solid—State Drive (SSD) as the second-level cache.
Spin—Transfer Torque Magnetic RAM (STT-MRAM) is
one of the most promising candidates for the first-level cache of
HCAs because of its high endurance and DRAM-comparable
performance along with non-volatility. However, STT-MRAM
faces with three major reliability challenges named Read
Disturbance, Write Failure, and Retention Failure. To provide a
reliable HCA, the reliability challenges of STT-MRAM should
be carefully addressed. To this end, this paper first makes a
careful distinction between clean and dirty pages to classify and
prioritize their different vulnerabilities. Then, we investigate
the distribution of more vulnerable pages in the first-level
cache of HCAs over 17 storage workloads. Our observations
show that the protection overhead can be significantly reduced
by adjusting the protection level of data pages based on
their vulnerability. To this aim, we propose a STT—MRAM
Aware Multi—Level I/O Cache Architecture (STAIR) to
improve HCA reliability by dynamically generating extra strong
Error—Correction Codes (ECCs) for the dirty data pages.
STAIR adaptively allocates under-utilized parts of the first-level
cache to store these extra ECCs. Our evaluations show that
STAIR decreases the data loss probability by five orders of
magnitude, on average, with negligible performance overhead
(0.12% hit ratio reduction in the worst case) and 1.56 % memory
overhead for the cache controller.

Index Terms—Data Storage Systems, Hybrid Multi-Level
Cache Architecture, STT-MRAM, Error-Correction Code (ECC)

I. INTRODUCTION

In recent years, the over increasing rate of data genera-
tion necessitated new solutions for restructuring data storage
systems [1]. Conventional Solid-State Drive (SSD)-caching
schemes face with several challenges such as limited lifetime
and performance degradation compared to the upper memory
layers [2] [3]. Hybrid Multi-Level Cache Architecture (HCA) is
one of the most promising approaches in terms of performance
and cost efficiency. The main idea behind HCA, as shown in
Fig. 1, is employing a more endurable (persistent) memory
with lower latency as the first-level cache on top of the SSD,
as the second-level cache. Therefore, the first-level cache bears
most of the requests load, which leads to a considerable SSD
lifetime improvement and higher performance compared to the
conventional SSD caching schemes [4] [5].
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Previous HCA schemes either exploit DRAM or Phase
Change Memory (PCM) as the first-level cache [6] [7], while
these schemes face with several challenges. The volatile
property prevents DRAM-based HCAs from effective op-
timizations for write-intensive workloads without reliability
degradation [4] [6]. Although PCM non-volatility provides an
opportunity for more write optimizations, its limited endurance
reduces cache lifetime besides degrading performance com-
pared to DRAM-based HCAs [8] [9].

Spin-Transfer Torque Magnetic RAM (STT-MRAM) is one
of the most promising candidates for the first-level cache
in data storage systems. STT-MRAM provides the best of
both worlds due to its non-volatility similar to PCM with
significantly higher endurance and DRAM-comparable perfor-
mance [10]-[12]. However, none of the previous studies take
advantages of STT-MRAM in HCAs. Besides STT-MRAM
advantages, it suffers from three major reliability challenges:
1) Read Disturbance, 2) Write Failure, and 3) Retention
Failure. Thus, equipping HCAs with STT-MRAM requires
overcoming these challenges to design a reliable HCA.

Previous studies on STT-MRAM reliability either proposed
schemes for on-chip caches inside processors [13]-[18] or
main memory [19]. These schemes, however, are not applica-
ble to HCAS in storage systems. High volume of data requests
makes scrubbing schemes [19] [20] unaffordable in these
systems. On the other hand, employing software solutions
such as checkpointing is not possible since the cache space is
invisible to the upper layer, which assumes the data is reliably
written to the back-end storage when delivering it to the cache.
STT-MRAM-based HCAs require new reliability improvement
solutions considering HCA characteristics, which is missing in
the previous work.

In this paper, we propose a system-level low cost reliability
enhancement scheme, named STT-MRAM Aware Multi-Level
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Fig. 1: Overview of hybrid multi-level I/O cache architecture (HCA)
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1I/0 Cache Architecture (STAIR) for HCAs. To this end: 1)
we first analyze the footprint of dirty data pages (which
needs more protection against error) of well-known storage
workloads on the first-level cache and then show that while
the majority of workloads have small set of dirty data pages
at the first-level cache, the dirtiness variation up to 97.35%
is observed in some workloads. This observation implies the
need for an adaptive solution with negligible storage overhead,
and 2) motivated by the above investigation, we propose
STAIR as the first STT-MRAM-aware HCA. STAIR provides
higher protection capability for more vulnerable data pages of
the first-level STT-MRAM cache to improve HCA reliability,
by dynamically allocating parts of the cache to strong Error-
Correction Codes (ECCs). Equipped with STAIR, as its names
implies, this step-by-step ECC allocation approach increases
HCA reliability without considerable storage overhead.

To evaluate STAIR, we develop a simulator equipped
with DRAMSim2 [21] (configured with STT-MRAM cells
[22]). Our evaluations over 17 well-known workloads from
Microsoft research traces [23] [24], HammerDB [25], and
Filebench [26], with dirtiness variation from 1.72% to 97.35%,
show that the data loss probability is decreased by five orders
of magnitude in STAIR with the cost of 0.12% reduction in
hit ratio, in the worst case, and only 1.56% memory overhead
for the cache controller.

The rest of this paper is organized as follows. Section
IT presents preliminaries of this work. In Section III, the
challenges of employing STT-MRAM in HCA are discussed.
The proposed STAIR scheme is explained in Section IV. In
Section V, the evaluations and results are presented. Finally,
Section VI concludes the paper.

II. PRELIMINARIES
A. Hybrid Multi-Level Cache Architecture (HCA)

Equipping data storage systems with hybrid multi-level
cache architecture, which utilizes a high endurance memory
as the first-level cache and SSD as the second-level cache,
results in a considerable SSD lifetime improvement [4] [7].
As shown in Fig. 1, the incoming page in a write request
is admitted to the first-level cache in an ideal HCA and then
acknowledgment is sent to the upper layer. A read miss causes
reading the requested page from the main storage (HDD) and
writing it to the first-level cache. Thus, the cache handles a
majority of requests and significantly reduces the SSD writes,
which improves the SSD lifetime [4]. In the case of a read hit
at any level of HCA, the request is sent to the corresponding
level and on a write hit, the previous version is invalidated
(no matter where it was) and the request is admitted into the
first-level cache. Some HCA schemes also employ a module
to filter the insertion of an evicted data page from the first-
level cache to the second-level cache to reduce SSD writes [2]
(4] [6] [27].

The main drawback of previous HCA schemes is originated
from the memory technologies employed for the first-level
cache. Several DRAM-based schemes face with reliability
degradation because of the volatility of DRAM cells. As an
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example, the scheme in [6] stores dirty data pages in DRAM,
which leads to data loss in case of power outage. The risk
of data loss in the case of power outage has forced DRAM-
based schemes to increase the rate of SSD admission, which
affects the SSD lifetime [4]. PCM-based schemes utilize the
non-volatility of PCM [7] to alleviate the drawbacks of DRAM
technology. However, PCM suffers from limited endurance and
poor performance compared to DRAM. PCM-based schemes
reduce HCA lifetime due to extreme load pressure on the first-
level cache in addition to degrading the system performance
due to its noticeable higher latency.

An efficient HCA requires a non-volatile memory for
the first-level cache with a high endurance and DRAM-
comparable performance. This scheme will be capable of
permanently storing more number of requests without lifetime
degradation, while providing high performance. Due to the
several industrial and technical reports [10] [28] [29], STT-
MRAM is the most promising technology for the first-level
cache to meet the requirements of HCAs.

B. STT-MRAM Basics

Similar to other non-volatile memory technologies, STT-
MRAM consists of a storage element named Magnetic Tunnel
Junction (MTJ) and an accesses element, which is an NMOS
transistor. MTJ is formed from two ferromagnetic layers,
reference layer and free layer, separated by a dielectric layer,
named funnel barrier layer. The content of the cell is based on
the MTJ resistance. If the magnetic direction of the free layer
compared to the reference layer is parallel, the resistance is
low and the content is ‘0’. While the free layer spin direction
is anti-parallel with the reference layer, the resistance is high,
and the cell content is interpreted as ‘1” [30].

Although STT-MRAM provides promising features in terms
of performance and endurance, it suffers from three error
types: 1) Read Disturbance, 2) Write Failure, and 3) Retention
Failure. The reading mechanism in the STT-MRAM is based
on applying a small current to the free layer in order to
distinguish the resistance of the cell. It is probable that this
small current erroneously changes the cell content, which is
called read disturbance [12]. Writing a new value to a STT-
MRAM cell is based on applying a write pulse to the bit line or
source line of the cell. Flowing the electronic charge from the
reference layer to the free layer leads to parallelization of the
free layer direction compared to the reference layer direction
(logical value ‘0’). On the other hand, the current flowing from
the reference layer to the free layer (electronic charge flowing
from the free layer to the reference layer) antiparallelizes the
direction of the free layer compared to the reference layer
(logical value ‘1’). A write failure occurs if the cell content
remains unchanged by current flowing in the cell during the
write pulse [31]. Another type of error in the STT-MRAM
cell is retention failure, which is a stochastic flip of the cell
content without applying any read/write current to the MTJ
[32]. Although STT-MRAM meets the requirements of the
first-level cache (performance, endurance, and non-volatility),
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Fig. 2: Reading a data page from an ECC-protected first-level cache

the mentioned reliability challenges of the STT-MRAM should
be carefully addressed to design an efficient HCA.

III. STT-MRAM AS FIRST-LEVEL CACHE IN HCA

To design a reliable HCA, besides circuit- and architecture-
level schemes, system-level considerations [31] [33] is a
necessity for STT-MRAM-based HCAs. In this section, we
first discuss the error correction codes as the conventional
solutions for increasing the reliability of STT-MRAM-based
HCAs. Then, we present our observations to illustrate the
inefficiency of these solutions.

A. Conventional ECC-protected HCAs

Utilizing redundancies such as parity, ECC, or data mir-
roring for data pages of the first-level cache increases the
reliability of HCA. However, using a uniform redundancy
for all data pages is an expensive approach due to different
criticality of data pages in term of reliability. Employing a
uniform data redundancy for all data pages occupies the usable
cache space for storing data, which degrades the performance
of the system and increases SSD writes. Therefore, a reliable
HCA requires a cost-efficient redundancy approach with low
storage overhead.

HCA should adaptively protect data pages according to their
vulnerability. A main factor for determining the criticality of a
data page is its dirtiness status. While there is a copy of clean
data pages in the main storage, the dirty data pages in the first-
level cache are the only valid copy of the data. Fig. 2 shows
the operations performed on a read request based on probable
scenarios for a data page. When a request for reading page P
is issued to the STT-MRAM-based first-level cache (protected
by an internal ECC), while P is an erroneous clean page, two
scenarios can occur: 1) If the ECC of P can correct the error, P
will be recovered, and 2) if the ECC is not capable to correct
the page, the cache manager issues a cache miss to recover
the page by the valid copy of P in the main storage. In the
case that erroneous P is dirty, again we have two scenarios:
1) P will be recovered if the ECC is capable to correct the
error, and 2) the internal ECC is unable to correct the data and
there is no valid copy of P, while the upper layer has already
been acknowledged by the data storage. Hence, a data loss is
occurred. Accordingly, to differentiate between data pages, the
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Fig. 3: Maximum dirtiness of the first-level cache

cache manager can bring the dirtiness/cleanness of each data
page into account.

B. Observation and Motivation

STT-MRAM is error-prone to the three aforementioned
error types. Therefore, employing STI-MRAM as the first-
level cache requires reliability-aware approaches for the dirty
data pages to prevent data loss. Providing uniform redundancy
for all data pages of the first-level cache is inefficient as it
decreases the usable cache capacity. Therefore, HCA should
exploit mechanisms to provide high protection for the dirty
data pages of the first-level cache, while keeping the storage
overhead as low as possible.

To explore the dirtiness in the first-level cache, we extract
the maximum dirtiness of 17 workloads from Microsoft re-
search traces [23] [24], HammerDB [25], and Filebench [26].
Defining dirtiness as the percentage of the number of dirty data
pages to the total number of pages in the first-level cache, Fig.
3 shows the maximum dirtiness of the first-level cache while
running each workload. The workloads are classified into three
categories: 1) workloads with low dirtiness, 2) workloads with
medium dirtiness, and 3) workloads with high dirtiness.

Low dirtiness category provides the possibility of stronger
correction as the storage overhead of the redundancy is neg-
ligible compared to the total capacity of the first-level cache.
For example, employing a mirroring technique for Hm_I
leads to only 1.94% storage overhead while provides strong
correction capability. This mechanism for medium and high
dirtiness categories is inefficient as it can halve the cache
space. HCA can use parity-based schemes to balance between
the correction capability and storage overhead. Suppose that an
approach is employed where a specific portion of the first-level
cache has been allocated to the parity pages. A parity page is
formed from three dirty data pages. Although this mechanism
provides correction capability with lower storage overhead, it
is still inefficient. For instance, the required storage for the
parity pages of Postmark workload is estimated up to 9.75%,
while about 15.25% of the allocated space will be idle.

HCA should take advantage of redundancies with low
storage overhead to satisfy workloads from all three categories.
To this aim, the allocated redundancy should be adaptievly
adjusted based on the workload data criticality. In regard to
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Fig. 4: Overview of STAIR structure

these observations, we propose a low-cost, highly reliable
HCA scheme.

IV. PROPOSED METHOD

HCAs equipped with STT-MRAM need efficient schemes
to overcome STT-MRAM reliability challenges. To this
end, we propose STT-MRAM Aware Multi-Level I/O Cache
Architecture (STAIR), which its structure is shown in Fig. 4.
Based on our investigations, the dirty pages are more critical in
term of reliability, which need higher protection level. STAIR
employs extra strong ECC for dirty data pages by allocating
idle or under-utilized pages of the first-level cache to the
required redundancy.

In the proposed scheme (depicted in Fig. 4), we assume that
the first-level cache is a DIMM-based! STT-MRAM, in which
all data pages are uniformly protected by an internal light-
weight conventional (72,64) Single Error Correction-Double
Error Detection (SEC-DED) code (64 bit data, 8 bit ECC). To
adaptively allocate stronger ECCs to more critical data pages
(dirty pages), STAIR uses two separate queues to manage each
level of the cache. To write a data page to the first-level cache,
STAIR generates the physical address based on the eviction
policy. When the page is dirty, STAIR utilizes Extra ECC
Generator module, which generates a (79,64) Double Error
Correction-Triple Error Detection (DEC-TED) code for each
dirty page.

To store the extra strong ECC, in the first step, STAIR
exploits the byte-addressability provided by STT-MRAM and
allocates under-utilized pages from the first-level cache to store
extra ECC. STAIR first tries to fill out one of the already-
allocated pages with the extra ECCs. To this end, the Extra
ECC Generator Module keeps track of the ECC allocation
status in each page and selects a page with free ECC slot, if
any, based on First Come, First Served (FCES) policy. In the
case that no free ECC slot is found, STAIR moves to the next
step and dynamically evicts the least utilized data page (based
on the eviction policy) and stores the generated strong ECC in
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the newly allocated ECC page. STAIR employs a table named
STAIR Map Table to track the corresponding extra ECC of each
dirty data page. Each entry of STAIR Map Table consists of the
physical address of both dirty data page and its corresponding
extra ECC. In the case that the internal ECC is unable to
correct the data, STAIR MAP Table is employed to access the
strong ECC and recover the data.

When a dirty data page is evicted from the first-level cache,
STAIR invalidates its corresponding extra ECC. If all extra
ECCs in an ECC page become invalidated, the page is free
and can be allocated to either data or extra ECCs. Thus,
STAIR adaptively adjusts the number of extra ECC pages
based on workload’s read/write intensity and minimizes the
storage overhead. In the case of corruption in a dirty data
page, STAIR Map Table is referred to access the strong ECC
for data recovery.

STAIR meets the requirements of a reliable HCA as it
provides higher protection for dirty data pages. For 4KB page
size, each page can store 34 extra ECCs. In the worst-case
scenario, STAIR only occupies 2.86% of the first-level cache
space for redundancy. Furthermore, no hardware modification
is required for implementing this low-cost scheme and STAIR
can be easily applicable to the Commercial Off-The-Shelf
(COTYS) devices.

V. EVALUATION
A. Evaluation Methodology

In this section, the efficiency of STAIR is evaluated by
developing a simulator for detailed analysis of the first-level
cache of HCA. We equip our simulator with DRAMSim2 [21]
and STT-MRAM cell configurations [22]. The simulated HCA
consists of a 4GB first-level cache and a 120GB SSD (the
second-level cache), while the page size is 4KB.

The HCA uses Lazy Adaptive Replacement Cache (LARC)
[2] based on filtering, where the filtering is performed using a
queue for tracking already-referenced pages of the first-level
cache. This queue is capable of storing the last 90% accessed
pages in the first-level cache. Each page is demoted from STT-
MRAM to SSD if its metadata exists in the filtering queue.
Moreover, both levels of the cache are managed based on
the Least Recently Used (LRU) policy and each hit in the
second-level cache leads to a promotion of the corresponding
page. The same setup without applying STAIR to the first-level
cache is used as the baseline for comparison.

All data pages in both the baseline and STAIR schemes
are protected by SEC-DED(72,64), while STAIR uses DEC-
TEC(79,64) as strong ECC for protecting data pages as well.
Each 4KB data page is divided into 512 64-bit data words.
The probability of data loss for each word protected by SEC-
DED(72,64) is according to (1):

Pdata_loss_lword =1- [Ptfccess + (If)Pglfc_c;ss(l - Paccess)]a
(1)

where P,.cess 1s the probability of a successful access

(read/write) of a single bit, which is 1 — 1072 for read accesses

and 1—10~7 for write accesses [12], [15], and k is the number
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Fig. 5: Reads/Writes of STAIR normalized to the baseline

of bits in a word, which is 64 in our experiments. Accordingly,
the probability of data loss for a 4KB page is according to (2):

Pt o+

Pdu.ta_loss_di’r'ty_page_baseline = (1 - [ access

(llc)Pkil (1 - Paccess)])Na (2)

access
where N is the number of words, which is 512 for a 4KB page.
Equipped with DEC-TED, STAIR decreases the probability of
data loss using strong ECC to protect the dirty data pages. In
this case, the probability of data loss for a data page in STAIR
is according to (3):

Pdata_loss_dirt _page_STAIR — Pdata_loss_clean_pa e STAIR
y_pag g
PE esst

= Pdata_loss_clean_page_baseline = (1 - [ access

(If)Pk71 (1 - PacceSS) + (S)Pk72(1 - P)Q])N 3)

access

According to aforementioned equations, the read/write
stress of the first-level cache can significantly affect the
probability of data loss. For clean data pages, STAIR and the
baseline provides the same reliability as they both employ the
same approach (recovering a correct version of data from the
main storage in the case of uncorrectable error in the first-
level cache). Fig. 5 shows the normalized number of reads and
writes committed by STAIR to the first-level cache, compared
to the baseline. Our simulator evaluates the reliability of
the baseline and STAIR using the above equations, based
on the read/write stress. Evaluations are performed on 17
storage workloads from Microsoft research traces [23] [24],
HammerDB [25], and Filebench [26].

B. Reliability Evaluation

STAIR reduces the probability of data loss by providing
higher protection for more vulnerable data pages. By allocating
some underutilized first-level cache pages to extra strong ECCs
for dirty data pages, STAIR is capable of correcting higher
number of errors, which improves the reliability of HCA. The
simulator calculates the reliability for the baseline according
to (4):

M,
RBaseline = (]- - Pdata_loss_dirty_page_baseline) t

“4)

where M, and M., are the total number of accesses to the dirty
and clean pages, respectively, and Rpgserine 18 the reliability

M.
X (]- - Pdata_loss_clean_page_baseline) )
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of the baseline. On the other hand, the reliability of STAIR is
evaluated according to (5):

— M.+M,
RSTAIR - (1 - Pdata_loss_dirty_page_STAIR) d7 (5)
where Pdata_loss_dirty_page_STAIR is equal to the
since STAIR can correct

Pdata_loss_clean_page_STAIR7
two errors in a dirty/clean page.

Fig. 6 shows the normalized data loss probability of STAIR
compared to the baseline. STAIR reduces the probability of
data loss by five orders of magnitude, on average, compared to
the baseline. This value is more than four orders of magnitude
in the worst case. The results show that even in write-intensive
workloads with a large amount of dirty pages, a high level of
reliability is achieved by STAIR as it can correct two errors
in a page, if occur.

C. Overheads

STAIR exploits the least-utilized pages in the first-level
cache to store the extra ECCs and each allocated page is
capable of storing ECCs for multiple dirty data pages. Hence,
the number of ECC pages is not considerable and the effect
of STAIR on the cache hit ratio and storage performance is
minimal. Fig. 7 shows the effect of STAIR on cache hit ratio.
STAIR reduces the hit ratio by 0.02% and 0.12%, on average
and in the worst case, respectively. As STAIR dynamically
occupies the under-utilized pages of the first-level cache for the
extra ECCs on demand, its hit ratio degradation is negligible.

In the case that STAIR evicts a data page for allocating
the memory space to extra ECCs, the victim page is the
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least-recently used data page, which has the lowest chance
to be accessed again. The higher hit ratio reduction in MSNFS
and LiveMapsBE workloads depicts that the probability of
re-accessing to the victim pages is higher than the other
workloads, which results into performance degradation.

Exploring cache controller memory overhead, STAIR in-
creases the cache controller memory size by only 1.56% for
an HCA with 4GB first-level cache and 120GB second-level
cache. The memory overhead evaluations are performed based
on investigations of [34]. This overhead is imposed mainly for
storing STAIR Map Table.

VI. CONCLUSION

STT-MRAM technology is a promising alternative for PCM
and DRAM technology in the first-level cache of HCAs in
storage systems. However, the unreliability of STT-MRAM is
a main limitation factor due to its high error rate. This paper
proposed STAIR, a system-level scheme to efficiently protect
STT-MRAM first-level cache in HCAs. By classifying data
pages based on their vulnerability, STAIR adaptively provides
higher protection level for more vulnerable pages. Compared
to the uniform data page protection in conventional HCAs,
STAIR reduces the data loss probability by an average of five
orders of magnitude. This significant reliability enhancement
is provided with a negligible overhead.
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