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Abstract—Cyber-Physical Production Systems (CPPS) will
usher a new era of smart manufacturing. However, CPPS will
be vulnerable to cross-domain attacks due to the interactions be-
tween the cyber and physical domains. To address the challenges
of modeling cross-domain security in CPPS, we are proposing
GAN-Sec, a novel conditional Generative Adversarial Network
based modeling approach to abstract and estimate the relations
between the cyber and physical domains. Using GAN-Sec, we
are able to determine if various security requirements such as
confidentiality, availability, and integrity are met. We provide
a security analysis of an additive manufacturing system to
demonstrate the applicability of GAN-Sec.

I. INTRODUCTION

The fourth industrial revolution will encompass a large
scale use of Cyber-Physical Systems (CPS) known as Cyber-
Physical Production Systems (CPPS) [1]. CPPS are an integra-
tion of sub-systems from multiple cyber and physical domains
interconnected through communication networks. Using CPPS
will aid in making the factory units smarter and adaptive;
however, due to the tight interactions between the cyber
and physical domains, there may exist various cross-domain
vulnerabilities in CPPS.

There are two types of exploits of cross-domain vulner-
abilities that we are primarily interested in: kinetic-cyber
attacks [2] and side-channel attacks. Kinetic-cyber attacks
refer to cyber-based attacks that directly impact the physical
domain by breaching the integrity or availability of CPS [3].
Side-channel attacks refer to confidentiality attacks that steal
critical information (from the cyber domain) by observing
emissions from the physical domain [4], [5]. Both types of
attacks may even be composed of smaller exploits that target
confidentiality, integrity, or availability. Common examples
of kinetic-cyber attacks include the notorious Stuxnet worm
attack which caused physical damage to over 1,000 centrifuges
in an Iranian nuclear plant [6], and a more recent cyber attack
on a German Steel Mill, where attackers were able to cause
massive damage to the blast furnace [7].

Existing CPPS modeling tools were created for the purpose
of analyzing the system-level performance, reliability, energy
efficiency, and quality of controls. Security is ignored by
these tools and left as an afterthought of system design.
However, most of the existing CPS security research work only
target known vulnerabilities in specific domains. Afterward,
they suggest an ad hoc repair such as patching software
and/or replacing hardware components without showing that

the repaired system is free of further vulnerabilities [8]. Some
of these CPS also end up being a part of the overall CPPS.

Since these solutions cannot analyze and explore all the
potential vulnerabilities, they can not answer the questions
such as, “How secure is this CPPS against a confidentiality
attack by a specific attacker?” or “Can we detect an integrity
or availability attack on a CPPS?” To address these questions
and improve the CPPS security research, we hypothesize that
it is necessary to have a new modeling approach that takes into
consideration the signal and energy flows of a system. We pro-
pose a security model that abstracts the relationship between
the energy flows and signals flows to answer questions like
the aforementioned ones.

A. Problem and Research Challenges
Notice that since the attack models mostly describe the

capability of attackers rather than the system, one might
assume that the existing attack models may be directly applied
in CPPS security analysis. However, there exist the following
research challenges to create a system-level model for CPS
security analysis:
• The existing security properties are mostly only proposed for

analyzing attacks in the cyber domain [8]. Thus, analyzing
the cross-domain attacks in CPPS requires new types of
security properties applicable in both the cyber and physical
domains.

• The existing system-level behavior models in CPPS require
various Models of Computation (MoCs)1, for the cyber
domain and physical domain (a MoC cannot be cross-
domain) [9]. In order to analyze cross-domain security, a
unified system behavior of interest for CPPS is required.

• In the CPPS environment, there are multiple sub-systems
interacting with each other; therefore, information leakage
or attack detection needs to be performed across multiple
sub-systems.
To address these challenges, researchers have proposed to

use information flow as the basis of a unified behavior model
of cyber and physical domains for security analysis in [10].
However, [10] only focused on the application related to
commodity flows, and proposed a coarse-grained information
flow that models the commodity flow changes as an event. It
fails to provide the capability of a quantified analysis of the
cross-domain attack and detection capability.

1A MoC is a set of allowable operations used in computation and their
respective costs (e.g., timing, performance, and memory overhead)
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