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Abstract - Autonomous systems are an important part of todays
and future solutions for the automotive and industrial sector. The
research and development activities to enable high/full automated
driving and industry 4.0 have to deal with a lot of new
requirements (e.g. fail operational, cyber security), technologies
(connectivity over 5G, neuronal networks, future computing
platforms) and topics (data analytics, artificial intelligence).
Furthermore processes, methods und tools lack behind and need
to speed up to cope with all the consequences in validation and
verification. The short paper will give an overview over these
challenges and the actual state of research and the development in
the field of digital autonomous systems.
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I. INTRODUCTION

Digitalization is creating opportunities that will change our
understanding of mobility and industrial production
possibilities. For example the automobile as part of the
networked world will not only offer new possibilities for
informing and entertaining customers but also lead the way by
increasing the automation of comfort and assistance functions,
moving toward autonomous vehicles. In the industrial domain
the smart connectivity between different production devices.

These innovations will require an ever-faster increase in
electronics, software, and communication capabilities. Both the
physical architecture and the functional electrical and electronic
(E/E) architecture will be the keys to managing the growing
complexity. Software quality, remote software updates, in-house
software development, and security will become critical success
factors. Furthermore the processes, methods and tools, which are
used in the development process, are a key factor. New
methodologies like agile software development over sprint
teams replace the established waterfall model. Over LeSS bigger
project settings can be realized over several sprint teams [2].

Here, we discuss the major opportunities resulting from
transferring IT, consumer-electronics and new technologies to
the automotive and industrial domains especially with focus on
autonomous systems (see Fig. 1). For each opportunity, we show
the current status and the benefits it could provide. Players from
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the digital world (for example, Google, Apple, and Amazon) are
showing us opportunities and solutions that can be adapt to the
automotive and the industrial domains [1].

The formally closed eco-systems in the automotive domain
as well as in the industrial domain become more and more part
of the Internet of Thing (IoT). Due to that a seamless
connectivity with a high quality of service is a very important
factor. Security is one of the main design pattern for the future
autonomous systems.

II. DIGITALIZATION IN AUTOMOTIVE SYSTEMS

Upcoming architectures for vehicular electrics, electronics,
communication and software will face — among others -
technological challenges driven by strong strategic trends. Those
trends — Automated Driving, Artificial Intelligence, Drivetrain
Electrification and Connected Systems and Services — are
driving increasing system complexity, demanding formal
verifiability and semantically rich system integration; and they
are driving innovation, requiring new technologies, subsystems
and components to be integrated as well as new novel
approaches in system integration and operation.
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Fig. 1. Main technology fields, which are influencing and enable future
autonomous systems in the automotive and industrial domain.
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Automation, in particular, not only introduces a plethora of
additional sensors, compute-heavy algorithms, and the
corresponding load on the vehicle’s physical network, but also
requires formalized functional safety engineering to a much
greater extent than previous vehicle generations.

Moreover, intelligent algorithms not only help automated
vehicles drive safely, but artificial intelligence will be making
its way into quite every aspect of functional vehicle design with
the advent of intelligent personal assistants, affective multi-
modal natural user interaction, situational awareness and
augmented reality. The vehicle’s self-awareness required is
further driving architectural design challenges.

Introduction of electrical drivetrains while maintaining or
gradually phasing out conventional combustion engines from
product line architectures is on the one side of the electrical
power coin. On the other side, compute hungry algorithms are
also raising questions of power consumption and power
dissipation.

Besides, next-generation wireless communication with
antenna array placement requirements, as well as questions of
information security and privacy are among technological
drivers dominating automotive discussions. They are part of the
foundation to deliver services and help organize people's mobile
lives.

As already mentioned the agile development process are
more and more introduced. One of the main challenges is to
realize an optimal cooperation of the existing development
processes, which are still necessary, and the new development
methods.

III. DIGITALIZATION IN INDUSTRIAL SYSTEMS

Solutions in the industrial domain are becoming increasingly
intelligent and incorporate more and more software-based
applications as well as the ability to integrate embedded
functions. Smart products optimize themselves, adapt to external
influences, identify themselves and have a digital map in the
form of a product key. Integrated sensor technology ensures that
processes are transparent and self-diagnosing, thus enabling
preventive maintenance. Universal standards and interfaces such
as TSN and OPC UA fulfil the requirements for smart products
suitable for plug&produce applications and Industry 4.0.
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IV. EXAMPLE: VEHICLE2X COMMUNICATION

One main enabler for digitalization in the automotive domain
is the establishment of a seamless vehicle2x communication
(V2X). Two technologies, Wifi and Cellular, will be available to
enable V2X communications for future digitalized industrial
systems.

The Wifi-based V2X Communication technology ITS-GS5
(a.k.a DSRC in the US) is a market-ready solution to provide
safety-critical V2X communications in a digitalized industrial
automotive system, such as road hazard warning, lane-change
warning or intersection-collision warning. ITS-G5 is fully
integrated in the ETSI ITS architecture providing industry-grade
spectrum protection, resilient decentralized channel access,
dynamic networking protocols as well as state-of-art security
mechanisms.

In 2017, the cellular industry proposed Cellular extension
supporting direct V2X communication in full ad-hoc mode. The
cellular-based V2X is arising as a compelling technology to
support V2X communications. While already providing vertical
connectivity via the Cellular infrastructure network, standard
extensions have been proposed support horizontal, direct V2V
and V2P (Vehicle-to-Pedestrian) communications. A dedicated
Slidelink (SL) has been defined for this purpose, and distributed
resource allocation specifications have been proposed to provide
reliable Cellular V2X communications.

Yet, future digitalized industrial systems are expected to
require ultra-reliable and low latency connectivity that neither
the current WiFi technology nor even the new Cellular V2X
technology can provide. [4].

REFERENCES

[1]  C.Larman, B. Vodde, “Large-Scale Scrum”, Book, dpunkt.verlag, 2017.

[2] M. Traub, A. Maier, K. Barbehon, “Future Automotive Architecture and
the Impact of IT Trends”, in IEEE Journal Software Technology, 2017,
pp. 27 - 32.

[3] H.-J. Vogel, “Driving and Being Driven: Thoughts on future mobility
and technological drivers”, 17" International Forum on MPSoC,
Annecy, France, 2017.

[4] J. Harri, “Challenges and Opportunities of WiFi-based V2X
Communications”, VDI Conference on Digital Infrastructure and
Automoitve Mobility, Berlin, Germany, 2017.

Design, Automation And Test in Europe (DATE 2018)




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


