
Early Detection of System-Level Anomalous
Behaviour using Hardware Performance Counters

Lai Leng Woo, Mark Zwolinski and Basel Halak
Department of Electronics and Computer Science

University of Southampton, Southampton, United Kingdom SO17 1BJ

Email: L.L.Woo@soton.ac.uk

Abstract—Embedded systems suffer from reliability issues such
as variations in temperature and voltage, single event effects
and component degradation, as well as being exposed to various
security attacks such as control hijacking, malware, reverse
engineering, eavesdropping and many others. Both reliability
problems and security attacks can cause the system to behave
anomalously. In this paper, we will present a detection technique
that is able to detect a change in the system before the system
encounters a failure, by using data from Hardware Performance
Counters (HPCs). Previously, we have shown how HPC data
can be used to create an execution profile of a system based on
measured events and any deviation from this profile indicates an
anomaly has occurred in the system. The first step in developing
a detector is to analyse the HPC data and extract the features
from the collected data to build a forecasting model. Anomalies
are assumed to happen if the observed value falls outside a given
confidence interval, which is calculated based on the forecast
values and prediction confidence. The detector is designed to
provide a warning to the user if anomalies that are detected
occur consecutively for a certain number of times. We evaluate
our detection algorithm on benchmarks that are affected by single
bit flip faults. Our initial results show that the detection algorithm
is suitable for use for this kind of univariate time series data and
is able to correctly identify anomalous data from normal data.

I. INTRODUCTION

The improvements in transistor size and integrated circuit

performance has allowed the growth of embedded sensors

where these sensors are becoming more affordable for daily

usage. With the emergence of the Internet of Things (IoT),

these sensors are now being connected together in a network

where huge amounts of time series data are streamed, collected

and shared. The sensors used in IoT are considered rather

inexpensive and can be replaced easily, however, there is a

seeming increase in concern in expecting these sensors to

function in a safe, secure and reliable manner. The concerns

for safety, reliability and security in embedded devices and

systems have been studied for many years. Safety in embedded

systems means reducing the frequency of failures whereas

reliability means ensuring the system completes the task

without experiencing any failure [1]. Security in the context

of an IoT application is to ensure that malicious attackers do

not gain control of any of the embedded devices or systems

that could lead to disastrous consequences.

Although care has been taken to ensure these systems and

sensors function in a safe, secure and reliable manner, they

are still exposed to various environmental conditions which

may cause problems for the systems and sensors. For example,

the sensors may be imperfect, a bit error may appear, or the

nature of the physical processes may have some variations.

Security attacks on IoT applications such eavesdropping, con-

trol hijacking, malware and others also cause problems to IoT

applications.

The impact of these problems is anomalous behaviour in the

system, which could lead to the device experiencing failure.

Very often, users are aware of the anomalous behaviour only

after a failure has occurred. One practical approach is to

detect anomalies from a streaming real-time data. As described

elsewhere, [2], we have used Hardware Performance Counters
(HPCs) to monitor the behaviour of a system. HPCs are sets of

special-purpose counters built into processors to record events

precisely and accurately in real-time. A system that behaves

normally (no error detected in the system) exhibits a profile,

and any deviations from this profile indicate that there is an

anomaly in the system. The research on anomaly detection in

real-time streaming data is not something new, however, but

we have yet to find research attempting to detect a change in

the behaviour of the system using HPCs. This paper is the first

attempt that focuses on early detection of anomalies (deviation

from the normal patterns in the system) by utilising the real-

time streaming HPCs that is available in the processor itself,

and thus, no modification is required to the physical system.

By creating a system that has some self-awareness capability

and that is able to provide a warning to the user before a

failure occurs, we aim to minimise or even avoid potential

risk to the user. Overall, the main contributions of our work

are as follows:

• We develop the algorithm for early detection of system-

level anomalous behaviour using HPCs;

• We explore several anomaly detection methods that are

applied in a case study;

• We develop a new attribute called the detection time

that evaluates the effectiveness of the early detection

algorithm; and

• Our results show that the algorithm can be used for early

detection of system-level anomalous behaviour.

This paper is organised as follows. Section II looks at

anomaly detection in the context of real-time time-series data.

Our proposed detection algorithm and experiment based on

hardware performance counter are presented in Section III.

In Section IV, we discuss the data we obtained from our
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experiment. Finally, in Section V, we conclude the paper and

suggestions for future research.

II. ANOMALY DETECTION

Anomalous behaviour, or in short, anomalies, are behaviour

that does not conform to a normal, expected pattern and can

also be identify as outliers, exceptions, peculiarities, contami-

nants or other terms according to the domain its being studied

[3] and anomaly detection refers to the problem of finding

patterns in data that do not conform to expected behaviour

[4]. The science of detecting anomalies is typically applied in

applications like fraud detection in credit card applications,

loan facilities applications, state benefits, fraudulent usage

of credit cards and mobile telecommunication [3], network

intrusion detection [5], network performance detection [6] as

well as activity monitoring [7].

Anomaly detection is not an easy problem to solve due

to various factors such as the nature of the data itself,

the availability of labelled data, the types of anomalies to

be detected, the application domain and many more. There

are numerous existing anomaly detection techniques such as

classification based, clustering based, nearest neighbour based,

statistical, information theoretic and spectral [4], however,

most of these techniques are often used for detecting anomalies

in batches of data and are unsuitable for real-time streaming

applications. Techniques that require data labelling such as

supervised learning are also not suitable for real-time anomaly

detection.

Most of the anomaly detection methods used in real-time

streaming time series data are statistical techniques that are

computationally lightweight ,as one of the main requirements

is the ability of the algorithm to learn continuously without

storing the whole stream of data. These techniques include

sliding windows [8], [9], ARIMA [10], Exponential Smooth-

ing [11], Hierarchical Temporal Memory (HTM) [12] and

change detection [13]. For real-time streaming time series

data, early detection of anomalies is valuable as it allows

actions to be taken, possibly even preventing system failure

[12]. As evaluating all the methods is beyond the scope of this

paper, we will focus on applying sliding window, Exponential

Smoothing and ARIMA techniques to detect anomalies in the

streaming data from HPCs.

III. EARLY DETECTION ALGORITHM

In [2], HPC data was successfully used to identify anoma-

lous behaviour in a system that leads to failure. To extract the

HPCs features that will be used to detect system anomalies,

we ran simulations of benchmark designs in both the Gem5

and GemFI, [15], simulators in FS mode. FS mode simulates

execution of the benchmarks in an OS-based simulation envi-

ronment.

For the work described in this paper, we used the Dijkstra

benchmark, a benchmark from MiBench [14] that calculates

the shortest path between every pair of nodes in a graph.

Using GemFI, a single bit-flip fault model was injected into

the benchmark. Figure 1 is an example of how system-level

Fig. 1. Anomalous behaviour detected on Dijkstra benchmark using hardware
performance counter data

Fig. 2. Early detection algorithm using hardware performance counter data

anomalous behaviour can be detected where the execution

profile deviates from the original profile. A single hardware

counter data namely number of committed instructions, was

sampled at every 0.1μs and gathered at an equally spaced time

interval of 100μs; this data is used to monitor the system’s

behaviour. We then developed an early detection method with a

univariate type of time-series data gathered using the algorithm

depicted in Figure 2.

The HPC data is a univariate type of time series data that

can be represented as X = {x(t)|1 ≤ t ≤ m} where x{t}
is a vector of continuous streaming data input at time t and

can be represented as x{t} = x1, x2, x3, ..., xt. Briefly, in

our algorithm, we propose early detection of system-level
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anomalous behaviour using a sliding window where q is

the number of hardware counters used to predict the next

sequential data xt+1. Data will be classified as anomalous if

it falls outside the upper and lower range of the predicted

value calculated using Dt as the confidence interval, p. If

five anomalies are detected consecutively, the system sends

a warning to the user, else, the sliding window moves a step

forward by removing xt−q+1 from the back of the window

and adding the current data xt+1 to the front of the window

to create Dt+1. The detail of the algorithm is explained further

in following subsections.

A. One-Step-Ahead Prediction
The first step of this algorithm is to determine the size of

the sliding window, q. Generally, there are two types of data

used to detect anomalies – historical data and real-time data.

The difference between using historical data compared to real-

time data is that historical data uses previous and subsequent

data in the window as input parameters to determine if the

current data is anomalous, whereas real-time data uses only

the previous data in the window to determine if the next data is

anomalous. When the system experiences some anomalies, it is

observed that the counter data starts to deviate from the point

at which the fault was manifested. Based on this observation,

the sliding window, q, will use previous data to predict the

next data and this can be written as:

Dt =
{
xt−q+1, xt−q+2, xt−q+3, ..., xt−q+q} (1)

Once the size of the sliding window has been determined, a

univariate autoregressive model of the hardware counter data

is used to predict the next counter value using the previous

data as input. According to [8], [9], univariate autoregressive

models are models that are used to predict future data in a

sensor data stream by using specified set of previous mea-

surements from the same sensor. This model is suitable for

use in this experiment as it uses only one variable and data

is being sampled at the same frequency. Dt is used as the

input into the autoregressive model, M , to predict the next

data which can be written as:

xt+1 =M(Dt) (2)

This work compares three methods for creating a one-step-

ahead prediction model, namely Single Exponential Smooth-

ing (SES), Single-Layer Linear Network Predictor (LN) and

Autoregressive Moving Average (ARMA).
1) Single Exponential Smoothing (SES): SES is a type

of exponential smoothing that weighs past observations with

exponentially decreasing weights to forecast future values. The

predicted value, xt+1 is calculated using:

xt+1 = αxt + (1 − α)(Dt) where 0 < α ≤ 1 (3)

The constant parameter α is a smoothing constant, used to

smooth or damp older observations. The value of α was de-

termined using a trial-and-error approach and the α value that

provides the model with the best performance was selected.

SES requires at least 3 previous data points for initialisation

before a prediction of the next data can be made.

2) Single-Layer Linear Network Predictor (LN): The LN

method predicts the next data xt+1 as a linear combination of

the q previous data points using the following equation:

xt+1 =

∑q−1
i=0 wixt−i
∑q−1

i=0 wi

(4)

where b and w0, w1, ..., wq−1 is a set of constant weights

used to predict the next expected data based on the sliding win-

dow Dt. For simplicity, we have assigned the weight vectors

to 1, 2, ..., q with the weight vector is inversely proportional

to the distance of the points in the sliding window, that is, the

further the point xt from xt+1, the smaller the weight vector

will be.

3) Autoregressive Moving Average (ARMA): The ARMA

method (also known as the Box-Jenkins method) consists

of an autoregressive (AR) part and a moving average (MA)

part where the AR part regresses the variable on its past

values, while the MA part models the error term. There is

no Integrated term, as the time series data is found to be

stationary based on the Augmented Dickey-Fuller (ADF) test.

Therefore, the ARMA (p, q) model is used, defined as follows:

xt+1 = c+φ1Yt−1+...+φpYt−p+εt−θ1εt−1−...−θqεt−q (5)

In our work, we tested the value (p, q) between 0 and 5 in

increments of 1, based on an autocorrelation plot (ACF) and

a partial autocorrelation plot (PACF); the (p, q) values that

provides the model with the best performance are selected.

B. Anomaly Classification

Once the next data has been predicted using either the SES,

LN or ARMA prediction methods, the next step is to determine

the upper and lower bounds of the predicted value using the

confidence interval, p, where the upper and lower bounds

determine the acceptable range of values the future hardware

counter data can take. We assumed the models’ residuals have

zero-mean normal distributions and the standard deviation is

calculated based on the window size. Therefore, the range of

acceptable values is calculated using the following equation:

xt+1 ± (tα/2,q−1 ∗
√∑

(xt − x̄t)2
q − 1

) (6)

where xt+1 is the predicted data, tα/2 is pth percentile of the

t-distribution with q − 1 degrees of freedom,
√∑

(xt − x̄t)2
is the standard deviation of the model residual and q is the size

of the sliding window. If the next actual hardware counter data

falls within the range, the data is considered non-anomalous,

else if it falls outside the range, the actual data is marked

anomalous. As we had observed, the hardware counter data

does not have a fixed value, therefore, using a confidence

interval is more relevant and beneficial compared to using

some random threshold as confidence interval maintain the

width of the upper and lower range according to the actual

data.
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TABLE I
CONFUSION MATRIX FOR EARLY DETECTION OF ANOMALOUS BEHAVIOUR

Outcome Detection
Anomalous Non-Anomalous

Anomalous

True Positives (TP)
(data points that are

anomalous and
identify as anomalous)

False Negatives (FN)
(data points that are

anomalous but
identify as normal)

Non-Anomalous

False Positives (FP)
(data points that are

normal but
identify as anomalous)

True Negatives (TN)
(data points that are

normal and
identify as normal)

C. Early Detection

The main objective of the proposed detector is to be able

to detect the anomalous behaviour as quickly as possible but

at the same time, to avoid the detector being overly sensitive.

From our observation, when the system experiences a failure,

the hardware counter data begins to deviate from its normal

pattern. The number of anomalies detected consecutively is

determined using a trial-and-error approach, where the aim is

to choose the value that gives the quickest detection time.

IV. DISCUSSION AND ANALYSIS

Fig 3 shows the result of one-step-ahead prediction using

the three different methods outlined earlier. The upper and

lower ranges calculated from Equation 6 are also shown in the

same figures. It can be seen that the actual hardware counter

data lies very near to the predicted data in all three methods.

However, the SES method has provided a rather smoother

predicted value, hence there is a bigger residual difference

between actual data and predicted data compared to the LN

and ARMA methods. Another observation is that both the

SES and LN methods have also produced a bigger range of

acceptable values compared to the ARMA method. However,

as we will show in our analysis, a bigger range of acceptable

values will make it harder to detect anomalies.
In order to evaluate the effectiveness of the early detection

algorithm, we look at how well the detector has performed in

classifying the anomalies using the sensitivity, specificity and

accuracy statistical attributes. Sensitivity (also known as true

positive rate) evaluates how well the detection algorithm cor-

rectly identifies the anomalies and specificity (also known as

true negative rate), measures how well the detection algorithm

correctly identifies the non-anomalies. Accuracy measures how

well the detection algorithm detect both anomalies and non-

anomalies. Table I describe the several terms that are used in

this experiment along with sensitivity, specificity and accuracy

such as True Positive (TP), True Negative (TN), False Positive

(FP) and False Negative (FN).
TP and TN are the ideal situation where data points are

detected and identified correctly, while FP and FN are unde-

sirable cases which are impossible to eliminate but need to

be kept to a minimum. The formulae to calculate sensitivity,

specificity and accuracy are defined as follows:

Sensitivity =
TP

(TP + FN)
(7)

(a)

(b)

(c)

Fig. 3. One-step-ahead prediction methods - (a) SES Method, (b) LN Method,
and (c) ARMA Method
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Specificity =
TN

(TN + FP )
(8)

Accuracy =
TP + TN

(TP + FN + TN + FP )
(9)

Another attribute that is important in evaluating our detec-

tion algorithm is detection time. This is an important attribute

as it will determine which method is quickest in identifying

the anomalous behaviour in the system. We have developed a

formula to calculate detection time as shown below:

Detection time = (TP + FN) ∗ Logging Interval (10)

The goal of the detector is to detect the anomalous be-

haviour at the earliest time, therefore, the key attribute is the

lowest detection time that can be attained from the proposed

methods. A low (or early) detection time means low values of

TP and FN are required. Lower values of TP and FN means

a smaller value of sensitivity will be attained. The window

size, k, and confidence interval, p, are the two parameters that

are optimised in order to improve the detection algorithm. The

parameter k determines how many previous points are used

in the calculation to predict xt+1 and the value k takes in

from 4 to 12 in increments of one. Parameter p calculates

the acceptable range for a data point to be classify as non-

anomalous and the value p varies from 85% to 99% with the

increment of 5%. Larger value of p means bigger range of

values are acceptable.

Table II shows the statistical analysis of using the ARMA

method for predicting the next data with the table showing the

top three results where detection time, TP, FN and FP are the

lowest. The logging interval is set at 100 μs, and the earliest

detection time was found to be 1700 μs. The result shows that

the value of specificity where the detector was able to detect

and identify non-anomalous points is at least 95% and above

in most cases (except where (k, p) is (4, 90%), the specificity

recorded was 92.6%). The best performance of the detector is

achieved with k = 4 and p = 99% where actual data points

that anomalous, TP is 2 and data points that are normal and

identified as normal, TN is 264. The accuracy achieved with

this setup was 93.0%.

Table III shows the statistical results for all three methods.

For simplicity, only the top three results from each method are

presented. From the results, it is clear that all three methods

shows high accuracy of at least 89% achieved using LN

method and highest being 93.0% which was achieved using

the ARMA method. The ARMA method has also been shown

to be superior compared to SES and LN, where the anomalous

behaviour was detected earliest at 1700μs compared to 1900μs

and 2700μs using SES and LN, respectively. The specificity

attribute using ARMA method is 93%, which is the highest

of all. This means that the one-step-ahead prediction model

using ARMA was more accurate as it is able to predict values

that lie very close to the actual values.

V. CONCLUSION

The rapid rise of real-time data has seen the need for

detecting anomalies in streaming data becoming increasingly

important. One of the new-found application areas is using

hardware performance counters for monitoring system be-

haviour. Hardware performance counters are sets of special-

purpose counters built into processors to record events pre-

cisely and accurately as they occur. In this study, we developed

an early detection algorithm that detects anomalies that occur

by detecting a change in the hardware performance counter

data. This detection algorithm is performed on a univariate

time series data using a one-step-ahead prediction applied

to a sliding window, k, and the range of acceptable data is

calculated from the predicted data using a confidence interval,

p. The first step is to slice the data into small windows

before applying a prediction model to predict the next counter

data. Anomalies are assumed to have occurred if the value

falls outside the acceptable range. The algorithm goes a step

further to detect if there are 5 anomalies that have occurred

consecutively.

The detection algorithm was tested on the Dijkstra bench-

mark that was affected with single bit flip fault. From the

results, we conclude that the early detection algorithm de-

veloped in this study is useful in early detection of system-

level anomalous behaviour. The detection algorithm is a simple

algorithm which is suitable for application in IoT devices as it

only requires the time series data of the hardware performance

counter and does not require any initial classification of the

data. In summary:

• We have developed an algorithm for early detection of

system-level anomalous behaviour using hardware per-

formance counter data;

• We explored several methods for one-step-ahead predic-

tion which can be applied in our case study;

• We also developed a new attribute called the detection

time that evaluates the effectiveness of the early detection

algorithm; and

• Our results show that the algorithm can be used for early

detection of system-level anomalous behaviour.

Our study will be further expanded by looking at other plau-

sible techniques which can optimise our detection algorithm

to reduce the detection time. One of the ways to reduce the

detection time is by minimising the false negatives where the

detector identified anomalous data points as normal. We also

plan to develop and test the detector in a real IoT device and

evaluate the detector in terms of its complexity, computational

power, area and cost.

VI. ACKNOWLEDGEMENT

This work has been supported by Microsoft Azure Research

Award number CRM: 0518905.

REFERENCES

[1] P. Koopman, “Reliability, safety and security in everyday embedded
systems,” Dependable Computing, Lecture Notes in Computer Science,
vol. 4746/2007, 2007.

Design, Automation And Test in Europe (DATE 2018) 495



TABLE II
STATISTICAL ANALYSIS OF ARMA METHOD WITH VARIOUS PARAMETER SETUP

Parameters
(k, p) (4, 90%) (4, 95%) (4, 99%) (5, 95%) (5, 99%) (6, 95%) (6, 99%)

TP 3 3 2 3 2 3 2
FN 14 14 15 14 15 14 15
FP 20 11 5 11 8 14 9
TN 249 258 264 258 261 255 260
Sensitivity 0.176 0.176 0.118 0.176 0.118 0.176 0.118
Specificity 0.926 0.959 0.981 0.959 0.970 0.948 0.967
Accuracy 88.11% 91.25% 93.00% 91.26% 91.96% 90.21% 91.61%
Detection Time
(μs) 1700 1700 1700 1700 1700 1700 1700

TABLE III
STATISTICAL ANALYSIS USING ARMA, SES AND LN METHODS

ARMA SES
(α = 0.3) LN

Parameters
(k, p) (4, 99%) (5, 99%) (6, 99%) (4, 99%) (5, 99%) (6, 99%) (4, 99%) (5, 99%) (12, 99%)

TP 2 2 2 4 4 4 9 9 9
FN 15 15 15 15 15 15 18 18 18
FP 5 8 9 6 8 9 12 14 13
TN 264 261 260 263 261 260 257 255 256
Sensitivity 0.118 0.118 0.118 0.211 0.211 0.211 0.333 0.333 0.333
Specificity 0.981 0.970 0.967 0.978 0.970 0.967 0.955 0.948 0.952
Accuracy 93.00% 91.96% 91.61% 92.71% 92.01% 91.67% 89.86% 89.19% 89.53%
Detection Time
(μs) 1700 1700 1700 1900 1900 1900 2700 2700 2700

[2] E. W. L. Leng, M. Zwolinski, and B. Halak, “Hardware performance
counters for system reliability monitoring,” in 2017 IEEE 2nd Interna-
tional Verification and Security Workshop (IVSW), July 2017, pp. 76–81.

[3] V. J. Hodge and J. Austin, “A survey of outlier detection methodologies,”
Artificial Intelligence Review, vol. 22, no. 2, pp. 85 – 126, 2004.

[4] V. Chandola, A. Banerjee, and V. Kumar, “Anomaly detection: A survey,”
ACM Computer Survey, vol. 41, no. 3, pp. 15: 1 –15: 58, July 2009.

[5] J. Lin, Q. Zhang, H. Bannazadeh, and A. Leon-Garcia, “Automated
anomaly detection and root cause analysis in virtualized cloud infras-
tructures,” in NOMS 2016 - 2016 IEEE/IFIP Network Operations and
Management Symposium, April 2016, pp. 550–556.

[6] Y. Zhang, S. Debroy, and P. Calyam, “Network-wide anomaly event
detection and diagnosis with perfsonar,” IEEE Transactions on Network
and Service Management, vol. 13, no. 3, pp. 666–680, Sept 2016.

[7] P. Fiadino, A. D’Alconzo, M. Schiavone, and P. Casas, “Towards
automatic detection and diagnosis of internet service anomalies via dns
traffic analysis,” in 2015 International Wireless Communications and
Mobile Computing Conference (IWCMC), Aug 2015, pp. 373–378.

[8] D. J. Hill and B. S. Minsker, “Anomaly detection in streaming
environmental sensor data: A data-driven modeling approach,”
Environmental Modeling and Software, vol. 25, no. 9, pp. 1014–
1022, September 2010. [Online]. Available: http://dx.doi.org/10.1016/j.
envsoft.2009.08.010

[9] Y. Yu, Y. Zhu, S. Li, and D. Wan, “Time series outlier detection based
on sliding window prediction,” Mathematical Problems in Engineering,
no. 879736, 2014.

[10] Z. Hasani, “Robust anomaly detection algorithms for real-time big data:

Comparison of algorithms,” in 2017 6th Mediterranean Conference on
Embedded Computing (MECO), June 2017, pp. 1–6.

[11] A. Kumar, A. Srivastava, N. Bansal, and A. Goel, “Real time data
anomaly detection in operating engines by statistical smoothing tech-
nique,” in 2012 25th IEEE Canadian Conference on Electrical and
Computer Engineering (CCECE), April 2012, pp. 1–5.

[12] S. Ahmad, A. Lavin, S. Purdy, and Z. Agha, “Unsupervised
real-time anomaly detection for streaming data,” Neurocomputing,
vol. 262, no. Supplement C, pp. 134 – 147, 2017, online Real-
Time Learning Strategies for Data Streams. [Online]. Available:
http://www.sciencedirect.com/science/article/pii/S0925231217309864

[13] N. Chen, Z. Yang, Y. Chen, and A. Polunchenko, “Online anomalous
vehicle detection at the edge using multidimensional ssa,” in 2017
IEEE Conference on Computer Communications Workshops (INFOCOM
WKSHPS), May 2017, pp. 851–856.

[14] M. R. Guthaus, J. S. Ringenberg, D. Ernst, T. M. Austin, T. Mudge,
and R. B. Brown, “Mibench: A free, commercially representative
embedded benchmark suite,” in 2001 IEEE International Workshop,
Proceedings of the Workload Characterization, 2001. WWC-4, ser.
WWC ’01. Washington, DC, USA: IEEE Computer Society, 2001,
pp. 3–14. [Online]. Available: http://dx.doi.org/10.1109/WWC.2001.15

[15] K. Parasyris, G. Tziantzoulis, C. D. Antonopoulos, and N. Bellas,
“Gemfi: A fault injection tool for studying the behavior of applications
on unreliable substrates,” in 2014 44th Annual IEEE/IFIP International
Conference on Dependable Systems and Networks, June 2014, pp. 622–
629.

496 Design, Automation And Test in Europe (DATE 2018)



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


