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Abstract—Spin-Transfer Torque Magnetic Random Access
Memory (STT-MRAM) is a promising alternative to SRAM in
cache memories. However, STT-MRAMs face with high proba-
bility of write errors due to its stochastic switching behavior. To
correct the write errors, Error-Correcting Codes (ECCs) used in
SRAM caches are conventionally employed. A cache line consists
of several codewords and the data bits are selected in such a
way that the maximum correction capability is provided based
on the error patterns in SRAMs. However, the different write
error patterns in STT-MRAM caches leads to inefficiency of con-
ventional ECC configurations. In this paper, first we investigate
the efficiency of ECC configurations and demonstrate that the
vulnerability of codewords in a cache line varies by up to 17x.
This variation means that, while some words are overprotected,
some others are highly probable to experience uncorrectable
errors. Then, we propose an ECC bit selection scheme, so-called
ORIENT, to reduce the vulnerability variation of codewords
to 1.4x. The simulation results show that conventional ECC
configuration increases the write error rate by up to about 64.4%
compared with the optimum ECC bit selection, whereas this value
for ORIENT is only 4.5%.

Keywords—STT-MRAM caches; error-correcting codes; write
errors; interleaving.

I. INTRODUCTION

SRAM memories can be disturbed by high-energy particle
strike and radioactive chip packaging material, which leads to
soft errors. These soft errors can cause a Single Bit Upset
(SBU) or Multiple Bit Upsets (MBU). By technology size
scaling the occurrence probability of MBU in the case of a par-
ticle strike has significantly increased. Error-Correcting Codes
(EECs) are commonly used to protect SRAM memories against
soft errors. In latency-sensitive on-chip cache memories, Single
Error Correction-Double Error Detection (SEC-DED) code is
the most conventional ECC used in commercial processors [1],
[2], [3], [4].

For a cache line consisting of N words, e.g., for a 512-
bit line includes eight 64-bit words, N SEC-DED codes are
employed. Each SEC-DED code is generated by either all bits
of a single data word or interleaving the bits of all words with
the interleaving distance of N. The former is conventionally
used in L1 caches to save energy and time [4], [5] and the
latter configuration is conventionally used in L2/L3 caches to
provide MBU correction capability [5], [6].

In addition to high susceptibility to soft errors, high leakage
power is another challenge for scaling SRAMs in todays nano-
scale technology size. Recent development in memory tech-
nology has introduced some emerging memories for replacing
the SRAMs. Among them, Spin-Transfer Torque Magnetic
Random Access Memory (STT-MRAM) is the most promising
alternative for SRAMs in on-chip caches [2], [7], [8], [9], [10].

In STT-MRAM cells, data is stored as a resistance state of
a Magnetic Tunneling Junction (MTJ) device. By applying the
spin-polarized current, resistance state of a cell can be set to
high or low. Thermal fluctuations in the magnetization process
of write operation causes uncertainty in MTJ switching time.
In this case, if the actual MTJ switching time becomes longer
than the applied write pulse width, a write error occurs [11].

To overcome the write errors in STT-MRAM caches, ECCs
are used as a common approach [2], [7], [8], [9], [12], [13],
[14]. However, conventional bit selection schemes used for
SRAMs, such as per-word and interleaved [2], are designed
to be efficient for soft error correction in SRAMs. Thus, they
are not customized for STT-MRAM write errors characteris-
tics. During a write operation in STT-MRAM cache line, if
the number of bits that needs to be switched increases, the
occurrence probability of the write error increases, as well. By
applying SEC-DED code at word granularity in cache lines,
each 8-Byte subset of cache line bits is separately grouped
and protected by a SEC-DED code as a logical word. Due to
the fact that a higher uniformity in bit switching distribution
between logical words leads to lower write error rate, making
bit switching distribution more uniform is an effective way to
reduce the cache error rate. Therefore, the ability of the bit
selection schemes to distribute bit switching between logical
words significantly affects the write error rate.

In this paper, through evaluations of SPEC CPU2006
benchmarks [15], we investigated the efficiency of the con-
ventional bit selection schemes used for SEC-DED code
in distributing the number of bit switching between logical
words. The results show that applying per-word and inter-
leaved schemes for cache lines leads to highly non-uniform
bit switching distribution and results in inefficiency of these
schemes to reduce STT-MRAMs write error rate. Then, we
proposed a novel bit selection scheme, so-called Organized
Interleaved ECCs for New STT-MRAM Caches (ORIENT),
which provides a near-optimum bit switching distribution and
effectively reduces the write error rate of cache blocks during
write operations.

The rest of this paper is organized as follows. Motivations
for this study are described in Section II. Section III explains
the proposed ORIENT. Section IV provides the experimental
setup and discusses the simulation results. Finally, conclusions
are given in Section V.

II. MOTIVATION

Cache line reliability using SEC-DED code for each logical
word is calculated according to (1) [5].

BER = 1−Π#part
i=1 Ri (1)

Where #part is the number of logical words in a cache line
and Ri is the reliability of ith logical word. Considering a
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logical word with the capability of correcting up to t-bit error,
reliability of a write operation in logical word i, i.e., Ri, is
estimated according to (2) [12].

R(bitflips, t) =
t∑

i=0

Ci
bitflips

BERi(1−BER)bitflips−i (2)

Where BER (Bit Error Rate) is the probability of unsuccessful
bit switching, t is the correction capability of ECC which is
one in the case of using SEC-DED code, bitflips denotes the
number of required bit switching in the write operation of that
logical word, and Ci

bitflips
shows the number of combinations

of bitflips in i bits.

Assuming that the total number of bit switching for a write
operation in a cache line is fixed, the highest reliability for that
write operation is achieved when all of the Ri)s are the same.
In other words, the highest reliability is for a write operation in
which the total number of bit switching is uniformly distributed
between all logical words. Therefore, in order to achieve a
uniform Ris, the number of bit switching in logical words
should be uniform. The more uniformity between Ris leads
to higher reliability in write operations. However, none of the
existing bit selection schemes consider this STT-MRAM write
operation requirement to achieve a higher reliability.

We conduct a set of simulations to explore the effects of bit
switching distribution on the reliability of write operations. In
this regard, a 4-MByte L2 cache with associativity of eight and
512-bit line width is simulated in gem5 simulator [16]. We use
different combinations of SPEC CPU2006 benchmarks [15] as
multi-programmed workloads.

Both per-word (without interleaving) and conventional 8-
way interleaved bit selection schemes are used in cache lines
protected by SEC-DED(72,64). We count the number of bit
switching in different logical words for each write operation.
Then, we sort these numbers and normalized them to the lowest
one. Finally, these sorted normalized numbers are accumulated
for all of the write operations, and their averages are shown
in Fig. 1. The higher non-uniformity in chart bars of Fig. 1 is
interpreted as the higher non-uniformity among the number of
bit switching in the logical words of a cache line.

As can be seen, in some workloads, applying per-word
bit selection scheme to SEC-DED code leads to high levels
of non-uniformity in bit switching distributions between the
logical words. Considering Comb4-Comb6 in Fig. 1(a), the
number of bit switching in the logical words with the highest
number of switching is about 14.3x higher than that in the
logical words with the lowest number of switching. This value
is 4.3x on average. As it is shown in Fig. 1(b), the diversity in
the number of bit switching for 8-way interleaved bit selection
is on average 4.2x. In the worst case the number of bit
switching in some words is 16.3x higher than other words.

Considering the same amount of protection overhead, this
non-uniformity leads to lower reliability level for write opera-
tions in STT-MRAM caches comparing with the maximum
achievable reliability level. Therefore, we need to propose
a new bit selection scheme that more efficiently exploits
protection resources to achieve higher reliability. This is done
by uniformly distributing the bit switching of each write
operation between logical words of a cache line. To propose
the new scheme, first the reasons behind the inefficiency of
the conventional bit selection schemes are investigated in the
following subsection.

(a)

(b)

Fig. 1: Bit flips distribution among logical words in (a) per-
word and (b) 8-way interleaved schemes.

Fig. 2: Bit selection schemes structures.

III. PROPOSED ORIENT SCHEME

According to the previous discussion, using SEC-DED
code at word granularity, the optimum cache line write re-
liability can be achieved when bit switching distribution is
uniform between protected words (logical words) of that cache
line. However, none of per-word and interleaved bit selection
schemes is capable to uniform bit switching distribution and
efficiently decrease the write error rate. Fig. 2 depicts the struc-
tures of per-word, interleaved, and the proposed bit selection
ORIENT (Organized Interleaved ECCs for New STT-MRAM
Caches) scheme for a simple 16-bit width cache line with 4-
bit width words.

As can be seen in Fig. 2 (a), in per-word scheme, adjacent
bits of logical words are selected exactly same as the adjacent
bits of data words. Then, each logical word is protected by
SEC-DED. For example, bits 0-4 (word0) form the first logical
word, then bits 5-8 (word1) form the second logical word, and
so on. In the 4-way interleaved SEC-DED depicted in Fig. 2
(b), the first bit of the first logical word is bit-0 of the first
data word, the second bit is bit-0 of the second data word, the
third bit is bit-0 of the third data word, and the fourth bit is
bit-0 of the fourth data word. Next, the fifth bit in the cache
line is bit-1 of the second logical word. This data pattern is
repeated throughout the cache line. In this way, bit-0s of all
data words are selected for the first logical word, and bit-1s
of all data words are selected for second logical word, and so
forth. In this bit selection scheme, same bit positions of all
data words in a cache line (the same bit position in the bytes
of all words for a 512-bit cache line using SEC-DED(72, 64))
are selected for a logical word.
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Fig. 3: Bit selection schemes in a 64B cache line.

In ORIENT, an interleaving scheme is proposed to over-
come the mentioned limitation of the per-word scheme. On the
other hand, the conventional N-way interleaving scheme is not
suitable for most of the workloads, especially the first category.
This is because all bits in a codeword are selected from the
same position of the words. In ORIENT, the selected bits are
from all words and from all positions in words. ORIENT
eliminates the drawbacks of both per-word and interleaving
scheme, while takes the advantages of the two.

In conventional interleaved SEC-DED, the same bit posi-
tions of all data words in a cache line are grouped to form
a logical word. However, in ORIENT different bit positions
of data words are grouped as a logical word. In the other
words, the bit positions selected for the first logical word are
the same from the first word (bit-0 of all bytes in the word),
but they change in the second word (bit-1 of all bytes in the
word), then they change in the third word (bit-2 of all bytes in
the word), and so forth. In this way, a logical word includes
all eight different bit positions of bytes in a cache line. As
a result, if there is always high amount or low amount of
bit switching in a specific bit position of all words, they are
located in different logical words. This selection leads to more
uniform bit switching distribution among all logical words and
better STT-MRAM write operation reliability.

In Fig. 2 (c), ORIENT scheme for a 4-way interleaved
SEC-DED is shown. To form the first logical word, ORIENT
selects bit-0 of word-0, bit-1 of word-1, bit-2 of word-2, and
bit-3 of word-3 instead of just selecting bit-0s of all words.
Then, bit-0 of word-3, bit-1 of word-0, bit-2 of word-1, and
bit-3 of word-2 are selected for the second logical word instead
of just grouping bit-1s of all words.

Using ORIENT, all logical words of a cache line include
all bit positions 0-3, each of which belongs to different logical
words. Accordingly, any repetitive pattern in bit switching
distribution, which leads to non-uniformity in the number of
bit switching of logical words when using the conventional
interleaved scheme, can be avoided by ORIENT. Structures
of per-word, interleaved, and ORIENT schemes for a 64-Byte
cache line are depicted in Fig. 3 (a), (b), and (c), respectively.
In these structures, each color represents the bits of a logical
word, and each plane block shows a 64-bit word (each row
includes eight bits), and eight 64-bit words form a cache line.
As Fig. 3 shows, interleaved SEC-DED selects the same bit
positions of all words (blocks) to form a logical word, while
in ORIENT bit positions selected to form a logical word vary
from word to word.

IV. SYSTEM SETUP AND RESULT

To evaluate the efficiency of ORIENT, we use the gem5
cycle-accurate simulator [16]. A detailed model of ARM
processor operating at the frequency of 1-GHz is used in this
study. We simulate a homogeneous quad-core CMP processor
with out-of-order, four-issue superscalar cores. Each core has
its own L1 instruction and data caches and L2 cache is shared

TABLE I: configuration of on-chip caches.

Memory Unit Configuration 

L1 32+32KB I/D, 64B line, 4-way, write/read: 2 cycles, SRAM 

L2 4MB, 8-way, 64B line,  write: 20 cycles, read : 5 cycles, STT-RAM  

among all cores. The details of the cache configuration are
summarized in Table I.

SPEC CPU2006 benchmark suite is used as the workloads
[15]. 18 combinations of the different benchmarks used as
multi-programmed workloads, referred as comb1-comb18. For
the sake of improving the accuracy of the experiments, all
of the results are retrieved after skipping the cache warm-up
phase. To protect the 64-Byte L2 cache lines, we integrate
ORIENT on 8-way interleaved SEC-DED.

To compare the ability of ORIENT for providing uniform
bit switching distribution between logical words, conventional
interleaved and per-word schemes are also considered in our
evaluations. In this regard, using ORIENT the number of
bit switching of logical words in each write operation are
counted, sorted, and normalized to the lowest one. Then, these
sorted normalized numbers are accumulated for all of the write
operations, and their averages are shown in Fig. 4. The same
evaluations are done for per-word and interleaved SEC-DED
and are shown in Fig. 1. Besides, for each workload, words
with the highest amount of bit switching in Fig. 4 and Fig. 1
are compared with each other in Fig. 5.

As it can be seen in Fig. 4 and Fig. 5, ORIENT can
efficiently uniform the number of bit switching distribution
between logical words in all workloads. However, per-word
and conventional interleaved schemes in some workloads lead
to high levels of non-uniformity. For example, in some work-
loads, per-word and interleaved schemes can cause about 14x
and 16x more bit switching in the logical word with the highest
amount of bit switching compared to that with the lowest one,
respectively. Note that in the worst case this number is 1.6x
for ORIENT. This provided level of uniformity is due to the
efficiency of ORIENT in distributing bit positions with the
same amount of switching between different logical words.

For a better understanding of how much ORIENT can
uniform bit switching distribution among logical words com-
pared to the per-word and conventional interleaving schemes,
variance of the number of bit switching of all logical words
(from the word with the highest amount of bit switching to
the word with the lowest number of bit switching) for each
workload is shown in Fig. 6. Since variance measures how far
a set of numbers are spread out from their average value, it is
a representative metric to show the efficiency of a bit selection
scheme. As can be seen in Fig. 6, variance can be as high as 18
and 5.5 in the cases of using per-word and interleaved schemes,
respectively. However, it is less than 0.04 in all workloads
using ORIENT. On average, variance is 3.22, 1.22, and 0.02 for
per-word, interleaved, and ORIENT, respectively. The results
show that ORIENT is well suited for the uniform distribution
of bit switching between all logical words.

To better demonstrate the efficiency of ORIENT, we con-
sider the optimum bit selection in which the total number of
bit switching is equally distributed between all logical words.
Then, we calculate the increase in the write error rate in cache
blocks using the three evaluated SEC-DED configurations. Fig.
7 shows the increase in the error rate using per-word, inter-
leaved, and ORIENT. As can be seen, exploiting conventional
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Fig. 4: Bit Flips distribution among logical words in ORIENT.

Fig. 5: Words with the highest amount of bit flips in all
schemes.

interleaving scheme in SEC-DED results in up to 64.39%
higher error rate compared to the optimum scheme. In addition,
using per-word scheme causes up to 167.82% higher block
error rate than the one achieved by optimum scheme. However,
the maximum increase in the cache block write error rate
using ORIENT is only 5.2%. The average amount of increase
in the block error rate for per-word and interleaved schemes
is 38.5% and 26.48%, whereas it is only 4.5% for ORIENT.
This near-optimum reliability in ORIENT is the results of its
high uniformity in bit switching distribution depicted in Fig.
4. Furthermore, according to Fig. 6, the lower variance in the
number of bit switching in ORIENT in comparison with per-
word and conventional interleaved ones confirms the results of
Fig. 7, as well.

V. CONCLUSION

In this work, we proposed ORIENT, a new bit selection
scheme for ECCs, which can efficiently reduce the write error
rates in STT-MRAM cache lines. ORIENT is designed based
on the fact that higher uniformity in distributing the total bit
switching between all logical words of a cache line leads to
lower write error rate. Considering the requirements of differ-
ent bit switching distribution patterns in real word workloads,
and also by investigating the weaknesses of the conventional
bit selection schemes in evenly distributing bit switching
between logical words, ORIENT provides a near-optimum bit
selection opportunity. As a result, ORIENT decreases the write
error rates up to 160.5% and 59.9% compared to per-word
and conventional N-way interleaved bit selection schemes,
respectively. Furthermore, a near optimum block error rate
(about 4.5% difference with optimum scheme, on average)
makes it the most suitable candidate for STT-MRAMs.
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