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Abstract—Soft errors in on-chip caches are the major cause
of processors failure. Partitioning the cache into data and tag
arrays, recent reports show that the vulnerability of the latter
is as high as or even higher than that of the former. Although
Error-Correcting Codes (ECCs) are widely used to protect
the data array, their overheads are not affordable in the tag
array and its protection is conventionally limited to parity
code. In this paper, we propose Similarity-Managed Robust
Tag (SMARTag) technique to provide the error correction
capability in parity-protected tags. SMARTag exploits the
inherent similarity between the upper parts of the tags in a
cache set to share these parts between addresses and ECCs.
Using SMARTag, the cache access time is intact since the
ECC part is bypassed in normal cache operation and no extra
memory is required since ECCs are stored in available tag
space. The simulation results show that SMARTag is capable
of correcting more than 98% of errors in the tag array, on
average, and its energy consumption, area, and performance
overhead is less than 0.2%.

Index Terms—Address locality, error-correcting code, on-chip
caches, soft errors, tag array.

1. Introduction

Soft errors due to energetic particles strike are known as
the main reliability concern in computer systems [1], [2], [3],
[4], [5]. On-chip cache memories, as the largest processor
components [6], [7], are the most vulnerable part to soft
errors [2], [6], [7], [8], [9]. Vulnerability of cache memories
can result in incorrect outputs and system failures. Hence,
protecting the contents of the cache memories is of decisive
importance.

Both data and tag arrays in the caches need error protec-
tion capability for a reliable operation. However, most exist-
ing studies have focused on protecting data array. Employing
Error-Correcting Codes (ECCs) are the dominant approach
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for protecting data array [4], [6], [7], [10], [11]. However,
the energy consumption, performance, and area overhead
of ECCs in tag array are significantly higher than that in
data array. Because of unaffordable ECC overheads, Error-
Detecting Codes (EDCs), e.g., parity check, are considered
for tag protection in most of the commercial processors as
well as research studies [12], [13], [14], [15].

Several studies addressed the vulnerability of tag array
and demonstrated that it can be even more vulnerable than
data array [16], [17], [18]. To provide error correction capa-
bility, recent techniques have tried to replicate the content of
parity-protected tag array [12], [13], [15]. However, a large
amount of tags in these techniques remain unreplicated and
uncorrectable or a significant overhead is imposed to provide
a full-replication of the tags.

In this paper, we propose SMARTag (Similarity-MAnaged
Robust Tag) technique to provide ECC protection in a
parity-protected tag array. SMARTag exploits the inherent
redundancy in the tags of a cache set to share the upper parts
of the tags between the addresses and ECCs. Based on the
address locality in memory accesses, it is highly probable
that upper bits of the tags in a set be similar. SMARTag takes
the advantages of this similarity and allocates the upper parts
of the tags to ECCs for protecting these tags. To this aim,
the upper part of one tag remains unchanged while the upper
parts of other tags are allocated to ECC. The ECC(s) of a set
is updated for each change in the tag content, which happens
on a cache miss. For a tag access, the ECC is bypassed and
the tags containing the ECC retrieve their upper part from
the unchanged tag. ECC part is activated only when the
parity decoding logic detects an error in a tag. By storing
ECCs in the available upper parts of the tags and bypassing
it, SMARTag requires no dedicated memory for storing ECCs
and imposes no ECC decoding latency.

SMARTag is evaluated using gem5 cycle-accurate simula-
tor [19] running workloads from SPEC CPU2006 benchmark
suite [20] for both single- and multi-core systems. The
simulation results show that a negligible percentage of
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tag remains parity-protected and SMARTag is capable of
correcting more than 98% of errors in the tag array. This is
achieved by imposing only 0.03% performance overhead.

The rest of this paper is organized as follows. Related
work is explored in Section 2. In Section 3, we explain
our motivation and observations about the similarity in tags
and introduce the proposed SMARTag technique. Section 4
presents simulation system setup and results. Finally, Sec-
tion 5 concludes the paper.

2. Related Work

In [13], a small fully-associative cache, so-called Tag
Replication Buffer (TRB), is inserted besides the cache to
keep a replica for the recently accessed tags. Since the tags
of clean cache lines can be recovered by invalidating the
line and re-fetching the line from lower memory level, TRB
is allocated to only dirty lines to increase the replication
probability. However, the evaluation results indicated that a
large fraction of tag still remain unreplicated. To guarantee a
full protection, the authors suggested writing back the dirty
lines without replica.

SimTag technique considers the similar tags in adjacent
cache sets as the replicas of each other. Although the
overhead of this technique is not considerable, a large fraction
of tags remain unprotected due to high probability of the
lack of similar tags in adjacent set or the eviction of the
replicas [12].

Replicated in Altered Tag (RAW-Tag) technique [15] tries
to overcome the drawbacks of the SimTag technique. In
RAW-Tag, for a cache miss in a set, the adjacent sets are
searched to find a replica for the incoming tag. If no similar
tag is found, a prefetching operation is initiated on the first
write access to the unreplicated tag for fetching a replica to
the cache. On the other hand, both adjacent sets are searched
on the eviction of a line to check whether the evicting line
is a replica for another line. If so, an early writeback is
conducted for the lines whose replica is evicting while no
other replica is found for it in other adjacent set.

As observed, previous studies tried to provide error
correction in a parity-protected tag array by replicating the tag
entries. The studies that exploited the inherent redundancy
in the tag contents focused only on the similarity of the
tags in adjacent cache sets [12], [15]. To the best of our
knowledge, our proposed SMARTag is the first technique that
exploits the similarity of the tags inside a set to improving
the tag reliability and the first technique that provides ECC
protection for a parity-protected tag array.

3. Proposed SMARTag Technique

3.1. Observation and Motivation

The special locality in accessing the memory and limited
size of the programs working set are well-known facts.
Because of that, it can be expected to observe a locality in
addresses requesting to access the memory. We interpret this
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locality as a high probability of the existence of a similarity
in higher significant bits (upper part) of the address field. As
the tag array contains an upper portion of the address, the
mentioned similarity means that the upper parts of the tags
in a set contain identical values. If this is the case, we can
exploit this inherent redundancy for reliability improvement
purpose. Our propose SMARTag technique make use of
available space to store the ECC of the two tags with similar
upper part.

To confirm the hypothesis of existing similar upper parts,
we conduct a set of simulations using gem5 cycle-accurate
simulator [19] running SPEC CPU2006 benchmark suite
[20] as the workload. We consider a 32-Kbyte 4-way set-
associative data-cache (D-cache) and a 32-bit address field.
Considering a byte-addressable memory and 64-byte cache
lines, the width of tag array in the cache is 19-bit. The
probability of finding tags with similar X upper bits increases
by smaller values of X. To protect the tags using SEC-DED
code, X should be 7 based on the configuration used in this
paper. If 7 upper bits of two tags are similar, SMARTag keep
one tag intact and stores a SEC-DED(38,31) code (which is
the same as conventional SEC-DED(39,32) code in encoding
and decoding logic) on the upper 7 bits of the other one.
This SEC-DED code is generated by the unchanged tag and
the 12 lower bits of the tag that contains the code. Hereafter,
by upper part we are referring to 7-bit upper part of the tag.

Considering the similarity in upper part, a cache set can
be in one the following five states:

o State S40: upper parts of all tags in the set are the same.

o State S30: three out of four upper parts are the same.

o State S22: two out of four upper parts are the same and
the other two upper parts are also the same.

o State S20: two out of four upper parts are the same and
the other two upper parts are different.

o State SO0: none of the upper parts are the same.

Fig. 1 shows the contribution of each state in cache sets
for different workloads. The results show that an average of
82.41% of sets is in state S40. The contribution of state S30
is 5.48% and this value for state S22 is 5.16%. On average,
1.90% of set are in states S20 and the remaining 5.05% are
in state SO0. For 12 out of 17 workloads, i.e., Perlbench,
bzip2, gcc, mcf, namd, dealll, soplex, hmmer, libquantum,
h264ref, omnetpp and xalancbmk, more than 99.5% of the
sets are in state S40 and the upper part of all tags in a set
are the same. Fig. 1 implies on the fact that in about 95% of
cases, cache sets have at least two tags with similar upper
parts.

For a parity-protected tag, error correction in dirty lines is
the main reliability threat, because there is no copy for these
lines. However, on erroneous clean line can be corrected by
just invalidating the line and recovering the error-free copy
from lower memory level. Therefore, we need to find the
probability of similarity in upper parts for dirty lines and
providing ECCs only for these lines in SMARTag.

Fig. 2 shows the probability of finding a similar upper
part for dirty tags in cache sets for different workloads. The
results show that for 93.28% of dirty tag lines, on average,
there is at least one similar upper part.This value for 14
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Figure 2. Probability of detecting equal upper tag bits in a set.
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As observed, it is highly probable to have a similar
. . . . upper lower upper lower
value in the upper parts (upper 7 bits in our configuration) Block # UPL 7 bits 12 bits Block # UPL. 7 bits 12 bits
of tags in a set. We propose Similarity-Managed Robust 0 0
. . .. . 1 01 1 ECC1
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protect the tags in a cache set. The key idea in SMARTag for S 3 P]mﬂmq:mm
two tags with similar upper parts is to keep one upper part (b) State 522
and share it between the two and utilize the other upper part
for storing a SEC-DED code to protect these tags. Since the upper lower upper lower
content of the tags change only on a cache miss occurrence, B‘“g“ bt 12 bits Blocic#t UBL LRI 12 bits
in which a data block in the cache is replaced by a new one, [0 i [w] [Ecc
SMARTag checks the similarity between the tags and updates 2 |o] ﬁ = 2 [w] [rce
the ECCs on each cache miss. SMARTag adds a 2-bit flag 3 [u] s Lo QO

to a tag to determine whether it is only parity-protected or
is ECC-protected, and for an ECC-protected tag, to indicate
the location of its upper part and its ECC. This flag is named
UPL (Upper Part Location). On a tag access, each tag can
simply find its upper part in a set by multiplexing the upper
parts controlled by the UPL.

As mentioned, there are five states for a cache set based
on upper part similarities and a set state may change only
on a cache miss. For state SO0, no similarity is found and
SMARTag keeps the tags unchanged. For other four states,
i.e., S20, S22, S30, S40, the ECC is embedded inside the
upper parts of the tags according to Fig. 3. The operations
of SMARTag for each of the four mentioned states are as
follows:

o State S20: In this state as depicted in Fig. 3 (a),
one of the two tags with similar upper part remains
unchanged (tag of block 0) and a SEC-DED (38,31)
code is generated using this unchanged tag and the
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Figure 3. Examples of applying proposed method on sets.

12-bit lower part of the tag 1 (or tag of block 1). The
code is stored in the upper part of tag 1. The tags with
no similarity, i.e., tag 2 and tag 3, remain unchanged
and without ECC protection. The content of UPL is
updated accordingly to indicate the correct location of
the upper parts. For tags that contain their own upper
part, the UPL is equal to their block number in the
set. The UPL of a tag containing the ECC is equal to
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a block number whose tag is being protected by this
ECC. In state S20 shown in Fig. 3 (a), UPL of block
1 is 00 and the UPL of other blocks are the same as
their block number. In this state, two out of four tags
are ECC-protected.

o State S22: In this state as depicted in Fig. 3 (b), two
pairs of tags are similar in their upper part, i.e., tag 0
and tag 1 as one pair and tag 2 and tag 3 as the other
pair. In this case, ECC1 protects tag 0 and tag 1 and
ECC2 protects the two other tags. Accordingly, UPL of
tag 1, which the upper part of its tag contains ECCI,
is updated to 00 and UPL of tag 3 is set to 10. In this
case, all four tags are ECC-protected.

o State S30: In this state as depicted in Fig. 3 (c), there
are three tags with similar upper part. SMARTag makes
two pairs of similar tags using these three tags. One
pair is tag 0 and tag 1 and the other pair is tag 0 and
tag 2. The upper part of tag 0 remains unchanged and
is used for tag O, tag 1, and tag 2 for a cache access.
ECCl is generated using tag 0 and the 12-bit lower part
of tag 1. For ECC2, tag 0 and the 12-bit lower part of
tag 2 is used. In this case, three out of four tags are
ECC-protected.

o State S40: In this state as depicted in Fig. 3 (d), the
upper parts of all four tags are the same. SMARTag
makes two pairs of tags, tag 0 and tag 1 as the first pair
and tag 2 and tag 3 as the second pair. ECC1 protects
tag 0 and tag 1 and ECC3 protects tag 2 and tag 3. In
this case, all tags are ECC-protected.

On a cache miss occurrence in a cache set, the state of
the set is changed if the upper part of the incoming tag is
different from that of the evicting tag. Fig. 4 illustrates the
state machine of a cache set in SMARTag. When the state of
a set remains unchanged, no SMARTag operation is required.
This situation can be distinguished by comparing the upper
parts of the evicting and incoming tags. No state transition
occurs when the upper part of the incoming tag is the same
as the upper part of the evicting tag. The state is not also
changed if the upper part of both evicting and incoming tags

a, b

a: Upper part of the incoming tag is similar to that of the evicting tag.

b: Upper part of the incoming tag and evicting tag is different from all existing upper parts.
c: Upper part of the incoming tag is similar to that in one of the existing tags.

d: Upper part of the incoming tag is different from all existing upper parts.

e: Upper part of the incoming tag is similar to one existing upper part.

f: Upper part of the incoming tag is similar to two existing upper parts.

g: Upper part of the incoming tag is similar to all existing three upper parts.

Figure 4. State mechine for a set and the possible transitions in SMARTag.
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TABLE 1. System configuration.

Cores 1 GHz, Out-of-Order, 4-issue Superscalar

L1 I-Cache 32-Kbyte, 64-byte cache line, LRU, 4-way associative,
2-cycle read, 2-cycle write, per-core, SRAM

L1 D-Cache 32-Kbyte, 64-byte cache line, LRU, 4-way associative,
write-back, 2-cycle read, 2-cycle write, per-core, SRAM

L2 Cache 256-Kbyte, 64-byte cache line, LRU, 8-way associative,

write-back, 10-cycle read, 10-cycle write, per-core,
SRAM

are different from that of the existing tags. The state of a
set changes situations c, d, e, f and g as defined in Fig. 4.

SMARTag technique provides ECC-protection for a
parity-protected tag array. The error correction procedure
in SMARTag is activated whenever a parity check detects
an error in a tag. If a tag is found whose UPL is similar
to that of the erroneous tag, there is an ECC for these tags
and the error is correctable. Otherwise, if the erroneous tag
belongs to a clean block the error is again correctable by
invalidating the block. The error is uncorrectable only if the
erroneous tag belongs to a dirty block and no ECC is found
for it, which is a rare event.

4. Simulation Setup and Results

The proposed SMARTag technique is evaluated on both
single- and quad-core processors. We use gem5 cycle-
accurate simulator [19] for these evaluations. A single-core
system with an I-cache and a writeback D-cache as well
as an L2 cache shared between data and instruction has
been considered. The configuration of each core for quad-
core system is the same as the single-core system, and the
L2 cache is shared between all cores. Table 1 shows the
system configurations in detail. SPEC CPU2006 benchmark
suite [20] is used as our workloads. For quad-core system,
a set of multi-programmed workloads are selected from the
benchmark and their combinations are depicted in Table 2.
The warm-up phase for evaluations is the first one billion
instructions and the results are extracted based on the next
10 billion instructions. We compare the proposed SMARTag
technique with a parity-protected cache considered as the
baseline.

We divide the simulation results into two subsections.
First, the error correction capability in the baseline and
SMARTag is compared. This value in the baseline is the
fraction of clean tags in total tags of the cache over the
simulation time and for SMARTag, the fraction of ECC-
protected dirty tags is also included. In the second subsection,
the performance overhead of SMARTag is evaluated using
Clock per Instruction (CPI) metric. SMARTag is applied to
D-cache for all configurations.

4.1. Error Correction Capability

SMARTag is capable of correcting errors in ECC-
protected tags as well as clean tags, while only clean tags are

Design, Automation And Test in Europe (DATE 2018)



TABLE 2. SPEC CPU2006 benchmarks combinations as
multi-programmed workloads in the evaluation of a quad-core processor.

errors, while SMARTag provides 96.56% correction capability.
This high error correction capability in SMARTag is achieved
by exploiting the already available hardware resources, i.e.,
upper part of the tags, and without a dedicated ECC memory.

4.2. Performance Overhead

In each cache miss, SMARTag checks whether to change
the state of the cache set and if so, two operations are required
according to the new set state, i.e., generating new ECC(s)
and updating the corresponding ECC(s) and UPL(s). These
operations can be overlapped with the normal cache operation
on a miss occurrence or be conducted at background in cache
idle clocks. We pessimistically added one extra clock cycle
to the cache delay in replacing a block for a cache miss

Workload Benchmarks

Core 0 Core 1 Core 2 Core 3
mix1 perlbench bzip2 gcc bwaves
mix2 bzip2 gee bwaves mcf
mix3 gee bwaves mcf cactusADM
mix4 bwaves mcf cactusADM namd
mix5 mcf cactusADM namd dealll
mix6 cactusADM namd dealll soplex
mix7 namd dealll soplex calculix
mix8 dealll soplex calculix hmmer
mix9 soplex calculix hmmer sjeng
mix10 calculix hmmer sjeng libquantum
mix11 hmmer sjeng libquantum h264ref
mix12 sjeng libquantum h264ref Ibm
mix13 libquantum h264ref Ibm omnetpp
mix14 h264ref Ibm omnetpp astar
mix15 Ibm omnetpp astar xalancbmk
mix16 omnetpp astar xalancbmk perlbench
mix17 astar xalancbmk perlbench bzip2
mix18 xalancbmk perlbench bzip2 ocC

correctable in the baseline. Fig. 5 shows the error correction
capability in the baseline and SMARTag for the single-core
system. On average, 47.49% of errors are uncorrectable
in the baseline. This value is even more than 80% in
some workloads, e.g., dealll and libquantum. Due to this
high probability of occurring uncorrectable errors, only the
detection capability of a parity-protected tag can be relied on.
On the other hand, SMARTag provides an average of 98.06%
error correction capability. This means that only 1.94% of
errors in the tags are detectable but not correctable. The
error correction capability in the majority of the workloads,
i.e., 14 out of 17 workloads, is even higher than 99.5% and
only 0.5% of tags remain parity-protected.

The error correction capability of the baseline and
SMARTag in the quad-core system is depicted in Fig. 6. On
average, the baseline is capable of correcting only 57.50% of

B Uncorrectable Errors

and compare the performance with the baseline without any
overhead.

Fig. 7 illustrates the CPI in SMARTag normalized to the
baseline for the single-core system. The results show that, on
average, SMARTag increases the CPI by only 0.03%. This
value in the worst case is less than 0.15% in cactusADM
workload. The performance overhead in the quad-core system
is depicted in Fig. 8. SMARTag increases the CPI by only
0.06%, on average. In the worst case, this overhead is less
than 0.2% in mixI8. As observed, the performance overhead
of SMARTag is extremely low while a high level of error
correction capability is provided.

5. Conclusion

Tag array in on-chip cache is among the most vulnerable
components to soft errors. Protecting tags using ECCs
imposes significant overhead and the widely used parity-
protected tags are unable to correct the errors. This paper

OCorrectable Errors
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Figure 8. Clock Per Instruction (CPI) of the multicore system. All values are normalized to CPI of the baseline.

proposed SMARTag technique to provide ECC-protection
in a parity-protected tag array. Based on the similarity in
upper parts of the tags in a cache set, SMARTag share these
spaces between address bits and ECC bits and activates the
ECCs only on occurrence of an error detected by the parity
checking. The evaluations show that SMARTag is capable
of correcting 98.06% and 96.56% of errors in the tags of a
single- and multi-core system with negligible overhead.
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