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Abstract—In this paper, we present a new communication
theoretic channel model for Dynamic Random Access Memory
(DRAM) retention errors, that relies on the fully asymmetric
retention error behavior of DRAM cells. This new model shows
that the traditional approach is over pessimistic and we confirm
this with real measurements of DDR3 and DDR4 DRAM devices.
Together with an exploitation of the vendor specific true- and
anti-cell structure, a low complexity bit-flipping approach is
presented, that can largely increase DRAM’s reliability with
minimum overhead.

I. INTRODUCTION

In this paper we show that DRAM’s retention errors have an
asymmetric behavior and how this asymmetry can be exploited
to increase DRAM’s reliability. Our proposed method is based
on the observation that only a physical 1 in the DRAM
can leak to a physical 0 (1—0) and not the other way
around (0+1). The communication theoretic equivalence to
this behavior is the Z-channel, in which only ones can flip
to zeros with some fixed bit-error probablity. Unfortunately,
viewing the DRAM from the outside, this error behavior is
concealed by the vendor specific way of storing data in the
DRAM, where some cells store the data as is, so a logical 1
is stored as a physical 1 (true-cells), and other cells store the
data inverted, so a logical 1 is stored as physical 0 (anti-
cells). With reverse-engineering, we reveal how logical bit
values are stored as physical bit values, which paves the way to
establishing the Z-channel as suitable DRAM retention error
model. Knowing the retention error behavior of DRAMs is
on the one hand valuable to explore new Error Checking and
Correction (ECC) schemes that increase DRAM’s reliability,
and can help on the other hand to pursue approaches like
Approximate DRAM (ADRAM), that has been presented in
recent years [1]. With the technique presented in this paper
we increase DRAM’s reliability, especially for ADRAM, and
show that the probability of retention errors can be reduced
significantly by simple changes in the memory controller. In
summary, the paper makes the following new contributions:

e We show that true- and anti-cells play a major role on
the effect of Data Pattern Dependency (DPD) and that
they have a huge impact on DRAM error behavior.

e We present a method to reverse-engineer the logical
positions of true- and anti-cells and reveal the internal
true- and anti-cell architecture for all major DRAM ven-
dors. With this method every DRAM can be transformed
logically into an entire true-cell DRAM.
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o Knowing the internal structure of true- and anti-cells,
we show that the error behavior of DRAMSs can be
modeled by the binary asymmetric channel, called Z-
channel. This model minimizes the deviation from the
real measured DRAM retention error behavior compared
to other communication theoretic channel models.

o We present a new and low-overhead flipping scheme that
reduces retention errors in ADRAM and thus increases
its reliability.

II. RELATED WORK
A. Approximate DRAM (ADRAM)

The underlying motivation of ADRAM is to reduce the
increasing power consumption and increase the memory band-
width by lowering the refresh frequency or even disabling the
refresh completely while accepting the risk of data errors. Liu
et al. present the first work on ADRAM, called Flikker [2],
which reduces the number of refreshes by partitioning a
DRAM bank in a critical and non-critical region. The non-
critical region will be refreshed with a lower refresh rate, so
retention errors may occur in this region. Recently, further
research on ADRAM has been presented in [3], [4], [5], and
[6].

B. Cold Boot Attacks and Reverse Engineering of DRAMs

During their work on Cold Boot Attacks, where a DRAM
DIMM is frozen and removed from the motherboard in order
to restore private RSA encryption keys from it, the authors
of [7] observed that for a different regions retention errors
only happen from 0—1 and for other regions these error only
happen from 1—0. The reason for their observation (true- and
anti-cells) is explained in Section III. Paterson et al. [8] use
the asymmetric behavior for a better reconstruction of RSA
private keys. Moreover, recent works like [9], [10], and [11]
show that internal information of DRAMs and their controllers
can be reverse-engineered by sophisticated test setups. We will
detail a similar technique in Section IV.

C. ECC for DRAM

A state-of-the-art ECC DRAM Dual Inline Memory Module
(DIMM), for instance, consists of 8 DRAM devices and a 9th
device, used to store the ECC redundancy. The code that per-
forms the error correction and detection is a Hamming code,
that is a Single Error Correcting / Double Error Detecting
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Figure 1: DRAM Subarrays and Sense Amplifiers

(SEC/DED) code [12]. Two vendors recently introduced on-
die ECC [13], [14] to avoid retention errors. They lower the
refresh rates by a factor of 4x in order to reduce power
consumption. This shows the importance of ECC for retention
errors in DRAMs.

In addition to the above approaches, several other works
motivate the use of Berger codes [15], that are only able to
detect, but not correct, all asymmetric errors in a unidirectional
channel (see Section V) [16], [17]. However, error detection
is only helpful in cases where a retransmission of data is
possible, which is usually not the case for ECC in memories.

III. DRAM BACKGROUND

In the following we present the DRAM device architecture
and functionality to understand how information is stored in
DRAM cells. A single memory cell is built as a transistor
capacitor pair where the data is stored in the capacitor as a
charge — noting that this charge can only leak out but not in
again. The main causes for the cell leakage current are the PN-
Junction Leakage and Trap Assisted Tunneling Gate Induced
Drain Leakage (TAT-GIDL) [18]. Therefore, every cell in the
DRAM must be refreshed every tppr = 64 ms in order to
prevent so called Retention Errors.

The single cells are organized in Sub-Arrays (SA) which are
connected to a sense amplifier as depicted in Fig. 1. In this
example an open bitline configuration is used, which connects
the Local Bitlines (LBL) to neighbored SA, in particular SA X
and SA Y. It is important to know that only one bitline, e.g.
from SA X can be sensed. The complement LBL of the SA Y
is used only as a reference.

This sense amplifier architecture leads to different ways how
information is stored in actual DRAM devices. In principle the
following flavors exist here:

o True-Cell bit storage, where a logical 1 is always stored
at bitline high voltage (e.g. 1.1 V) and a logical 0 is stored
at low voltage (0V).

o Anti-Cell bit storage, where a logical 1 is stored as bitline
low voltage (0 V) and a logical 0 is stored at high voltage
(1.1 V) value — i.e. the bit value is stored inverted.

o Mixed-Cells a combination of both, true and anti-cells
depending on the address of the accessed cell.

This is, as mentioned before, due to different sense amplifier
architectures, which use bitlines (LBL) and complement bit-
lines (LBL) and different connection schemes to simplify the
circuit structure in the DRAM arrays.
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Figure 2: DDR3 DRAM Banks from Different Vendors for
Reverse Engineering of True- and Anti-Cells

The vendor specific internal array architecture has a sig-
nificant influence on the error behavior of DRAMSs, and it
plays, among other effects such as coupling a significant role
for DPD. The storing flavor for a specific DRAM is usually
unknown because it is the secret of each DRAM vendor.
In Section IV we present a method, which can be used to
determine the structure of true-, anti- and mixed-cells.

IV. REVERSE ENGINEERING OF TRUE- AND ANTI-CELLS

The presented method works similar to the approach in [10].
First, a complete DRAM DIMM is filled with logical 1s.
Second, the DRAM’s auto-refresh is disabled for 60,000-
70,0000 seconds (16.7-19.4 hours), where for 3 hours the
DRAM is additionally heated up to 80 °C in order to accelerate
the charge loss and to remove the last residual charges i.e.
noise, which distort our results. Third, the DRAM is read
out and the data is visualized as a bitmap — black pixels
represent a logical 0 and white pixels represent a logical 1,
respectively. If the DRAM consists of true-cells, the stored
1 has leaked and the bitmap is, beside some noise, fully
black. If the DRAM uses anti-cells the logical 1 has been
stored as a inverse (i.e. 0), which cannot leak. Therefore,
the bitmap is completely white. If the DRAM has mixed-
cells, there will be white parts and black parts with some
noise. Fig. 2 shows the results for DDR3 banks of the major
DRAM vendors. Apparently, Vendor-A uses only true-cells and
Vendor-B, Vendor-C and Vendor-D mix true- and anti-cells. For
example, Vendor-B in Fig. 2b is alternating true- and anti-cells
every 512 rows in a zebra-pattern. Furthermore, Fig. 2c shows
that reverse engineering using the gradient method from [10]
can reveal even more information: The figure shows that it
is even possible to reconstruct detailed structures like a twist
in the LBLs and LBLs. These experiments show apparently
that DRAMs have an asymmetric error behavior, which can
be exploited for ECC.

V. INFORMATION THEORETIC VIEW

In this section we model DRAM retention errors by a noisy
channel known from communications and use an information
theoretic approach to evaluate the gain in using the Z-channel
over using other channel models. In addition, we verify the
advantage of the Z-channel by calculating the deviation of
error occurrences compared with real DRAM retention error
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measurements. The channel is the core of every communica-
tion system and models the characteristics of the transmission
noise. A theoretical measure for the quality of a channel can be
given by the channel capacity C, as introduced in Shannon’s
"A Mathematical Theory of Communication" [19]. C' can
be defined as the maximum rate of transmission, such that
information can be transmitted reliably over the channel. An
easy and frequently used discrete channel model is the Binary
Symmetric Channel (BSC) in Fig. 3a. Without any knowledge
of the internal retention error behavior of DRAMs, a BSC is
assumed to estimate the errors. With the help of the binary
entropy function

H(p) = —plogyp — (1 = p)logy(1 - p) M
the channel capacity of the BSC can be written as
Cpsc =1—H(p), 2

where p is the crossover probability.

A different channel model is the Binary Asymmetric Chan-
nel, or Z-channel, that can be seen in Fig. 3b. In contrast to the
BSC the probability for a 0—1 crossover is 0, resulting in the
typical *Z’ structure that can be seen in the figure. Accordingly,
the inverted Z-channel (Z-channel) has a 0 probability for
a 1—0 crossover. The Z-channel can be used to model a
true-cell DRAM, the Z-channel to model an anti-cell DRAM.
The channel capacities of the Z-channel and the Z-channel
calculate to

Oy =0y = log, (1+(1—p)-p%). 3)

For small probabilities p, Equation 3 can be rewritten as
1
Cz=Cy~1-3Hp), @

so obviously Cz > Cpgsc [20].

A third possibility for a discrete channel is the unidirectional
channel, sometimes denoted as U-channel. It behaves either
like a Z-channel with crossovers only of type 1—0, or like a
Z-channel with crossovers only of type 0—1, and can be used
to model a mixed-cell DRAM with a regular zebra-structure
(like Vendor-B or Vendor-D). Its channel capacity is not yet
fully determined, but can be bounded by

1 H
CZ_ﬁSCZ_¥SCU§027 (5)

where n is the length of the transmitted word, e.g. 64 for one
DRAM burst element [21]. Thus, among the three presented
channel models, the Z-channel has the highest channel capac-
ity, which means, according to Shannon, that less redundancy
is required to reliably transmit information over the Z-channel.

With the knowledge of DRAM'’s true- and anti-cell pattern
derived in Section IV, every DRAM device can be regarded
as a true-cell DRAM by inverting the bits that are stored in an
anti-cell region. With this simple modification in the memory
controller the retention error behavior of every DRAM can
be modeled with the Z-channel. As shown before, this results
in a large gain in channel capacity compared to assuming a
U-channel (Vendor-B, Vendor-D), or a BSC, e.g. for Vendor-
C, where true- and anti-cells are present in the same word
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(a) Model of the BSC
Figure 3: Channel Models

(b) Model of the Z-Channel

due to the LBL twist. In the remainder of this section,
the deviation from the measured error distribution of the
presented channel models is calculated to show that the Z-
channel not only has the highest channel capacity, but also
approximates the real DRAM retention error behavior best.
The different channel models are depicted in Fig. 4a, where
the x-axis represents the number of ones in a DRAM burst
element, and the y-axis represents the error probability for
some fixed retention time and temperature. The graph for the
DRAM errors is derived from the measurements in Section VI.
Although the DRAM errors are clearly not linear with respect
to the x-axis, which is due to DPD and other overlapping
cell leakage effects, the Z-channel approaches the measured
errors best: By calculating the average error as a discrete
integral of the shown curves in Fig. 4a, the Z-channel reduces
the deviation from the measurements to 24.5%, whereas the
U-channel assumes 87.7% and the BSC 149% more errors
than actually occurred. Weighting the occurrences of the input
with a binomial distribution, which corresponds to the natural
distribution of the number of ones in a random bitstring, the Z-
channel assumes 37.6% more errors compared to the measured
error values, which is still less than the deviations of 49.2%
for the U-channel and 171% for the BSC.

VI. A Z-CHANNEL AWARE DRAM CONTROLLER

In this section, a bit-flipping approach is presented, that
can be used to largely increase DRAM’s reliability with
little overhead. The approach relies on the reverse-engineering
procedure in Section IV and requires the DRAM controller
to know the resulting pattern of true- and anti-cells, that is
needed to assume a fully true-cell DRAM. As already pointed
out, the Z-channel behavior of DRAM retention errors yields
more errors happening when the corresponding burst element
contains a large number of ones. Therefore, our approach flips
the whole burst element whenever it contains more ones than
zeros. The required one bit flip information per burst element,
that is set to 1 if the burst is flipped, has to be secured along
with the data. Therefore, the used Hamming code in ECC
DRAM, that needs 8 bit redundancy to protect the 64 bit
of data, is reduced to 7 bit redundancy to protect 65 bit of
data. Obviously, this reduction of redundancy comes with a
drawback: The extra parity bit is deleted, that is used to enable
double error detection. Thus, upon occurrence of a two-bit
error in the burst element, the reduced Hamming code will
detect the error, but handle it as in the case of a correctable
one-bit error, resulting in an additional error because of the
decoder’s attempt to correct a single-bit error. However, this
behavior only affects the probability of undetected errors,
but not the frame error rate. The results of the bit-flipping
approach for a DDR4 true-cell DRAM of Vendor-A can be
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Figure 4: DRAM Retention Errors

seen in Fig. 4b and Fig. 4c with refresh switched off for 10s
and 100s, respectively. We apply randomized patterns to the
entire DRAM device containing a specific number of 1s in the
DRAM write burst. First, we generate a random bit string of
length equal to the device’s burst size, with a fixed number of
1s. Second, the DRAM is written completely with the previous
determined bit string. Third, we disable the refresh, keep the
DRAM at 25°C and read out the data after a specific time.
For each number of 1s we repeat the above steps five times
with shuffled data patterns. In our flip approach, the complete
DRAM burst element is inverted if and only if it contains more
than 32 1s, which results in a mirroring of the retention error
curve. In addition to the results of the bit-flipping approach,
also the error rates for ECC DRAM using SEC/DED, and
the combination of both schemes are shown. With the bit-
flipping approach, the error probability of DRAMs can be
lowered significantly, increasing its reliability and allowing
approaches like ADRAM. In some applications, where parts
of the data contain a large number of ones, like applications
using negative 2’s complement numbers with a small dynamic
range, the effect of the bit-flipping can even outperform the
reliability increase through ECC (see Fig. 4c).

VII. CONCLUSION

In this paper a channel model for DRAM retention errors
was presented. It takes DRAM’s inherent asymmetric error
behavior into account, that relies on the fact that charge can
only leak out of the cell, but not in again. With the results
of our reverse-engineering procedure, every DRAM can be
regarded as a true-cell DRAM, allowing the usage of custom
Z-channel ECC codes to protect the data and increase DRAM’s
reliability. A simple bit-flipping approach can be used to
exploit the asymmetry to improve the reliability with little
overhead.
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