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Abstract-Small circuit defects occurred during manufac-
turing and/or enhanced/induced by various aging mecha-
nisms represent a serious challenge in advanced scaled
CMOS technologies. These defects initially manifest as
small delay faults that may evolve in time and exceed the
slack time in the clock cycle period. Periodic tests per-
formed with reduced slack time provide a low-cost solu-
tion that allows to predict failures induced by slowly
evolving delay faults. Unfortunately, such tests have
limited fault coverage and fault detection latency.

Here, we introduce a way to complement or completely
replace the periodic testing with reduced slack time. Delay
control structures are proposed to enable arbitrarily small
parts of the monitored component to switch fast between a
normal operating mode and a degraded mode character-
ized by a smaller slack time. Only two or three additional
transistors are needed for each flip-flop in the monitored
logic. Micro-architectural support for a concurrent self-
test of pipelined logic that takes benefit of the introduced
degraded mode is presented as well. Test stimuli are pro-
duced on the fly by the last two valid operations executed
before each stall cycle. Test result evaluation is facilitated
by the replication of the last valid operation during a stall
cycle. Protection against transient faults can be achieved if
each operation is replicated via stall cycle insertion.

1. INTRODUCTION

For decades, continuous scaling of CMOS manufacturing
processes has been a way to renew the generations of inte-
grated circuits. Unfortunately, this trend brought the emer-
gence of greater reliability concerns as higher substrate tem-
peratures, current densities and electrical fields lead to more
pronounced circuit degradation over time [6][10][20][30][36].

In order to preserve system functionality, a temporal guard-
band, also called slack time, of about 10-20% of the clock
cycle period is currently used [1]. In advanced scaled CMOS
technologies, increasingly large temporal guard-bands are re-
quired by worst case degradation [6]. In the same time, the
filtering of the weak circuits immediately after their manu-
facturing based on burn-in testing becomes less effective due
to reduced acceleration factors and insufficient fault coverage
[13]. Especially, the gap between normal and burn-in test
conditions is reduced by thermal run-away effects that
manifest as a positive feedback loop between temperature and
leakage current [19].

Periodic self-test is a complementary technique that enables
the detection of aging-induced defects [16][18][29]. Concur-
rent self-test enables a component [28] or a system [12] to test
itself concurrently with its normal operation. In this way, fault
detection latency and fault coverage may be improved as the
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tests can be applied more often and under more realistic work-
load and environmental conditions. Since most of the target
defects manifest as a small timing degradation which may
worsen over time [9], failure prediction can be achieved if the
tests are performed in a degraded mode where the slack time
[16][29] and/or the power supply voltage [8] are reduced as
compared with a normal operating mode. The test rate and the
difference between the circuit parameters in test and normal
operating modes need to be adapted such that defects that
induced no error during a test campaign have no time to
evolve and provoke an error until the next test campaign [9].

In this paper, we present an approach to improve the fault
coverage and the fault detection latency of the self-test per-
formed in degraded mode. Delay control structures (DCSs)
are proposed to offer (a) more flexibility for the selection of
the degraded zones and (b) fast switching between degraded
and normal operating modes. The latency of a circuit can be
adjusted with a quantifiable amount if a DCS is applied to
each sequential element at the end of the logic paths in the
considered circuit. Nevertheless, the hardware overhead is
limited as a DCS contains only two or three transistors.

Another achievement of this paper is a micro-architectural
support for the concurrent self-test of in-order pipelines based
on the opportunistic re-execution of operations during natu-
rally occurred stall cycles. The last valid operation before a
stall cycle is re-executed at the pipeline stage where the stall
cycle has occurred and the replicated operation is let to propa-
gate through the pipeline. In each pipeline stage, the last two
valid operations executed before such a stall cycle provide a
pair of delay test patterns. In this way, a large number and
diversity of operations provide test patterns potentially detect-
ing faults undetectable with the available periodic tests. The
results of the replicated operations can be compared at the
outputs of each pipeline stage or only at the pipeline outputs
in order to reduce the hardware overhead. Error prediction
becomes possible if the first version of each replicated opera-
tion is executed in degraded mode. This can be achieved with
the help of the introduced DCSs that enable a high temporal
granularity for the selection of the degraded mode. The execu-
tion of a few benchmark programs on a small processor
proved that important fractions of transition delay faults [35]
can be tested concurrently with the program execution.

A special mode can be easily enabled in which each opera-
tion is re-executed over the full pipeline length in order to
detect potential failures induced by transient and delay faults.

State-of-the-art approaches to aging monitoring are dis-
cussed in Section II. Section III gives the definitions of some
observables used to describe the temporal behaviour of flip-
flops. Several DCS designs are introduced in Section IV.
Section V presents micro-architectural support for a DCS-
based monitoring of in-order pipelines. The paper achieve-
ments are summarized in Section VI.



II. RELATED WORK

Fault-tolerant architectures and concurrent error-detection
schemes that ensure systematic protection against transient
and/or permanent faults require significant amounts of hard-
ware redundancy [2][4][7][20][24][22][32].

While the transient faults are characterized by a high unpre-
dictability [5][15], permanent faults induced by various aging
mechanisms are expected to produce a gradual degradation of
the circuit performance [9]. Consequently, aging models were
proposed to estimate the wear-out of non-critical systems,
which do not require protection against transient faults, based
on prior knowledge of the executed applications [30]. Unfor-
tunately, the accuracy of the aging models is severely limited
by unknown environmental conditions, manufacturing varia-
tions, unavailable technology information and insufficiently
understood physics of some aging mechanisms [25].

A different approach is to use sensors, such as inverter
chains or tuneable replica circuits that are slightly slower than
the critical paths in the monitored components [17][33][34].
Sensors and adaptive circuits require a substantial calibration
time per die that can lead to increased testing costs. Such ap-
proaches may be suitable for sensing alterations of circuit la-
tency due to uniform aging or voltage and temperature varia-
tions, but they are inappropriate for monitoring random de-
fects that can provoke infant mortality or non-uniform aging.

Periodic functional self-tests performed in degraded mode
provide a low-cost approach to predict aging-induced failures
[16][29]. In order to better cope with the inaccuracy of the
aging models [25], self-tests performed concurrently with the
normal operation may be used to improve the fault detection
latency and the failure prediction capability [12][28]. A way
to avoid the impact on system performance is to execute these
tests during idle periods. The higher the temporal granularity
at which these idle periods can be exploited, the better the
fault prediction and the fault detection latencies are [28].
Unfortunately, opportunities to perform fine grain self-testing
in degraded mode are restricted by the limited spatial
granularity of the voltage-frequency islands and the relatively
high latency of their control infrastructure. This problem is
addressed in the BulletProof approach where circuit compo-
nents are tested concurrently in degraded mode with the help
of an additional clocking tree [28]. Our DCSs enable
degraded mode self-testing with high temporal and spatial
granularities without requiring a supplementary clock tree.

Concerning the utilization of stall cycles for the opportunis-
tic re-execution of operations in pipelined logic, at least two
approaches need to be mentioned. Instruction re-execution
during course-grain idle periods induced by high latency
memory accesses has been proposed in the Introspection ap-
proach to enable transient fault detection [26]. This approach
requires large storage buffers and rather complex control
logic. In the BulletProof approach, deterministic test patterns
for stuck-at faults are applied during stall cycles [28].
Unfortunately, the stuck-at fault model is not coherent with
the degraded mode testing whose focus is to uncover small
delay faults. Consequently, the error prediction potential is
not used and the system is provided with a check-pointing
scheme implemented at the cache memory level. Despite the
use of deterministic stuck-at test patterns, the resulting pairs
of delay test patterns are still random.

In our approach, the replication of operations facilitates the
application of test patterns generated on the fly by the moni-
tored logic itself. No hardware overhead is required for the

storage of test patterns and test response signatures. Even if
only naturally occurred stall cycles are used, a large number
and variety of test stimuli will be applied before an emerging
delay fault, which is detectable in degraded mode testing,
could affect the normal operating mode.

III. TERMINOLOGY

Flip-flops are essential elements in synchronous circuit de-
sign. Their temporal behaviour can be characterised by the
setup time 7Tsetup, the hold time thold and the clock-to-Q
delay Teiog- Tsewp relates to the time interval before the active
clock edge during which the data at the flip-flop input (D)
must be valid for reliable latching. Similarly, T4 represents
the time that the data input must be held stable after the active
clock edge. Toq is defined as the time interval between the
active clock edge and the arrival of the valid new data at the
flip-flop output (Q). Teewp and Tyeg depend strongly on each
other: Ty, decreases/increases as thold increases/decreases.
Traditionally, the pairs of Tsetup and T4 are selected such
that Tgyoq increases by 10% with respect to its value when the
input data is stable long before and after the active clock edge.

IV. DELAY CONTROL STRUCTURES (DCSs)

This section introduces DCSs in order to control the size of
the slack time Ty, usually included in the clock cycle period
T of synchronous circuits to account for circuit aging and
for process, voltage and temperature variations. Fig. 1 (a)
presents the main subdivisions of T,y which besides T, also
includes the latencies of the combinational logic, Teompinationals
and of the sequential logic, Tew, and Twq. Fig. 1 (b)
illustrates a different configuration of the clock cycle period
in which Ty, and Taoq are extended to the detriment of T'gj,q
(ATSlack:Tslack'ﬁc‘slack:ATsetup+ATclk2Q)- Consequently, emerging
delay faults induced by aging defects will produce an error in
case (b) before they could affect the circuit in case (a).

The DCSs presented in Fig. 2 enable a fast switching
between the two operating modes in Fig. 1. In each DCS, a
current-starved transistor provides a high latency connection
between the power supply and a standard circuit element, e.g.
a standard cell. The principle of the current-starved transistor
is usually employed in the implementation of delay looked
loops (DLL) [21]. The DCSs also contain a parallel large-
width transistor that can be switched-on when a low latency
connection to the power supply is needed.

The DCSs of types (a) and (c) provide high and low latency
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Fig. 1. Subdivisions of the clock cycle period in normal (a)
and degraded (b) operating modes.



connections to Vdd depending on whether the test signal T is
asserted high or low, respectively. Similarly, the DCSs of
types (b) and (d) allow the selection of high or low latency
connections to Vss based on the value of the inverted test
signal nT (nT = not T). The Vdd' and Vss' nodes can be
connected to any internal node of a standard circuit element
that otherwise would have been connected to Vdd or Vss,
respectively. Despite the fact that these DCSs can be used
with both sequential and combinational logic, only their
application to the sequential standard cells will be considered.
This choice is motivated by the fact that acting on sequential
elements may offer a low-cost and generic approach to control
the slack time of all logic paths in a pipelined design.

The DCSs presented in Fig. 2 have been applied to the flip-
flop shown in Fig. 3. If connected to a single NAND gate, a
single DCS can affect the propagation time of either rising or
falling transitions. DCSs of types (a) and (c) can slow down
the falling transitions at the input of a NAND gate while the
DCSs of types (b) and (d) can affect only the rising transi-
tions. Consequently, if a single DCS is used, it should be
applied to several NAND gates inside the considered flip-flop
such that both rising and falling transitions at the flip-flop
input can be delayed.

Table I reports the impact of the proposed DCSs on the
setup time, T, and the total latency, Tpog=TsewptTeiag> OF
the flip-flop in Fig. 3 implemented in a 32 nm technology
[37]. The first column indicates which of the DCSs presented
in Fig. 2 has been used. The second column gives the indices
of the NAND gate to which DCSs have been applied as
shown in Fig. 2. In order to increase the impact on Ty, and
prevent the degradation of the signal integrity at the flip-flop's
Q-output, the DCSs have not been applied to the NAND gates
5 and 6. The purpose of this condition is to limit the DCS
effect to the flip-flop alone and keep the speed of the rest of
the circuit unaffected. The third column indicates whether the
DCSs are activated or not. In the remaining columns, two
pairs (Tsewps Tn2g) are reported for falling and rising transitions
at the flip-flop input. In the first pair, the setup time Ty,
follows the traditional definition as mentioned in Section III.
The second pair (Tsetup-min> Tn20-min) COrresponds to a definition
of the setup time that enables a better evaluation of the DCS
impact on the flip-flop latency. According to this new defini-
tion, Tyewp-min 1S defined as the data arrival time Tpy. for which
the flip-flop latency Tpyq is minimal. Fig. 4 illustrates that the
minimum of Tp,q occurs for a data arrival time Tp,y that is

smaller than the setup time given by the traditional definition
mentioned in Section III. Table I shows that the second setup
time definition provides sensibly lower Tp,q values when the
flip-flop in Fig. 3 is affected by DCSs. The gap between the
two setup times is much smaller in the absence of DCSs.
Despite their very small transistor count, the proposed
DCSs can provide a sensible increase of Teqp-min a0d Tp2Q-min
for the considered flip-flop. With the DCSs of types (a) and
(b), Tsetup-min 1S raised by up to 5 times and Tpyg.min by a factor
between 1.5 and 2. The DCSs of types (c) and (d) have fewer
transistors but a larger impact on the flip-flop parameters.
Tserup-min MAY be increased by up to 13 times and Tprg.min by @
factor between 3 and 5. The large impact on the flip-flop
latency should not be a concern if Tp,q is extended to the
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Fig. 2. Delay control structures (DCSs).

Fig. 3. Positive-edge-triggered D flip-flop.

TABLE I

DCSs IMPACT ON Tgeup AND Ty OF THE POSITIVE-EDGE-TRIGGERED FLIP-FLOP IN FIG. 3 (Tpo =

10ps, 27°C)

NAND DCS rising transition at the D-input falling transition at the D-input
DCS type |gates connected on/off traditional definition minimal D2Q time traditional definition minimal D2Q) time
to DCS Tw [pS] TDZQ [pS] TSC[uE min [pS] TDZQ min [pS] Tw [pS] TDZQ [pS] TSC[uE min [pS] TDZQ min [pS]
no DCS - - 11 30 8 29 16 30 9 27
On 92 122 25 76 135 154 16 64
DES @ 1234 o 13 34 9 33 23 38 10 32
On 49 68 21 50 64 78 33 56
DCS () L4 off |19 38 13 36 29 3 15 36
On 57 76 41 68 76 90 44 67
DCS (2)&(b) ! Off 14 33 8 32 31 45 17 38
On 157 178 121 151 130 194 26 111
DCS (©) 1,2 Off 18 37 9 32 18 33 9 29
On 160 201 44 122 236 256 184 209
DCS @) L4 off |21 20 13 37 31 45 17 38
On 120 141 61 99 213 233 114 142
DCS (©)&(d) ! Off 14 33 8 32 36 50 20 40




detriment of the slack time T, as illustrated in Fig. 1.

For uniformly aging circuits in which the latencies of all
signal paths are progressively increasing, the difference be-
tween the total latencies Tpyg.min in degraded and normal
operating modes gives the temporal detection window AT, =
ATpr-min=ATserup-minTATei2q-min described in Fig. 1.

For isolated defects such as early life failure candidate
transistors [9], the determination of an equivalent Aty is
more difficult since an increase of flip-flop latencies due to a
setup time violation in a pipeline stage can be tolerated by the
temporal margins in the subsequent pipeline stage. Fig. 5
shows the curves that describe the dependency of the flip-flop
latencies Tuoq on the data arrival time Tpoex in degraded and
normal operating modes. If these curves could be reduced to
each other only by shifting them along the X-axis, then the
equivalent AT, would correspond to the amplitude of this
shifting. As the shapes of the two curves are different, we
approximate the lower bound of the equivalent Aty with the
sum of the following time intervals illustrated in Fig. 5:

® ATcioQ-min 1S the minimal additional latency of the flip-

flop in degraded mode when the D-input signal is stable
long before and after the active clock edge. ATioq-min
corresponds to the minimal additional amount of time
with which new valid signals arrive at the input of a
pipeline stage in degraded mode.

® ATpoeemin 18 the minimal difference between the signal

arrival times at the flip-flop's D-input such that the same
latency Teyoq is produced in degraded and normal
operating modes. As shown in Fig. 5, it comes out that
Apociemin €OtTesponds to the arrival times 7Tp, for
which Tgq is infinite or the flip-flop's Q-output be-
comes meta-stable.

The sums AT 0.mintATpocik-min are reported in Table II for
the DCSs in Fig. 2 applied to the flip-flop in Fig. 3. The DCSs
of types (c) and (d) produce an important equivalent ATg,.
When used alone, the DCSs of types (a) and (b) provide a
very small equivalent Atg,. A low equivalent temporal de-
tection window ATy, can be compensated by frequent
concurrent self-test as offered by the monitoring scheme pre-
sented in the following section.

V. MONITORING OF IN-ORDER PIPELINES

The DCSs may be used to perform degraded mode testing
during the stall cycles which occur from time to time in
certain pipeline stages and propagate to the outputs of in-order
pipelines like bubbles in a glass of sparkling water. In-order
pipelines can be found in interconnection and computing
components, such as networks-on-a-chip or processor cores.

A low cost concurrent test solution that also keeps the
switching activity at a low level consists of repeating the last
valid operation executed before a stall cycle. Such a situation
is illustrated in Fig. 6 where a stall cycle occurs after the
operation O; that can be a valid processor instruction in the
case of a processor pipeline. The re-execution of an operation
can be ensured by preserving the state of the buffer that drives
the pipeline stage where a stall cycle is about to occur. In Fig.
6, this is the case of the buffer at the pipeline input.

The pair of operations O, and Os provides an initialization
pattern and an activation pattern for the delay faults in the
traversed pipeline stages. In order to allow error prediction,
the results of the first instance of O3, noted with O';, must be
captured by flip-flops in degraded mode. The re-execution of
an operation offers the possibility to re-evaluate the pipeline
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Fig. 4. Flip-flop latencies depending on the data arrival time
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a D flip-flop affected by a DCS of type (a).

TABLE II
DCS-INDUCED TEMPORAL DETECTION WINDOWS AT,ck

ATa | DCS | DCS | DCS | DCS | DCS | DCS
(@ b [(@&®]| (© d | ©&(d)
Rise[ps] | 9 1 23 84 30 41
Fall [ps]| 5 7 18 45 | 126 77

response to the activation test pattern. As this re-evaluation is
performed at subsequent clock cycles, delay faults can be
detected even in the absence of degraded mode testing despite
the execution on the same hardware resources.

If an error occurs during the execution of the first instance
of a replicated instruction, this error will be propagated up to
a pipeline output if it is not logically masked. In Fig. 6, a fault
is activated during the execution of O'; in the second pipeline
stage and the resulting error, indicated by the symbol 'X', is
propagated to a pipeline output. If the results produced by
different instances of a replicated operation are compared
only at the pipeline outputs, the buffers at the pipeline outputs
need to be duplicated. This enables to store the outcome of a
replicated operation and to compare it with the results of the
subsequent replicas.

If the logical masking of the errors propagated through sev-
eral pipeline stages is important, as it can happen in processor
pipelines, the error verification can be done after each pipe-
line stage. An XOR gate can be used to compare the input and
the output of each flip-flop at the pipeline stage outputs as
shown in Fig. 7 [23]. Since the amplitude of the target delay
faults is limited by the temporal detection window At
which is lower than the flip-flop latency Tp,q in degraded
mode (Tpr=ATsiack TTsetuptTeik2q)s @ flip-flop input signal that
arrives too late to be correctly captured is still faster than the
erroneously captured signal at the flip-flop's output. Conse-




quently, both signals are stable during the subsequent clock
cycle if an operation is re-executed. In this case, no buffer
duplication is required. The transistor overhead is about three
times smaller as compared to RAZOR or stability checkers-
based schemes [2][4][22].

Systematic re-execution of operations over the full pipeline
can be achieved if stall cycles are inserted each time an opera-
tion entering the pipeline is not naturally followed by a stall
cycle. Systematic re-execution enables the detection of poten-
tial failures induced by transient faults and makes the detec-
tion latency quasi-inexistent. As a consequence, the degraded
mode is not required anymore. In the case of a pipelined pro-
cessor core, systematic re-execution decrements the number
of branch delay slots and halves the number of instructions
that can be inserted in the remaining branch delay slots. This
also means that the branch delay slots can be used for on-line
monitoring besides performance improvement. Systematic re-
execution of instructions in degraded operating mode can be
used during software-based testing [18] to increase the fault
observability and, implicitly, the fault coverage.

In order to allow proper recovery in case of detected errors,
the replicated operations must release only verified values
during non-reversible exterior accesses when data is written
or updated. The results produced by the first instance of a re-
plicated operation can only be used inside the monitored pipe-
line or for reversible exterior accesses, like read accesses to
memory or the register file of a processor core. If recovery
schemes based on micro-rollback are used to distinguish
between transient and delay faults [31], the re-execution must
not start from the failing operation but from the preceding
operation which provides the initialization test pattern for a
potential delay fault.

The management of the operation replication can be done
with the help of a status bit associated to each pipeline buffer.
An alternating encoding scheme as illustrated in Fig. 8 can
protect the status bits against delay and transient faults [27].
In Fig. 8, only the buffer that drives an instance of a replicated
operation except for the last instance, e.g. O';, has a status bit
with the same value as the status bit as the previous buffer.
Table III shows how the status bits can be used to indicate
whether an operation is replicated and which version of a
replicated operation is executed. This encoding works also
when the replication of operations goes beyond duplication,
which might be helpful for certain low power policies [14].

The encoding in Table III allows to (a) indicate which
operation must produce identical results as the preceding
operation, (b) select the results delivered at the pipeline out-
puts or forwarded to other operations in the pipeline and (c)
generate the 'T' and 'nT' signals which control the DCSs ap-
plied to the pipeline flip-flops. In case of the operation
executed by the first pipeline stage the (n-1)" status bit need
to be replaced by the valid signal in Fig. 6 and Fig. 8. The
control signals of the DCSs applied to the output buffer of the
first pipeline stage depends only on the valid signal that
indicates the occurrence of a stall cycle. The control signals
'T' and 'nT' must switch fast when a buffer goes from a normal
to a degraded mode. For the opposite transition, an additional
cycle is available which corresponds to the execution time of
the second instance of a replicated operation. The proper tim-
ing of the 'T" and 'nT' signals can be verified with the stability
checker introduced in [2]. Only one such detector per pipeline
stage is sufficient.

In the case of pipelined interconnection systems where the
propagation time of status bits from one buffer to the next one

is comparable to the latency of a pipeline stage, the status bits
in Fig. 8 can be assigned such that they arrive with one clock
cycle earlier. This means that they are shifted with one posi-
tion to the right. The status bits are not necessary in pipelined
interconnection systems where the communicating compo-
nents have a scheduling table that indicates when a replicated
message slice should arrive or leave. Status bits are also not
needed in bus-based interconnection systems where an exist-
ing central arbiter [3] can take the responsibility of message
slice replication and degraded mode management.

A stall cycle management scheme based on alternating
status bits was applied to an in-house processor core used for
control applications. This core is an in-order RISC processor
with 4 pipeline stages: fetch/decode, execute, memory and
write-back. The stall cycles generated by the following events
are considered for the re-execution of instructions:

¢ Fetch-misses induce a stall cycle in the first pipeline stage,
® Nop (no operation) instructions and taken branches gener-
ate a stall cycle in the second pipeline stage.

Benchmark programs from the MiBench suite [11] were
simulated and each pair of consecutive instructions followed
by a stall cycle has been transformed into pairs of test patterns
for a collapsed version of the processor pipeline. Table IV re-
ports the coverage of the transition delay faults [35] obtained
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TABLE I
UTILIZATION OF THE PIPELINE STATUS BITS (s€ {0,1})

(n-1)" n" (n+1)" Type of operation in the n™
status bit | status bit | status bit pipeline stage
s’ (valid=1) S s’ Non-replicated operation
s (valid=0) s ¢ First version of.a replicated
operation
s (valid=0) s s Interm_edlate version ofa
replicated operation
5’ (valid=1) s s Last version of a replicated
operation




with Synopsys TetraMAX [38] for several fetch-miss frequen-
cies. These fault coverage (FC) figures are relative to the FC
achieved with a systematic re-execution of each instruction
(100%) and an instruction result verification performed at the
end of each pipeline stage. For each benchmark, the first line
corresponds to a verification of the instruction result at the
end of each pipeline stage (stage) while the second line re-
ports the FC when the instruction results are observed only at
the pipeline outputs (pipeline). It can be seen that the verifica-
tion at the end of each pipeline stage can improve the FC by
roughly 20%. Independently of the verification scheme, a
fetch-miss frequency of 10% reduces the FC by only 10%. At
lower fetch-miss frequencies, the influence on the FC is less
pronounced for the BasicMath benchmark due to its higher
instruction diversity.

An RTL description of the mentioned processor enhanced
with a monitoring scheme that relies on the utilization of stall
cycles was synthesized with Synopsys Design Compiler [38]
and the 45nm TSMC standard cell library. The proposed
monitoring scheme had no visible impact on the processor
latency. For a wide range of target clock frequencies, an
average hardware overhead of about 12% has been obtained.
The hardware overhead is reduced to 5% when the verifica-
tion of the instruction results is performed only at the pipeline
outputs. The hardware overhead was exaggerated by the small
size of the target processor which is below 10K (NAND2-
equivalent) gates.

TABLE IV
DELAY-FAULT COVERAGE VS. MISS-FETCH FREQUENCY

Result Fetch-miss frequency

checking|100%| 20% | 10% | 5% | 2% | 1% | 0
] /stage | 100 | 93 [ 90 | 74 | 72 | 67 |51
StringSearch 7 2 e 79 |72 [ 68 | 54 | 52 | 47 |35
/stage | 100 | 93 | 89 | 85 | 83 | 77 |66
/pipeline| 81 | 74 | 70 | 66 | 63 | 59 |50

Benchmark

BasicMath

VI. CONCLUSIONS

A new approach to degraded mode testing was presented
that provides high flexibility for the selection of the degraded
zones and low latency switching between degraded and nor-
mal operating modes. Delay control structures (DCSs) were
introduced which enable to modify the latency of the moni-
tored circuit with a quantifiable amount. A DCS contains only
two or three transistors and a single DCS is sufficient for each
flip-flop in the monitored circuit. A micro-architectural sup-
port for the concurrent self-test of in-order pipelined logic was
proposed as well. This solution relies on the replication of the
last valid operation executed before a stall cycle. Error predic-
tion can be ensured if the first instance of each replicated
operation is executed in degraded mode (with the DCS acti-
vated). Systematic re-execution of operations can be used to
handle transient and delay faults. An alternating encoding
scheme was proposed to protect the status bits associated to
the pipeline buffers for the management of redundant execu-
tions. The application of this monitoring scheme to an in-
order RISC processor required a small hardware overhead
without any impact on performance. The simulation of a few
benchmark programs showed that important fractions of
transition delay faults can be tested concurrently with the
program execution.

ACKNOWLEDGEMENTS
This work was carried out as part of the Catrene project

"TOETS" [CT302] and was supported by the French Ministry
of the Economy, Industry and Employment.

REFERENCES

[1] W. Abadeer, W. Ellis "Behavior of NBTI under AC dynamic circuit
conditions," Reliability Physics Symposium, 2003.

[2] M. Agarwal, B. Paul, M. Zhang, S. Mitra "Circuit failure prediction and its
Application to transistor aging," VTS, pp. 277-286, 2007.

[3] "AMBAT™ Specification (Rev 2.0)," ARM.

[4] D. Blaauw et al. "Razor II: in situ error detection and correction for PVT
and SER tolerance," ISSCC, pp. 400-401, 2008.

[5] R. Baumann "Soft errors in advanced computer systems" /EEE Design and
Test of Computers, pp. 258-266, 2005.

[6] S. Borkar "Designing reliable systems from unreliable components: the
challenges of transistor variability and degradation," Micro 25, No. 6, pp.
10-16, 2005.

[7] K.A. Bowman et al. "Energy-Efficient and Metastability-Immune Resilient
Circuits for Dynamic Variation Tolerance," [EEE J. Solid-State Circuits,
pp. 49-63, Jan. 2009.

[8] J.T.-Y. Chang, E.J. McCluskey "Detecting delay flaws by very-low-
voltage testing," ITC, pp. 367-376, 1996.

[9] T.W. Chen et al. "Gate-oxide early life failure prediction," VTS, 2008.

[10] C. Constantinescu "Trends and challenges in VLSI circuit reliability,"
Micro 23, Issue 4, pp. 14-19, July 2003.

[I1]M.R. Guthaus et al. "MiBench: a free commercially representative
embedded benchmark suite," IEEE  Workshop  Workload
Characterization, pp. 3-14, 2001.

[12]1. Hiroaki, Y. Li, S. Mitra "VAST: Virtualization Assisted Concurrent
Autonomous Self-Test, " [EEE Intl. Test Conf., 2008.

[13] ITRS, available at http.//public/itrs.net/

[14] H. M. Jacobson. "Improved clock-gating through transparent pipelining,"
International Symposium of Low Power Electronics and Design, 2004.

[15] T. Karnik et al. "Characterization of soft errors caused by single event
upsets in CMOS processes," [EEE Transactions on Dependable and
Secure Computing, Vol. 1, No. 2, April-June 2004, pp. 128-143.

[16] O. Khan, S. Kundu "A self-adaptive system architecture to address
transistor aging," DATE, pp. 81-86, 2009.

[17] T. Kim et al. "Silicon Odometer: An On-chip Reliability Monitor for
Measuring Frequency Degradation of Digital Circuits," /EEE J. Solid-State
Circuits, pp. 874-880, Apr. 2008.

[18] N. Kranitis et al. "Optimal periodic testing of intermittent faults in
embedded pipelined processor applications," DATE, pp. 65-70, 2006.

[19] M. Meterelliyoz, H. Mahmoodi, K. Roy "A leakage control system for
thermal stability during burn-in test," I7C, 2005.

[20] S. Mitra et al. "Robust system design with built-in soft-error resilience,"
Computer, Special Issue, 38(2), pp. 4352, 2005.

[21] M. Mota et al. "A four channel, self-calibrating, high resolution TDC,"
IEEE International Conf. on Electronics, Circuits and Systems, 1998.

[22] M. Nicolaidis "Time redundancy Based Soft-Error Tolerance to Rescue
Nanometer Technologies," VLSI Test Symposium (VTS), 1999.

[23] M. Nicolaidis "GRAAL: a new fault tolerant design paradigm for mitigat-
ing the flaws of deep nanometric technologies," I7C, pp. 1-10, 2007.

[24] M. Mueller et al. "RAS strategy for IBM S/390 G5 and G6," IBM J. RES.
DEVELOP. Vol. 43 No. 5/6, 1999, pp. 875-888.

[25] J. Oliver et al. "Credit-based dynamic reliability management using online
wearout detection," Computing Frontiers, pp. 139-148, 2008.

[26] M.K. Qureshi et al. "Microarchitecture-based introspection: A technique
for transient-fault tolerance in microprocessors," DSN, 2005.

[27] D.A. Reynolds, G. Metze "Fault detection capabilities of alternating logic,"
IEEE Trans. on Computers, 27(12):1093—-1098, December 1978.

[28] S. Shyam et al. "Ultra low-cost defect protection for microprocessor
pipelines," Architectural Support for Programming Languages and
Operating Systems, pp. 73-82, 2006.

[29] J.C. Smolens et al. "Detecting emerging wearout faults," Workshop on
Silicon Errors in Logic - System Effects, 2007.

[30] J. Srinivasan, S.V. Adve, P. Bose, J.A. Rivers "Lifetime reliability: toward
an architectural solution," Micro 25(3), pp. 70-80, 2005.

[31] Y. Tamir et al. “High-Performance fault-tolerant VLSI systems using
micro rollback,” Transactions on Computers 39(4), pp. 548-554, 1990.

[32] Tandem Computers Incorporated "NonStop Himalaya range: K200,
K2000, and K20000 servers," NonStop servers product description, 1995.

[33] J. Tschanz, et al., IEEE Symp. VLSI Circuits, pp. 112-113, 2009.

[34] A.K. Uht "Uniprocessor performance enhancement through adaptive clock
frequency control," SSGRR, 2003.

[35] J.A. Waicukauski et al. "Transition Fault Simulation," /EEE Design and
Test of Computers, Vol. 4, 1987, pp. 32-38.

[36] S. Zafar et al. "A model for negative bias temperature instability (NBTI) in
oxide and high K PFETs," VLSI Technology and Circuits, 2004.

[37] http://ptm.asu.edu/

[38] http://www.synopsys.com/Tools/Implementation/RTLSynthesis/Pages/




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


