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Abstract—Delay-insensitive asynchronous on-chip communi-
cation links are a key element to realize a highly reliable
asynchronous Network-on-Chip system. However, even a single
permanent fault, such as an interconnect fault, causes a dead-
lock state in the system. This paper presents an interconnect-
fault-resilient delay-insensitive asynchronous communication
link based on current-flow monitoring. Since current flow upon
an interconnect is cut off by an open fault in the interconnect,
the current is fed back to a transmitter, which increases
a feedback current monotonically. Monitoring the feedback
current makes it possible to detect the interconnect fault with
delay insensitivity. The proposed link is evaluated by a 0.13ym
CMOS technology with a Triple Modular Redundancy (TMR)-
based asynchronous communication link which is resilient to
the interconnect fault without the delay insensitivity. As a
result, the energy consumption and the number of wires of
the proposed link are reduced to 57% and 33%, respectively,
in comparison with those of the conventional one.

I. INTRODUCTION

As the semiconductor industry moves further into the
nanometer regime, intellectual property (IP) components,
such as processor cores, DSPs and memories are inte-
grated on a single chip. Networks-on-Chip (NoC) design
paradigm is scalable on-chip global-communication for
multi-processor System-on-Chips (SoCs) [1]. NoCs based
on Globally Asynchronous Locally Synchronous (GALS)
[2] or fully-asynchronous system [3] take advantages of
asynchronous circuits, such as low power consumption and
communication robustness in quasi delay-insensitive (QDI)
logic style [4].

On the other hand, the total length of interconnect per
chip is more than a kilometer and continuously increasing
[5]. Since even a single open fault in the interconnects by
electromigration [6] causes fatal system errors, the intercon-
nect fault would be more critical in the future technology
nodes [7]. In the systems which require long communication
links [8], such as the NoCs, it is important to consider the
interconnect reliability.

Some literatures have addressed permanent faults, such
as the interconnect fault in the asynchronous circuits [9]-
[11]. In the conventional methods, the interconnect fault
is detected by using outputs of the asynchronous circuits
corresponding to a receiver in the communication link. When
a received signal has an error which is caused by the
interconnect fault or a delay fault upon the interconnect
wires, only the interconnect fault needs to be detected.
Although a timing assumption is useful to eliminate errors
due to the delay fault, the QDI asynchronous circuits lose the
delay insensitivity due to the timing assumption. Therefore,
it is difficult to detect the interconnect fault with the delay
insensitivity in the conventional methods.
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This paper presents an interconnect-fault-resilient delay-
insensitive asynchronous communication link for the highly
reliable asynchronous systems, such as NoCs. In the pro-
posed method, the interconnect fault is detected at a trans-
mitter. Since the delay fault affects only the transmitted
signal through the interconnect wires, the delay fault is
negligible at the transmitter. To detect whether the inter-
connect wire is fault or not at the transmitter, the proposed
communication link is designed based on a feedback archi-
tecture which is realized based on current-flow monitoring.
In the proposed circuit, an input current is split into a
transmitted current to the receiver and a feedback current to
the transmitter itself. When the interconnect fault is occured,
the feedback current is increased due to an open fault
of the interconnect which carries the transmitted current.
Therefore, the interconnect fault can be detected with the
delay insensitivity by monitoring the feedback current at the
transmitter.

The rest of the paper is organized as follows. Section II
describes the delay-insensitive interconnect-fault detection
based on the feedback architecture. Section III describes
a fault-recovering system based on the proposed fault de-
tection. Section IV describes hardware implementation and
shows simulated results with relevant works. Section V
concludes this paper.

II. DELAY-INSENSITIVE INTERCONNECT-FAULT
DETECTION

A. Interconnect Fault in QDI Asynchronous Circuits

Fig. 1 shows a model of communication links between
modules, such as IP cores and routers of the NoCs. In
no fault condition shown in Fig. 1 (a), these modules
can communicate by using interconnect wires which are
fabricated using Cu in recent technology nodes. However, a
void in the Cu interconnects causes open faults by electro-
migration when transistors are in operation [6] shown in Fig.
1 (b). Moreover, since technology scaling leads to increased
current carrying requirements, the open-fault problem would
be more critical in the future technology nodes [7].
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Figure 1. Model of communication links with: (a) no fault and (b) an

open fault.



Fig. 2 shows an asynchronous communication link based
on a QDI logic style, where the communication is per-
formed by request-acknowledge based handshaking. First,
the left module transmits data with the request information
(DATA + REQ) from the input port. Second, the right
module receives the transmitted data in the output port and
then transmits the acknowledge information (ACK) to the
left module. Since the QDI logic style avoids any timing
constraints with only an assumption, where the wires at
fan-out point must have roughly equal delay, asynchronous
circuits are robust against delay faults due to process, voltage
and temperature variations [4]. However, permanent faults,
such as the interconnect fault, cause a deadlock state in QDI
asynchronous circuits. Since each communication link waits
for DATA + REQ or ACK before it changes its output,
the output never change when DAT A + REQ or ACK is
not changed due to the interconnect fault.
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Figure 2. Delay-insensitive asynchronous communication link.

B. Related works

In an algorithm level, fault-tolerant routing algorithms
under the permanent faults have been proposed for NoCs
[13],[14], but these approaches are limited to specific ap-
plications, such as NoCs. In a circuit level, [9]-[11] have
addressed the permanent faults, such as the interconnect
fault in the asynchronous circuits. In [9], error detection and
retransmission methods are implemented in asynchronous
communication link for tackling intermittent and perma-
nent faults, while the link is not implemented based on
the QDI logic style. In [10], a duplication-based method
has been proposed. The outputs of the duplicated circuits
are compared within a specified time window to detect
transient and permanent faults, but the duplicated circuit
cannot be operated correctly under the permanent faults.
In [11], Triple Modular Redundancy (TMR)-based method
has been proposed. Since the TMR-based circuit produces
the correct output when two of three circuits generate the
same outputs, the TMR-based circuit can be operated under a
single permanent fault. However, the majority voting scheme
of TMR may cause a deadlock state or an instability in the
circuit, because the other one of three circuits, which is not
used in the majority voting may cause an unexpected output
under an unbounded delay model in the QDI logic style. To
prevent the deadlock state, a timing assumption is required
in the TMR-based circuit. In this way, the conventional
circuit cannot detect the interconnect fault with the delay
insensitivity.

C. Concept

The problem of the conventional methods is to detect the
interconnect fault at the output port of the module shown in
Fig. 3 (a). In the QDI logic style, the data is received, when
all incoming data is detected at the output port of the module.
Even if only 1-bit data is not detected, the data cannot be

received. The 1-bit missing is caused by the interconnect
fault or the delay fault. However, these two faults cannot
be distinguished at the output port of the module. Since
the data cannot be received when the interconnect fault is
occured, the communication becomes a deadlock state. To
prevent the deadlock state, a timing assumption to detect the
interconnect fault is useful. However, the timing assumption
makes the QDI circuit lose the delay insensitivity shown
at the first column in Table 1. Therefore, it is impossible to
detect only the interconnect fault with the delay insensitivity
at the output port.
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Figure 3. Link architectures with: (a) no feedback and (b) feedback.

To detect only the interconnect fault, it is necessary to
distinguish between the interconnect and the delay faults.
Since the delay fault affects only a transmitted signal, the
delay fault is negligible at the input port. The interconnect-
fault detection at the input port is a key factor to realize
the delay-insensitive interconnect-fault detection. However,
both the interconnect and the delay faults cannot be detected
at the input port in the conventional architecture shown at
the 2nd column in Table I. Fig. 3 (b) shows the proposed
link architecture. In the proposed link, information of the
interconnect fault is obtained by feedback at the input port of
the module. Since it is not necessary to distinguish between
the interconnect and the delay fault, the interconnect fault
is detected without a timing assumption, which realizes
the delay-insensitive interconnect-fault detection shown at
the 3rd column in Table I. In the next subsection, basic
hardware implementation is described to realize the feedback
architecture.

Table I
CHARACTERISTICS OF THE FAULT DETECTIONS.
[ Input port
H Output port N5 feedback | Feedback
Monitor interconnect fault Yes No Yes
Monitor delay fault Yes No No
Distinguish the two faults No - Yes
Detect interconnect fault Yes No Yes
Delay insensitivity No - Yes

D. Delay-Insensitive Interconnect-Fault Detection Based on
Current-Flow Monitoring

The interconnect-fault detection by using a voltage-mode
circuit in the input port is considered. Fig. 4 shows the
voltage-mode circuit with no fault and an open fault in
interconnects. In no interconnect-fault condition, a voltage
level of the output port V,,; becomes high when data is
transmitted from the other module, while a voltage level of
the input port V;,, also becomes high. When the interconnect
fault is occured, V,,; is still low when data is transmitted



Interconnect wires

vDD
I/in ' - ~N Vaut
ON . .
High A High
T W— W\t
GND I GND L
(a)
VDD Open fault
:' Vaur
ON '
e Low
GND l GND 1

(b)

Figure 4. Voltage-mode circuits with (a) no fault, (b) an open fault.

from the other module. However, V;, becomes high due
to charging capacitances in the interconnect wires. Since
these voltage levels of V;,, are the same in both no fault and
open-fault conditions, the module in the input port cannot
recognize the interconnect fault. Therefore, it is difficult
to realize the interconnect-fault detection with the delay
insensitivity in the voltage-mode circuit.

In this paper, we propose the current-flow monitoring to
realize the delay-insensitive interconnect-fault detection. In
the proposed method shown in Fig. 5, the communication
link is implemented using a current-mode circuit. I, in the
input port is split into a transmitted current I, and a detected
current I;. In no fault condition, I,,; is generated through
the interconnect wire when data is transmitted, while small
amount of current I; is generated. Due to electromigration,
a wire resistance is increased over time, which decreases
the amount of current I,,, while I; is increased. When the
interconnect fault is occurred, I,,; is not generated when
data is transmitted, while a large amount of current I is
generated. Since I; in the open-fault condition is larger
than I; in no fault condition, the module in the input port
can recognize the interconnect fault by comparing I; with
a threshold current whose amount detemines whether the
link is an open fault or not. As a result, the interconnect-
fault detection in the input port can be realized based on
the proposed current-flow monitoring, which results in the
delay-insensitive interconnect-fault detection. In the next
section, the fault recovering system for the asynchronous
communication link based on the proposed method is de-
scribed.

III. FAULT RECOVERING SYSTEM FOR ASYNCHRONOUS
COMMUNICATION LINKS

Fig. 6 shows an overall structure of a fault recovering
system for an asynchronous communication link. It is as-
sumed that only a single fault in interconnects occurs. In
the proposed fault-recovering system, DATA BLOCK is
operated at four modes: NORMAL., FAULT, CONFIG and
RECOVERY MODEs, while ACK BLOCK is operated at
two modes: NORMAL and RECOVERY MODEs shown in
Fig. 7. Each mode transition is started, respectively, by an
interconnect fault of DATA or ACK. In the proposed link, a
4phase protocol is used [4]. Data transmission between the
transmitter and the receiver is performed based on current-
mode signalling, while the other blocks are implemented by
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Figure 5. Proposed split-current circuits for the current-flow monitoring
with (a) no fault, (b) an open fault.

a voltage-mode circuit.
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Figure 7. Mode transition in (a) DATA BLOCK and (b) ACK BLOCK.

The fault-recovering system is described using a timing
diagram shown in Fig. 8. In this example, the interconnect
wire corresponding to Data “3” is fault. Both DATA BLOCK
and ACK BLOCK are operated at NORMAL MODE in the
initial condition. Table II shows 1-of-4 encoding for DATA
BLOCK at NORMAL MODE, where DATA is represented
by 4-bit codeword. At NORMAL MODE, the asynchronous
communication is operated as the same manner as the 1-of-
4 asynchronous communication link [12]. First, (0,0,0,1) as
Data “0” is transmitted from the transmitter to the receiver.
Second, the receiver detects the one-hot code, and then
transmits (1,0) as Ack for Data “0” to the transmitter,
where the dual-rail encoding for ACK BLOCK is shown
in Table III. Third, the transmitter detects Ack, and then



Table 1T
1-0F-4 ENCODING FOR DATA BLOCK IN NORMAL MODE.

Logic value || DATA
<" (0,0,0,1)
™ (0,0,1,0)

Data o (0,1,0,0)
o (1,0,0,0)

Spacer 0.0.00)
Table III

DUAL-RAIL ENCODING FOR ACK BLOCK.

MODE (ACK, ERR_ACK)
NORMAL T.0)
Ack I RECOVERY 0.1
Spacer (0,0)

transmits (0,0,0,0) as Spacer to the receiver. Fourth, the
receiver detects Spacer, and then transmits (0,0) as Spacer
to the transmitter. In this way, 4 steps per communication is
required in the 4phase protocol.
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Figure 8. Timing diagram of the proposed communication link when the

interconnect wire corresponding to Data “3” is fault.

When Data “3” is transmitted, the interconnect fault is
detected in an encoder of the transmitter. Then, the mode
transits to FAULT MODE in the transmitter. Table IV shows
single-rail encoding for DATA BLOCK at FAULT MODE,
where ERR_DATA is represented by 1-bit codeword. The
transmitter transmits “1” as the fault information to the
receiver. Concurrently, a recovery code “3” is generated
based on the fault code. Once the receiver detects the fault
information, the mode of the receiver transits to FAULT
MODE and deals the transmitted code with the recovery
code.

Then, the mode transits to CONFIG MODE in the trans-
mitter. Table V shows 1-of-4 encoding for DATA BLOCK
at CONFIG MODE. The recovery code is generated to
avoid using the interconnect wire with an open fault. Once
the transmitter transmits (0,0,0,1) as the recovery code “3”
to the receiver, the receiver recognizes the recovery code
“3” because the receiver have already received the fault
information at FAULT MODE. When the receiver is operated
at CONFIG MODE, the interconnect wire corresponding to
Data “3” is replaced by an interconnect wire of ERR_DATA.

Table TV
SINGLE-RAIL ENCODING FOR DATA BLOCK IN FAULT MODE.
ERR_DATA
Fault 1
Spacer 0
Table V
1-OF-4 ENCODING FOR DATA BLOCK IN CONFIG MODE.
Logic value DATA
“0” (1,0,0,0)
Recovery T (0,1,0,0)
code <7 (0,0,1,0)
3 (0,0,0,1)
Spacer (0,0,0,0)

Finally, the mode is transit to RECOVERY MODE in
the transmitter. Table VI shows 1-of-5 encoding for DATA
BLOCK at RECOVERY MODE. The transmitter transmits
(0,0,0,0,1) as Data “3” to the receiver. The receiver rec-
ognizes (0,0,0,0,1) as Data “3” and then is operated at
RECOVERY MODE. Then, DATA BLOCK is operated at
RECOVERY MODE to continue transmitting Data under the
interconnect fault corresponding to Data “3”.

The mode of the fault-recovering system for ACK
BLOCK is transit shown in Fig. 7 (b). First, ACK BLOCK
is operated at NORMAL MODE. Once the interconnect
fault of ACK is detected in INPUT BLOCK of the receiver,
the dual-rail code for ACK BLOCK is changed from (1,0)
to (0,1) shown in Table III. at RECOVERY MODE Since
OUTPUT BLOCK of the transmitter detects the acknowl-
edge information by ORing the dual-rail code at any modes,
the acknowledge information can be received under the
interconnect fault of ACK.

In the next section, a circuit diagram of the proposed
communication link is described, and the performances and
characteristics are compared with the conventional ones.

IV. DESIGN AND EVALUATION
A. Hardware Implementation

Fig. 9 shows a block diagram of the encoder in the
transmitter in DATA BLOCK. We focus on hardware im-
plementation of only DATA BLOCK in the proposed com-
munication link due to page limitation. It is assumed that IN
is encoded as a 1-of-4 code [12]. In NORMAL MODE, the
codes of IN and DATA are the same. Fig. 10 shows a circuit
diagram of an driver which includes four current drivers and
a current generator. In the current driver, I, is split into I,,
and I in no interconnect-fault condition, where a voltage
level V; is low. Once the interconnect fault is occurred, I
becomes large due to an open fault of an interconnect which
carries I,,. Since I; is copied to I, using a current mirror,
V. becomes low due to a large amount of current I.. Then,
V4 becomes high through an inverter, which generates the
fault code.

The fault code leads to transition to FAULT MODE
which asserts ERR_DATA, while DATA is still (0,0,0,0).
Concurrently, the recovery code is generated based on the
fault code. When the mode transits to CONFIG MODE, the
output of the encoder becomes the recovery code. Since the
recovery code is generated to use only interconnect wires
with no fault condition, the fault code returns to (0,0,0,0). At
an input selector, connections between (DATA, ERR_DATA)
and IN are reconfigured based on the recovery code to avoid
using an interconnect wire with an open fault. When the



Table VI
1-0F-5 ENCODING FOR DATA BLOCK IN RECOVERY MODE WHEN
THE INTERCONNECT CORRESPONDING TO DATA “3” IS FAULT.

Logic value (DATA, ERR_DATA)
“0” (0,0,0,1,0)
il (0,0,1,0,0)
Data ) (0,1,0,0,0)
3 (0,0,0,0,1)
Spacer (0,0,0,0,0)
Recovery Fault
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Figure 9. Block diagram of the encoder in the transmitter.

mode transits to RECOVERY MODE, data is transmitted
by the 1-of-5 encoding through DATA and ERR_DATA.
Fig. 11 shows a block diagram of the decoder in the
receiver of DATA BLOCK. Fig. 12 shows a circuit diagram
of a detector in the receiver which includes five current
detectors. In the current detector, a current I,,; is converted
to a voltage V,,;- In NORMAL MODE, the codes of
DATA and OUT are the same. Once the interconnect fault
is occured, ERR_DATA becomes “1”, which asserts Fault.
Then, the mode is transit to FAULT MODE. In FAULT
MODE, when the recovery code is transmitted from the
transmitter, the recovery code is stored in the receiver, which
makes the mode transit to CONFIG MODE. At an output
selector, the connection between (DATA, ERR_DATA) and
OUT is reconfigured based on the recovery code to avoid
using an interconnect wire with an open fault. Then, data
is transmitted by the 1-of-5 encoding through DATA and
ERR_DATA, the mode is transit to RECOVERY MODE.
Input and output controllers are also implemented based
on the QDI logic style, but the detailed structure is not
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Figure 10. Circuit diagram of the driver in the transmitter.
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Figure 12. Circuit diagram of the detector in the receiver.

described due to page limitation.

B. Evaluation

The proposed and conventional asynchronous commu-
nication links are evaluated by HSPICE simulation under
Silterra 0.13pm CMOS technology. Wire lengths between
the transmitter and the receiver are set to Imm. PI model
is used for the interconnect wire, where the parameters of
the wire are resistance = 91 (/mm and capacitance = 84
fF/mm.

Fig. 13 shows simulated waveforms of the proposed
asynchronous communication link when the interconnect
wire corresponding to Data “3” is fault. The unit current
of I;, is set to 165 uA. When Data is transmitted through
the interconnect wire with the open fault, I; becomes large,
which leads to transit to FAULT MODE to recover the
communication link.

Table VII shows comparisons of performance in serial
asynchronous communication links. The proposed commu-
nication link is compared with three 1-of-4 communication
links using the single [12], the duplicated [10] and the
TMR-based circuits [11]. The single 1-of-4 link is designed
with delay insensitivity, but an interconnect-fault detector is
not implemented. The duplication-based link can detect the
interconnect fault, but the link cannot be operated correctly
under the interconnect fault. The TMR-based link can be op-
erated correctly under the interconnect fault, but the timing
assumption is required, which loses the delay insensitivity. In
contrast, the proposed link can be operated correctly under
the interconnect fault with the delay insensitivity. The energy
consumption of the proposed link is reduced to 57% with
respect to the TMR-based link, while the number of wires
of the proposed link are almost the same as the single 1-of-
4 link. The proposed link requires 1280 transistors, where
the input and output controllers use 418 transistors. As
the input and output controllers can be shared in parallel



Table VII
COMPARISONS OF PERFORMANCE IN SERTAL ASYNCHRONOUS COMMUNICATION LINKS.

1-of-4 encoding | 1-of-4 encoding | 1-of-4 encoding | Proposed
(duplicated) (TMR)
Interconnect fault detection No Yes Yes Yes
Correct operation under the fault No No Yes Yes
Delay insensitivity Yes No No Yes
Number of wires (n bits) 2n+1 2%(2n+1) 3%(2n+1) 2n+3
Throughput [Mbps] 840 741 622 837
Power [uW] 328 616 761 584
Energy [fI/bit] 388 831 1223 698
Number of transistors 545 1049 1659 1280 T

T'Input and output controllers use 418 transistors, where parallel link shares
the controllers, which can decrease area overhead of the proposed link.

Normal Fault Config Recovery
mode mode mode mode
1.2
INVE 5[ e 5
0 3 Time
200 ata
1,,[uA] “a” Spacet [ Fault \Spacer ﬁ{\siacer wz»
100 ! A - e
Interconnect-fault
1, [uA] e-\\-- '{’\\"/f'\r iE}iq(;etec?ion
0 Y - T Tt = & Time
i [
a
code[V] e A R T.
I I i l I I I ime
Recovery 1.2 I I |
code[V] /keclbvlery fo e cfsw Il
1 7 ] f '/ I 7 Time
12 / // /v 7
ACK[V] [ \ ’ X 7 \ /
VI 0 Time
OUT[V] 162l o Spacer e
0 4 8 12 16  [nsec]

Figure 13. Simulated waveforms.

communication links, area overhead becomes small in the
proposed communication link.

V. CONCLUSION

In this paper, an interconnect-fault delay-insensitive asyn-
chronous communication link has been proposed for highly
reliable asynchronous systems, such as asynchronous NoCs.
In the proposed communication link, only an interconnect
fault is detected at a transmitter based on a feedback archi-
tecture which is simply designed by a current-mode circuit,
since the transmitter naturally eliminates a factor of a delay
fault. Moreover, the interconnect wire with an open fault is
replaced by an extra interconnect wire based on new 1-of-
5 encoding, which maintains asynchronous communication.
As a result the proposed link is operated correctly under a
single fault in the interconnects with delay insensitivity.
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