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Abstract— Non-Linear Feedback Shift Registers (NLFSRs) have been
proposed as an alternative to Linear Feedback Shift Registers (LFSRs) for
generating pseudo-random sequences for stream ciphers. Conventional
NLFSRs use the Fibonacci configuration in which the feedback is applied
to the last bit only. In this paper, we show how to transform a Fibonacci
NLFSR into an equivalent NLFSR in the Galois configuration, in which
the feedback can be applied to every bit. Such a transformation can
potentially reduce the depth of the circuits implementing feedback
functions, thus decreasing the propagation time and increasing the
throughput.

1. INTRODUCTION

Our society greatly depends on security of electronic communica-
tions. Whether the communication path is as short as a wire between
two chips or as long as the World Wide Web, communications
security is important for integrity of our business and infrastructure.

To protect the confidential information from unauthorized or ac-
cidental disclosure, cryptographic methods are applied. A common
approach is to use a stream cipher which combines plain text bits
with a pseudo-random bit sequence [1], [2]. The resulting encrypted
information can be transformed back into its original form only by
an authorized user possessing the cryptographic key.

A pseudo-random sequence can be generated using a Linear
Feedback Shift Register (LFSR). LFSRs are simple, fast, and easy
to implement in both, software and hardware. They are capable
of generating pseudo-random sequences with the same uniform
statistical distribution of 0’s and 1’s as in a truly random sequence [3].
However, they are not cryptographically secure because the structure
of an n-bit LFSR can be easily deduced by observing 2n consecutive
bit of its sequence [4], [5].

One solution to this problem is to feed the outputs of several paral-
lel LFSRs into a non-linear Boolean function to form a combination
generator [6], [7]. The combining function has to be carefully selected
to ensure the security of the resulting scheme, for example, in order to
prevent correlation attacks [8]. Other solutions are to combine several
bits from the LFSR state using a non-linear function, or to use the
irregular clocking of the LFSR [9], [10]. Examples of LFSR-based
stream ciphers include A5/1 stream cipher which used to provide
over-the-air communication privacy in the GSM cellular telephone
standard [11], and EO stream cipher which is used in the Bluetooth
protocol [12], [13].

As another alternative, a Non-Linear Feedback Shift Register
(NLFSR) whose current state is a non-linear function of its previous
state can be used [14], [15], [16]. NLFSRs output sequences are
normally very hard to predict and existing cryptanalytic methods,
such as algebraic attacks [17], [18], are usually not applicable. An
adversary might need O(2") bits of the sequence to determine the
structure of an n-bit NLFSR. A number of different implementations
of NLFSR-based stream ciphers for RFID and smartcards applica-
tions have been proposed, including Achterbahn [19], Grain [20],
Dragon [21], VEST [22], and [23].

In general, there are two ways to implement an NLFSR: in the
Fibonacci configuration, or in the Galois configuration. The Fibonacci
configuration, shown in Figure 1, is conceptually more simple. The
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Fibonacci type of NLFESRs consists of a number of bits numbered
from left to right as n—1,n—2,...,0 with feedback from each bit
to the n— 1th bit. At each clocking instance, the value of the bit i
is moved to the bit i — 1. The value of the bit 0 becomes the output
of the register. The new value of the bit n — 1 is computed as some
function of the previous values of other bits.

In the Galois type of NLFSR, shown in Figure 2, each bit i is
updated according to its own feedback function. Thus, in contrast to
the Fibonacci NLFSRs in which feedback is applied to the n — 1th
bit only, in the Galois NLFSRs feedback can be applied to every
bit. Since the depth of the circuits implementing feedback functions
of individual bits is usually smaller than the depth of the circuits
implementing the feedback function of the Fibonacci NLFSR, the
propagation time can potentially be reduced. This makes Galois
NLFSRs particularly attractive for stream cipher applications in
which high keystream generation speed is important [10], [6].

However, Galois NLFSRs also have several drawbacks:

1) The period of the output sequence of a Galois NLFSR is not
necessarily equal to the length of the longest cyclic sequence
of its consecutive states [24].

2) An n-bit Galois NLFSR with the period 2" — 1 does not
necessarily satisfy the 1st and the 2nd randomness postulates
of Golomb [24]. An n-bit Fibonacci NLFSR with the period
2" —1 always satisfy both postulates [3].

These drawbacks do not create any problems in the linear case
because, for LFSRs, there exist a mapping between the Fibonacci
and the Galois configurations. A Galois LFSR generating the same
output sequence as a given Fibonacci LESR (and therefore possessing
none of the above mentioned drawbacks) can be obtained by reversing
the order of the feedback taps and adjusting the initial state.

In the non-linear case, however, no mapping between the Fibonacci
and the Galois configurations has been known until now. The problem
of finding such a mapping is addressed in this paper. We demonstrate
that, for each Fibonacci NLFSR, there exist a class of equivalent
Galois NLFSRs which produce the same output sequence, and show
how to transform a given Fibonacci NLFSR into an equivalent Galois
NLFSR. This is carried out in the following three steps.

First, we investigate under which conditions a non-linear recur-
rence of order n describing the output sequences of an n-bit Galois
NLFSR exists. We introduce a structure called feedback graph, which
reflects the relation between variables of feedback functions. We show
that a recurrence of order n exists if the feedback graph can be
reduced to a single vertex.

Second, we examine what kind of feedback functions have feed-
back graphs which are reducible to a single vertex. We derive a
sufficient condition characterizing these feedback functions. We call
NLFSRs satisfying this condition uniform.

Finally, the proof of equivalence of two uniform NLFSRs is done
by showing that two systems of non-linear equations describing the
sequences of NLFSR’s states can be reduced to the same non-linear
recurrence.
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The Fibonacci configuration of NLFSR.

The formal proofs are not included in the paper due to the page
limit. They can be found in [25].

II. PRELIMINARIES

In this section, we describe basic definitions and notation used in
the sequel. Most of our terminology is from [3].

The algebraic normal form (ANF) of a Boolean function f :
{0,1}" — {0,1} is a polynomial in GF(2) of type

in—1

S(x0,. - xn—1) Zc, xO xl X
where ¢; € {0,1} and (ipi] ...i,—1) is the binary expansion of i with
io being the least significant bit. Throughout the paper, we call a term
of the ANF a product-term.

The dependence set (or support set) of a Boolean function f is
defined by

dep(f) = {i | f|x,‘:0 7éf|x,»:l}7

where f|X1:j = f(xo, e Xim 1 Ty ikl ,xn,l) for j € {0, 1}.

Let f;: {0,1}" — {0,1} be the feedback function of the bit i of an
n-bit NLFSR. All results in this paper as derived for NLFSRs whose
feedback functions are singular functions of type

ﬁ('x07"' 7xn71)7 (1)

where g; : {0,111 — {0,1}, i+ 1 ¢ dep(g;), and the sign “+” is
modulo 7. For the Fibonacci type of NLFSRs, singularity guarantees
that the state transition graph of an NLFSR consists of pure cycles,
without branches. For the Galois type of NLESRs, singularity alone
is not sufficient. For example, an n-bit Galois NLFSR in which each
function g; in (1) is an AND of all n— 1 variables but x;y; is not
branchless. Some extra conditions need to be imposed to ensure
branchlessness of the Galois NLFSRs [3].

We also assume that the ANF of the sub-function g; does not con-
tain the product-term “1”. This assumption does not cause any loss of
generality, because any Fibonacci NLFSR N with the feedback func-
tion f(xp,x1,..-,%—1) =x0® (1B g(x1,x2,...,%,—1)), has a comple-
ment NLFSR N, with the feedback function f(xq,x1,...,%,—1) =Xx0®
g(x1,x2,...,x,—1) which generates a sequence which is a complement
of the sequence generated by N.

The period of an NLFSR is the length of the longest cyclic output
sequence it produces. The period of an n-bit NLFSR can be less or
equal to 2".

Let s;(¢) denote the value of the shift register bit i at time 7.
The sequence of states of an n-bit NLFSR with singular feedback
functions can be described by a system of n non-linear equations of

type:

JXn—1) = Xip1 @ gi(xo, ...
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The Galois configuration of NLFSR.

The non-linear recurrence of order n describing the sequence of
values of the bit 7 of an n-bit NLFSR is the expression of type
on
si(t) =
J

1

l:[ “(t—n+k)) 3)

where a; € {0,1}, ¥ is modulo 2, (joji-..js—1) is the binary
expansion of j with jj being the least significant bit, and s/ (r —n—+k)
is defined as follows

s{k(tfnJrk) - { ii(l_n—i_k)’

III. A CONDITION FOR EXISTENCE OF A NON-LINEAR
RECURRENCE

for jr =1,
for jr, =0.

In this section, we formulate a condition for existence of a non-
linear recurrence of order n describing the output sequence of an n-bit
NLFSR. First, we introduce some definitions which are necessary for
the presentation of the main result.

Definition 1: Two NLFSRs are equivalent if their sets of output
sequences are equivalent.

Definition 2: The feedback graph of an n-bit NLFSR is a directed
graph with n vertices vy, ...,v,—1 which represent the bits 0,...,n—1
of the NLFSR, respectively. There is an edge from v; to v; if i €
dep(fj).

Definition 3: The operation substitution, denoted by sub(v;,v;), is
defined for any vertex v; which has a unique predecessor v;. The
substitution sub(v;,v;) removes v; from the feedback graph and, for
each successor vy of v;, replaces the edge (v;,vi) by an edge (v}, vx).

Definition 4: Given a feedback graph G, the reduced feedback
graph of G is a graph obtained by repeatedly applying the substi-
tution to each vertex of G with the input degree 1, until no more
substitutions can be applied.

It is easy to show that the order of applying the substitution does
not influence the resulting reduced feedback graph, i.e. it is unique
for a given G.

Lemma 1: If the feedback graph of an n-bit NLFSR can be reduced
to a single vertex v;, then there exist a non-linear recurrence of order
n describing the sequence of values of the bit i.

As an example, consider the 4-bit Fibonacci NLFSR with the
feedback function f3 = xo @ x; ®x2 P x1x3. Its sequence of states
can be described by the following equations:

s3(t) =so(t=1)Bsi(t=1)Bs2(t—1)Dsi(t—1)s3(t—1)
s2(t) = 531~ 1)
si(t) =s2(t—1)
So([) S](l‘*l).

This NLFSR generates the following output sequence with the period
15:

111011000101001...

The feedback graph of this NLFSR is shown in Figure 3(a). It can
be reduced to a single vertex as follows:
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Fig. 3. Reduction steps for the feedback graph of the Fibonacci NLFSR
from the example: (a) initial graph; (b) after sub(vo,vi); (c) after sub(vy,v2);
(d) after sub(va,v3).

1) sub(vo,v;) reduces the graph to Figure 3(b). This is equivalent
to substituting so(¢) by s1(t — 1) into the equation of s3(r):

s3()=s51(t=2)@s1(t=1)®sp(t—1)@s1(t—1)s3(r —1).

2) sub(vy,vy) reduces the graph to Figure 3(c). This is equivalent
to substituting s (7) by sa(r — 1) into the equation of s3(7):

s3(t) = s2(t =3) @ s2(t —2) Dsa(t — 1) Dsa(t —2)s3(t —1).

3) sub(vy,v3) reduces the graph to Figure 3(d). This is equivalent
to substituting s(7) by s3(r — 1) into the equation of s3(7):

53(t) =s3(t—4)Ds3(t —3)Ds3(t —2)Ds3(t—3)s3(t—1).

This gives us the non-linear recurrence describing the sequence of
values of the bit 3. Since other bits repeat the value of the 3rd bit,
the recurrence is identical for all bits, and thus for the output of the
NLFSR.

It is easy to see that the feedback graph of an n-bit Fibonacci
NLESR can always be reduced to a single vertex v,,_. Therefore, for
a Fibonacci NLFSR, a non-linear recurrence of type (3) always exists.
Its coefficients a;, i € {0,1,...,2" — 1}, are equal to the coefficients
¢; of the ANF of the feedback function f,,_|.

IV. A TRANSFORMATION FROM THE FIBONACCI TO THE GALOIS
NLFSRs

In this section, we show how to transform a Fibonacci NLFSR into
an equivalent Galois NLFSR.

Let Ay denote the set of all product-terms of the ANF of the
function f. Throughout the section, we use P to denote a subset
of Ay and p to denote an element of Ay.

Definition 5: Let f, and f;, be feedback functions of bits a and b
of an n-bit NLFSR, respectively. The operation shifting, denoted by
fa LN f», moves a set of product-terms P C Ay, from the ANF of f,
to the ANF of f},. The index of each variable x; of each product-term
in P is changed to X(i—a+b) mod n*

For example, if initially we have a 4-bit NLFSR with the following

feedback functions:
f3 =x0®x1x3

fr=x3
fi=x
fo=xi
then, after the shifting f3 {X]—xi} /2, these functions change to:
f3=xo
Ja=x3®x0x2
fi=x
fo=x1.

Definition 6: The terminal bit T of an n-bit NLFSR is the bit with
the maximal index which satisfies the following condition: For all
bits i such that i < 7, the feedback function f; is of type fi =x;;1.

Let min_index(f) (max_index(f)) denote the smallest (largest)
index of variables in dep(f). For example, if f = x3 ®xpxp, then
min_index(f) =0 and max_index(f) = 3.

Definition 7: An n-bit NLESR is uniform if:

(a) all its feedback functions are of type (1), and

(b) for all its bits i such that i > 1, the following condition holds:

max_index(g;) <7, )

where 7 is the terminal bit of the NLFSR.

Note that any Fibonacci NLFSR satisfies the condition (b) of the
Definition 7.

Lemma 2: If an NLFSR is uniform, then its feedback graph can
be reduced to a single vertex.

The above condition is sufficient, but not necessary. For example,
the following 5-bit NLFSR is not uniform, but can be reduced to a
single vertex:

Ja=x0®x
f3 = x4 D xox1
f3=x30x
fi=x2®x0
fo=x1.

The following theorem is the main result of the paper. It presents
a sufficient condition for equivalence of two NLFSRs. Note, that it is
formulated for shiftings on subfunctions g; of the singular feedback
functions f; (see the expression (1)). The variable x;;; is excluded
because its shifting always results in a non-uniform NLFSR.

Theorem 1: Given a uniform NLFSR with the terminal bit a, a
shifting g, L &p» P C Ag,, b <a, results in an equivalent NLFSR if
the transformed NLFSR is uniform as well.

It is easy to see that, for any Fibonacci NLFSR, shifting can
always reduce the index of the initial terminal bit n — 1 at least by
1. It reduces the index of the terminal bit exactly by 1 if the sub-
function g,_; of the Fibonacci NLFSR contains a product-term with
max_index(g,—1) =n—1 and min_index(g,—1) = 1. The smaller the
difference between max_index(g,_1) and min_index(g,_1), the more
the index of the initial terminal bit can be reduced.

V. FULLY SHIFTED GALOIS NLFSRS

Usually, there are multiple ways to transform a Fibonacci NLFSR
into a Galois NLFSR. Therefore, it is useful to define the “border”
case which shows us which bit is the minimal possible terminal bit
and how far down each product-term can be shifted.

Definition 8: An NLFSR is fully shifted if no product-term of any
function g, can be shifted to a function g, with the index b < a
without violating the condition (4).

Note that the fully shifted Galois NLFSR is unique for a given
Fibonacci NLFSR. Next, we show how to construct it.

Algorithm 1: Given a uniform n-bit Fibonacci NLFSR N, the fully
shifted Galois NLFSR N which is equivalent to N is obtained as
follows.

First, the terminal bit T of N is computed as:'

max
Vp €Ag,

(max_index(p) —min_index(p)),

(&)

"More strictly, the equation (5) gives us the maximal index of the bit from
which the feedback can be taken. For NLFSRs, this bit coincides with the
terminal bit. For LFSRs, the equation (5) always evaluates to 0, while the
terminal bit is equal to (n— 1) —max_index(g,—1)-



Then, each product-term p € Ag, | with min_index(p) < (n—1)—1
is shifted t0 &, 1 in_index(p):

8n—1 = 8n—1—min_index(p)-

and each product-term p € Ag, , with min_index(p) > (n—1) — 1 is
shifted to gr:

{r}
&n—1 — &1-

Theorem 2: Algorithm 1 correctly computes the fully shifted Ga-
lois NLFSR for a given Fibonacci NLFSR.

As an example, consider the following 32-bit Fibonacci NLFSR
which is used in the NLESR-based stream cipher from [23]:

1=

X0 B x2 Dxg Dx7 Dx12 B x17Dx20 B x27 DA30 DA3X9
D Xx12X15 D X4X5X16-

Its corresponding fully shifted Galois NLFSR has the terminal bit
T =12 and the following feedback functions:

f2a = x25 B xo

Sf19 = x20 © X0 B x0x3
fla =x15®x0

J12 =x13Dx] DxgDxy.

J29 = x30 D X0
J28 = x29 B xoxe
J27 = X28 Dxox1X12
fas5 =x26 D X0
The functions which are omitted are of type f; = x;1 where“+” is
modulo 32.
We can further reduce the depth of the circuits implementing
feedback functions as follows:

f19 = x20 D x0
fie = x17 ©x12
f1a = x15®x0
f13 =x14®x12
fi2 =x13®x1.

J29 =x30® X0

f28 = x29 D xox6
J27 = x28 Dx0X1X12
Jas = x26 X0

J2a = x25 D x0

J20 = x21 Bx1xy

Note, that shifting does not increase the number of binary opera-
tions in the ANFs of the feedback functions. This number is always
the same as the one of the initial Fibonacci NLFSR. So, we can
decrease the depth of the circuits implementing feedback functions
without increasing the number of 2-input gates in these circuits.

To check how this theoretical advantage translates into the actual
propagation time and area, we synthesized ten Fibonacci NLFSRs
used in the stream cipher from [231% in 0.25 um standard cell
CMOS-technology using VHDL and compared them to their Galois
counterparts. Our experimental result show that, on average, the
Galois configuration allows us to increase the throughput 1.76 times
and to reduce the area by 19%.

VI. CONCLUSION

In this paper, we show how to transform a Fibonacci NLFSR
into the Galois configuration. Such a transformation can potentially
reduce the depth of the circuits implementing feedback functions,
thus increasing the throughput. Our experimental results on 10
NLFSRs from the stream cipher from [23] show that, on average,
the presented technique allows us to increase the throughput 1.76
times and to reduce the area by 19%.
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