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Abstract

As the number of electronic components in automobiles
steadily increases, the demand for higher communication
bandwidth also rises dramatically. Instead of installing new
wiring harnesses and new bus structures, it would be use-
ful, if already available structures could be used, but driven
at higher data rates. In this paper, we a) propose an ex-
tension of the well-known Controller Area Network (CAN)
called CAN+ with which the target rate of 1Mbit/s can be
increased up to 16 times. Moreover, b) existing CAN hard-
ware and devices not dedicated to these boosted data rates
can still be used without interferences on communication.
The major idea is a change of the protocol. In particular, we
exploit the fact that data could be sent in time slots, where
CAN-conform nodes don'’t listen. Finally, c) an implemen-
tation of this type of overclocking scheme on an FPGA is
provided to prove the feasibility and the impressive through-
put gains.

1. Introduction

Year by year, the number of electronic components in-
side cars increases. New electronic control units (ECUs)
are not only dedicated to entertainment, but also for increas-
ing safety. Advanced driver assistance systems, e.g., mon-
itor the environment through various sensors, detect criti-
cal situations and take proper actions or at least warn the
driver. More and more mechanical connections are replaced
by electronic ones to save energy and increase comfort, e.g.,
steer-by-wire.

All these electronic devices need a way of exchanging in-
formation on a fast, reliable and robust way. Today, the most
widespread communication system used is CAN [1]. Us-
ing a priority-based event-triggered communication mech-
anism, it is known to provide very short response times, as
long as the working load is relatively low and high priority
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messages don’t block low priority messages for a long time.
The increasing number of electronic components boosts the
workload of the bus and therefore the response time. This
can lead to a degradation, where real-time capability is not
given anymore. One possible solution is to add additional
wiring harnesses. These additional buses, however, increase
the costs and the weight of an automobile, which both is not
desired. Another problem is that it is not always possible to
split the electronic components to communicate on different
types of buses, because complex gateways would have to be
inserted for protocol conversion and routing, thus creating
additional overhead and cost.

So, what can be done to achieve higher data rates while
using the existing CAN hardware and communication pro-
tocol? Interestingly, there exist already some thoughts, for
example, of applying intelligent scheduling schemes of the
CAN messages to support higher traffic without missing
deadlines. A simple analytical approach is presented, e.g.,
by Tindell et al. [10], while Klehmet et al. [4] apply the
method of Network Calculus to predict the transmission de-
lays. A further improvement has been reported through us-
ing dynamic priorities for messages, see, e.g., Zuberi and
Shin [11].

Our solution presented here to cope with the increasing
demand for higher throughput is to increase the data rate on
a CAN bus. Just increasing the bit rate of a CAN network,
however, is not possible as it seems, mainly because of
the electromagnetic compatibility and hardware delays, but
also because the medium access (MAC) method requires to
have a certain bit length. Now, all the restrictions beside
the MAC could be eliminated by using, for example, faster
transceivers to reduce the delay or shielded cables to cope
with electromagnetic interference. The MAC method nev-
ertheless allows an increase of the bit rate during certain
time intervals. The CAN+ protocol as introduced here anal-
yses and uses exactly these time slots in order to enhance
data rate without disturbing existing CAN-conform hard-
ware. Thus, our technology and methodology is backward-
compatible. We will show experimentally, that an increase
of up to 16x the data rate of a conventional CAN standard
(1 Mbit/s) is possible.



The paper is organized as follows. Section 2 shortly in-
troduces the CAN standard and protocol, and explains why
there are transmission speed limits. Section 3 introduces
the idea to insert additional information into data packets
at controlled points of time in order to increase data rates.
At the end of this section, the layout of the CAN+ proto-
col is defined. Section 4 describes the experimental setup,
which was used to verify and quantify the CAN+ protocol.
In Section 5, the achievable speed increase is analyzed and
the effects of the configuration of the CAN conform nodes
on CAN+ are described. Section 6 describes the feasibil-
ity of the approach by showing that real-time image data
transmission is feasible by using the CAN+ protocol, while
Section 7 concludes our work.

2. Controller Area Network

The 1991 published CAN Specification 2.0’ [1] of the
data link layer of the ISO/OSI-Model has become the de
facto standard for fieldbuses in many domains, especially
automotive.

2.1. Physical Layer

The physical setup consists of a terminated two-wire bus,
where nodes may be connected in any order. Bits are rep-
resented by the Non-Return-To-Zero Method, where a log-
ical 0’ is represented by a voltage difference between the
two wires and a logical "1’ by no difference. The size of
the voltage difference depends on the environment the bus
is used. This bit representation results in a dominance of
the logical ’0’, in CAN terminology called dominant, which
overwrites the logical *1’ (recessive), if both bits are pend-
ing. This could result in long zero or one sequences, where
missing edges makes synchronization impossible. There-
fore, bit stuffing is used, which inserts an inverted bit after
five similar consecutive bits. This additional bit is filtered
by the receiver.

The length of a bit is depending on the bit rate used, e.g.
1us at 1Mbit/s. In practice, the signals are not perfect. It
takes some time until the signal is stable and propagation
delay also needs to be considered. Because of this, a bit
transmission interval is divided into 8 to 25 time segments.
After about % (depending on the settings) of the bit time, the
signal is sampled. Synchronization is done after each edge,
by reseting the counter of the time segments. Additionally,
the length of the bit time is adjusted, if the detected edge is
offset by more than the predefined Resynchronization Jump
Width, see [8] for more details.

2.2. Data Link Layer

CAN is a message-oriented protocol, where each node
can read all the messages. There exist four types of mes-
sages. The data message is used for information exchange.
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Figure 1. CAN data frame

The amount of data can vary from O to 8 byte. Its content
is described by a unique identifier (cf. Figure 1). Besides
the content description, the identifier also defines the pri-
ority by which access to the bus is granted. Bus access is
decided by CSMA/BA (Carrier Sense Multiple Access with
Bitwise Arbitration). The method of bitwise arbitration can
be described as follows: Each node that wants to have ac-
cess to the bus, starts sending its message, as soon as the bus
is idle for 3 bit times. Every sent bit is also watched. When
the sent bit differs from the watched, then a message with
higher priority (lower identifier) also is pending and trans-
mission is stopped. After sending the identifier, only the
message with the highest priority is left and has exclusive
bus access. This method ensures a non-destructive priority-
based access, with up to 2032 priorities.

Beside this well designed access method, an advanced
error handling scheme is probably the reason for the suc-
cess of CAN: As soon as any node detects an error, it sends
an error message which consists of six consecutive domi-
nant bits. This sequence is unique and can be immediately
detected. There are three states in which a node can be, de-
pending on the number of errors counted: error active, error
passive and bus off. Error active means the node is working
as intended. Nodes in error passive state still monitor the
bus traffic, but don’t send error messages and defer to er-
ror active nodes. A bus off node is not allowed to have any
influence on the bus.

2.3. Reason For Speed Limit

The *CAN Specification 2.0’ [8] itself doesn’t limit the
maximum bit rate, because this has to be specified in the
physical layer. There are three main physical properties that
influence the maximum data rate and bus length: output re-
sistance, propagation delay and oscillator inaccuracy. Out-
put resistance only limits the length of the bus, depending
on the power used. Oscillator inaccuracy can be overcome,
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Figure 2. The impact of delay on the arbitration mechanism of CAN

even though it is more expensive, because better hardware
could be employed. The propagation delay consists of two
components: Signal delay on the cable and delay within the
controller and transceiver.

The delay is the reason why the existing CAN protocol
has bit rate limitations depending on the length of the bus.
This limitation can be explained as follows: Errors occur, if
during the arbitration phase a sending node cannot observe
if it is overwritten until the end of the bir time (the time
interval from beginning of transmission of a single bit to the
end). That means the propagation delay is not allowed to be
longer than the time from the beginning of the bit time to the
sampling point. This gets clearer by looking at the example
rate of 1 Mbit/s. Assuming the sampling point amounts to
% of the bit time (in this case 1 us), the time from the start
to the sampling is about 700 ns long. Assuming moreover
a transmission delay of 5 ns/m on the cable and a controller
and transceiver delay of 200 ns, the total delay within 30m
is approximately 30 m * 5 ns/m + 200 ns = 350 ns.

As can be seen in Figure 2, the worst case happens when
node 2 synchronizes to the start bit of node 1. If the delay
is too big, then node 1 reads the start of frame of node 2 as
the first arbitration bit and would back off, even though it
shouldn’t at this point of arbitration. This simple example
shows that the time between start of bit and sampling has to
be at least two times the total delay, here 700 ns.

The delay of the controller could be minimized by using
faster hardware, but the signal propagation delay on the bus
is unavoidable. Therefore, the length of the bus significantly
dictates the the speed limit.

3. The CAN+ Protocol

In the previous paragraph, it was shown that a general in-
crease of the bit rate is physically not possible. As this speed
limit has its roots back in the arbitration and acknowledg-
ment phase, increasing data rates is only possible in those
time intervals where it is ensured, that only one node is
sending.

3.1 Previous Work

A first idea of overclocking a CAN bus in certain time
intervals goes back to the idea of Cena and Valenzano [2].
They divided the CAN-message transmission interval in
two areas: areas, where multiple nodes can transmit (M-
zones) and areas where the bus is reserved by a single node
(S-zones) as shown in Figure 1. In the M-zones, the nor-
mal data rate is applied. In the S-zones, an increase in data
rate is suggested. Cena and Valenzano arrive at the con-
clusion that only a speedup of four times the normal speed
is possible. This limitation is reached, because the higher
data rate is used to decrease the transmission time instead
of increasing the amount of data per message. Therefore,
only the transmission time of the S-zone is reduced and an
upper bound is quickly reached, because the M-zone dic-
tates the message transmission time. On the one hand, their
new protocol idea decreases the response time of high pri-
ority messages, because a higher priority message, which is
ready to transmit has to wait less time until the lower prior-
ity message is finished. On the other hand, not increasing
the amount of usable data transmitted per message limits
the maximum data throughput. This can be seen in Fig. 3
where the usable data rate of a transmission with constant
packet length is compared to a transmission with increasing
packet length.

Another problem with this approach is that it is not con-
form with the CAN specification according to [8]. This
means that using this protocol with normal CAN nodes is
not possible, because the slow nodes will read errors and
overwrite the bus with the dominant error messages. Cena
and Valenzano suggest to use a reserved bit in the control
field to flag those messages with higher data rate. This mod-
ification still requires a redesign of the current CAN con-
trollers. This is not practicable for a standard, that is more
than 16 years on the market. Beside the already mentioned
problems, it has to be noted that no practical experiments
were made on achievable data rates.
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3.2 Usable Gray Zone

Our CAN+ protocol overcomes the problem of incom-
patibility. To understand the new approach, a closer look at
a single bit transmission has to be made. As can be seen
in Figure 4, the CAN bit transmission interval is divided
into three zones. The first one is the synchronization zone.
This is where CAN-conform nodes expect an edge if a bit
change happened. If edges in this zone are asserted at the
wrong point of time, it will lead to an incorrect synchro-
nization and subsequently to errors. The zone where the
actual bit value is determined, is called sampling zone. In
theory, sampling is done at a certain point of the bit, but
experiments show a significant inaccuracy of this sampling
time point. These two zones limit the gray zone. During
this zone, the bus can take any value without disturbing the
CAN conform communication. This unused region is used
by the new protocol by inserting information at a higher data

rate. The newly inserted bits will be called overclocked bits
in the following.

3.3 Protocol within Gray Zone

Basically two approaches for transmitting the data within
this small time slot are imaginable: Asynchronous or syn-
chronous to the CAN-conform bit. An asynchronous proto-
col such as a Universal Asynchronous Receiver Transmitter
protocol would mean that a message within the gray zone
would be transmitted. The start of the message is not ex-
actly defined, therefore a signaling bit must be used. The
synchronous approach would send the information relative
to the synchronization edge of the CAN protocol. The im-
plementation is difficult, because the time from the synchro-
nization edge to the start of the gray zone is relatively long
compared to the bit length of the overclocked bits. There-
fore, in this first implementation an asynchronous protocol
as in Figure 4 is chosen.

3.4 Layout of the CAN+ Protocol

The new protocol behaves, in principal, as the CAN pro-
tocol, except that it transports additional data bits in the data
field. A normal CAN data message contains up to 8 bytes.
The amount of the additional data depends on the overclock-
ing factor f. The overclocking factor indicates how many
overclocked bits are inserted during the transmission of one
CAN bit. The maximum number of overclocked bits is eval-
uated in Section 5. Hence, an overclocking factor of f = 0
means that the normal CAN protocol is used. Therefore, the
total maximum amount of transmitted data per message is:

Niotai = 64 bits + f - 64 bits = (1 + f) - 64 bits
4. Implementation

In this section, we will prove the feasibility and correct-
ness as well as robustness of the introduced CAN+ protocol
by presenting a real hardware implementation on FPGA ba-
sis. Furthermore, we will analyze, using this implementa-
tion that overclocking factors of up to f = 16 are feasible.

A CAN node consists of a transceiver and a controller.
The transceiver is used to convert the physical signal to a
logical signal and vice versa. The controller is responsible
for the rest of the protocol like synchronization, bit sam-
pling and bit processing.

4.1 CAN-Transceiver

Ready-to-use CAN-transceivers are available in many
varieties, from low-power [9] to fault-tolerant ones [7].
Commercial-off-the-shelf transceivers, however, couldn’t
be used, because they would not support the high data rates
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Figure 5. Schematic view of the test setup

for CAN+. Therefore, a new transceiver has been built that
supports data rates up to 60 Mbit/s.

4.2 CAN-Controller

The controller is realized on an FPGA-based computer
called Erlangen Slot Machine (ESM) [5]. It features a Xil-
inx Virtex II 6000 FPGA on which the functionality of the
CAN controller has been implemented. Beside the FPGA, it
has a great variety of connection possibilities, e.g., a video
stream can be captured and displayed.

4.3 Test Setup

The setup consists, as can be seen in Figure 5, of
two FPGA boards connected each to a transceiver. The
transceivers are connected to the CAN bus. As representa-
tive of a typical Controller Area Network, the CANcaseXL
[3] is connected to the bus. The CANcaseXL is used to eval-
uate if the CAN+ protocol is compatible to standard CAN
controller. For the physical data transmission, a simple flex-
ible flat cable (FFC) with D-Sub connectors has been used.
The 1 Mbit/s CAN is always used for comparison.

5. Experimental performance analysis

Experiments with the previous setup were made to de-
termine the length of the gray zone. To find out in which
areas of the bit the CAN conform node isn’t listening, an
inverted signal has been inserted on different positions of
the bit transmission interval, as can be seen on Figure 6.
A stream including these corrupted messages is sent on

sampling points:

CAN-bit:

\

disturbance
Figure 6. CAN-bit with inverted signal is sent
to size the gray zone by testing the accep-
tance of the corrupted messages

: —
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read start of bit

Figure 8. Effect of wrong synchronization
caused by the inverted signal

the bus. The CANcaseXL, which uses the standard CAN
controller Philips SJA1000 [6], reads the messages. If the
CANcaseXL doesn’t throw any error messages, the con-
troller isn’t noticing the inverted disturbance signal. The
Philips SJA1000 has following configuration options:

e Sampling Point Position

Time where the signal is taken (50%, 62% or 75%)
o Synchronization Jump Width

Amount of adjustment per synchronization
o Sampling

Single or triple sampling

In Figure 7 the usable gray zone for different sampling
point positions can be seen. As described in 3.2, the syn-
chronization zone and the sampling zone, which is mainly
influenced by the sampling point position, limit the gray
zone.

One exception is the outlier at a sampling point of 50%,
where the inverted signal is in the synchronization zone.
This causes the controller to synchronize to the inverted sig-
nal, if the normal CAN-signal doesn’t provide an edge. The
sampling zone is moved backward, as can be seen in Fig-
ure 8. When the sampling point is set at 50%, the sampling
zone is still in the bit transmission interval. With a setting
of 62% or 75%, respectively, the sampling zone is moved
into the next bit transmission interval and the following bit
is read instead. This effect is boosted by a big Synchroniza-
tion Jump Width.
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The Sampling setting does not have any effect on the
results, because the two additional samples are taken with
equal distance before and after the preset sampling point. If
the sampling point lies on the inverted signal, at least one
of the additional sampling points also lies on the inverted
signal. Therefore, the majority reads the inverted signal.

In summary, the length of the gray zone typically ranges
from 22,5% to 45% of the length of a bit transmission inter-
val. However, only a part of the gray zone can currently be
used for real data transmission, as can be seen in Figure 7.
For our current implementation, there needs to be at least a
delay of 15% from the start of the bit to the transmission of
the high data rate bits. Additionally, when sending random
data too close to the sampling zone, oscillations overshoot
into the sampling zone.

This leaves a usable gray zone of about 15% to 40% of
the length of a bit transmission interval. The bit length at 1
Mbit/s is 1 ps. So, the time for a data transmission ranges
from 150 ns to 400 ns. With the current setup, a bit length
of 25 ns can be used within the gray zone. Therefore, a
maximum of % = 16 bit can be inserted. The used
protocol within the gray zone has one bit overhead. This
leads to a usable transmission rate of 16 times the normal
CAN.

6. Video transmission case study

In order to show the functional correctness and robust-
ness of the CAN+ protocol implementation and to verify the
achievable transmission rate, a video application was imple-
mented that makes it possible to send uncompressed video
data over the CAN bus. Within the described experimen-
tal setting, a video stream taken from a webcam is fed into
one of the two FPGA boards. On the first board, this video
stream is packetized into CAN messages and sent over the
bus. The second board receives and reconstructs the stream.
With the available VGA-interface on the used FPGA board,
the video is displayed on a monitor. Remarkably, videos
from a webcam with 6,25 fps with a resolution of 320x240
grayscale may be transmitted without any errors due to the
presented CAN+ protocol. Notable also that other CAN
nodes may communicate without any interferences together
with nodes using the presented overclocking scheme.

7. Conclusions

In this paper, a new method for enhancing the CAN pro-
tocol so to achieve up to 16x higher data transmission rates
as compared to the conventional CAN standard has been
proposed. This might make it possible to use CAN as the
leading automotive protocol for the next decade. Since the
proposed CAN+ protocol is backwards compatible, a mixed
communication structure is possible, so that applications
with low traffic demand still can use existing CAN technol-
ogy. A prototype has been built to prove the applicability
and to analyze the achievable performance.

At the moment, a very basic test setup has been
used, which doesn’t consider electromagnetic compatibility
(EMC) or any disturbance handling. In future experiments
these aspects will be considered.
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