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Abstract

There is a growing concern about timing errors resulting from de-
sign marginalities and the effects of circuit aging on speed-paths
in logic circuits. This paper presents a low overhead solution for
masking timing errors on speed-paths in logic circuits. Error mask-
ing at the outputs of a logic circuit is achieved by synthesis of a non-
intrusive error-masking circuit that has at least 20% timing slack
over the original logic circuit. The error-masking circuit can also be
used to collect runtime information when the speed-paths are exer-
cised to (i) predict the onset of wearout and (ii) assist in in-system
silicon debug. Simulation results for several benchmark circuits
and modules from the OpenSPARC T1 processor are presented to
illustrate the effectiveness of the proposed solution. 100% mask-
ing of timing errors on all speed-paths within 10% of the critical
path delay is achieved for all circuits with an average area (power)
overhead of 16% (18%).

1. Introduction

It is widely acknowledged that there will be a sharp increase in
hardware failures in scaled CMOS technologies, e.g., [1,2]. Tim-
ing errors resulting from process variability and manufacturing de-
fects in scaled CMOS technologies are an important — and possi-
bly dominant — failure mode that impact hardware reliability. In
addition, long-term degradation effects like hot carrier injection,
electromigration, and negative-bias temperature instability are also
projected to increase timing failures with technology scaling. Tim-
ing errors are most pronounced on critical or near-critical paths,
also called speed-paths, in multi-level control logic modules in in-
tegrated circuits. Control logic, with its irregular, multi-level struc-
ture and significant number of speed-paths is usually the most chal-
lenging part of an integrated circuit (i) to achieve timing closure
on, (ii) to validate and debug during the post-silicon phase, and
(iii) to achieve high fault coverage on during manufacturing test.
The system-level effects of errors resulting from failures in control
logic can be far reaching, especially given the recent trend toward
highly integrated hardware platforms with multi-threaded, parallel
execution environments. These factors motivate the development
of cost-effective solutions to provide online protection to timing
errors on speed-paths in logic circuits.

Conventional techniques for concurrent error detection (CED)
in logic circuits provide good coverage when the stuck-at fault
model is used to evaluate coverage to both transient and permanent
faults [3,4], but they are poorly suited to detect and/or mask timing
errors. This is because the synthesis of CED circuits usually results
in an error detection circuit with a larger critical path delay than the
original circuit, making the error detection circuit more susceptible
to timing errors. Online delay-fault detection techniques based on
monitoring the outputs of the circuit [5—7] and re-sampling val-
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ues of the output [8] suffer from the inability to detect errors due
to late transitions outside the stability checking period determined
during design. Moreover, design effort to pad short paths is neces-
sary to increase the stability checking period [9]. Following tim-
ing error detection, error correction based on the above techniques
incurs a performance penalty when rollback to the last correctly
executed instruction is initiated for re-execution of the instruction
stream. Circuit-level waveform monitoring using guard-bands [10]
and other architecture-level techniques [11-14] have been proposed
to predict or detect slowdown of paths due to wearout or tempera-
ture and voltage variations. The techniques in [10-13] target spe-
cific sources of slowdown — either variations or wearout — but not
both. The technique proposed in [14] cannot detect errors dynam-
ically during runtime, but requires periodic offline stress testing of
the system in order to be effective.

This paper proposes a low cost error-masking solution that speci-
fically targets timing errors on speed-paths in logic circuits. To the
best of our knowledge, this is the first paper that proposes runtime
masking of timing errors. An error-masking circuit is designed to
mask timing errors arising on the application of input patterns that
sensitize speed-paths of the logic circuit. The patterns that sensitize
all speed-paths in the logic circuit are represented using a speed-
path characteristic function (SPCF), and an efficient algorithm to
compute the SPCF based on timing analysis of the logic circuit is
described. The error-masking circuit is synthesized by using the
SPCEF to simplify the Boolean functions of the internal nodes in the
technology-independent representation of the original logic circuit.
By design, the error-masking circuit has at least 20% timing slack
over the original logic circuit and is hence immune to timing er-
rors. The inputs to the error-masking circuit are the inputs of the
logic circuit and errors are masked only at the outputs of the logic
circuit. Error masking is thus non-intrusive, and the critical path
delay of the original circuit is not altered by the addition of the
error-masking circuit.

Simulation results for several benchmark circuits and modules
from the OpenSPARC T1 processor illustrate that 100% masking
of timing errors arising on speed-paths within 10% of the critical
path delay is achieved for all circuits with an average area (power)
overhead of 18% (16%) and an average slack of 57% over the origi-
nal circuit. In addition to masking timing errors, the error-masking
circuit can also be used to log the application of and response to
inputs that sensitize speed-paths. This runtime information can be
used to (i) predict the onset of wearout through periodic analysis
and (ii) assist in in-system silicon debug by expanding trace buffer
windows through selective capture.

This paper is organized as follows. Section 2 motivates the pro-
posed error-masking technique. Section 3 and 4 describe the algo-
rithm for synthesis of the error-masking circuit. Section 5 presents
results for various benchmarks. Section 6 draws conclusions and
summarizes directions for future work.
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Figure 1: Proposed error-masking mechanism

2. Background and motivation

Several techniques have been proposed in literature to achieve
resilience to timing errors arising due to design marginalities, envi-
ronmental variations like temperature and voltage, and aging. Ex-
isting solutions can be broadly classified into techniques that re-
quire (i) logic redundancy or logic restructuring, (ii) output wave-
form monitoring, or (iii) architectural support.

Concurrent error detection is a logic redundancy based technique
that traditionally uses the stuck-at fault model to evaluate and im-
prove coverage to transient and permanent faults, e.g., [3,4,15-17].
However, these techniques are either intrusive, i.e., they require
making modifications to the original circuit, or they result in an
error detection circuit with long critical paths that is more vul-
nerable to timing errors. Although a totally self-checking con-
current delay testing technique was proposed in [18], it is based
on duplication of the original logic circuit and hence vulnerable to
common-mode timing errors. Logic restructuring techniques based
on rewiring [19] and implication [20] transformations have also
been proposed. These techniques target soft error rate reduction
and their coverage of timing errors has not been demonstrated.

One class of waveform monitoring techniques monitor the out-
puts for late transitions that occur after the clock edge. These tech-
niques are limited in their effectiveness since they cannot detect er-
rors due to late transitions outside the monitoring period. Further,
they are intrusive since short paths in the circuit must be padded
to extend the monitoring period. Since such techniques focus on
detecting timing errors, the errors are corrected through rollback
to the last correctly executed instruction followed by re-execution
of the instruction stream, which imposes control overhead and im-
pacts performance. Examples of these techniques include monitor-
ing using a sensing circuit [5-7] and output re-sampling after a cer-
tain delay [5, 8]. Re-sampling techniques also need to address data
path metastability and increased clock energy due to the addition of
an extra latch, which require design effort and overhead [9]. Output
waveform monitoring that provides a guard-band at the outputs be-
fore the clock edge for wearout prediction has also been proposed
in [10]. Since this technique is based on collection of timing data
using sensors, it is specific to prediction of timing errors arising
from gradual slowdown of speed-paths due to aging.

Several architecture-level techniques for resilience to variations
and lifetime reliability, including dynamic on-chip verification [11],
lifetime-reliability tracking based on technology parameters [12],
wearout detection circuitry to predict the onset of wearout [13], pe-
riodic stress testing [14], and on-chip temperature and voltage sen-

sors to predict temperature surges and voltage droop [21] have been
proposed. A major drawback of these techniques is that they either
target only specific sources of timing failures or require periodic
offline stress testing in order to be eftective.

This paper proposes a low cost online error-masking technique
that specifically targets failures arising from timing errors on speed-
paths in logic circuits. To the best of our knowledge, this is the
first paper that proposes a solution for masking timing errors dur-
ing runtime without any rollback. The proposed error-masking so-
lution has several advantages. First, since a timing error is logi-
cally masked, unlike periodic monitoring techniques, the proposed
technique is not restricted to any specific source of variation and
can be used to mask timing errors due to temperature and voltage
variations, aging and wearout related slow down of speed-paths,
and errors arising in early lifetime due to latent defects and de-
sign marginalities. Second, the error-masking circuit is designed
to have at least 20% timing slack over the original circuit. Hence,
the error-masking circuit is immune to timing errors. Finally, by
design, the error-masking circuit is non-intrusive since errors are
masked directly at the primary outputs using a 2-to-1 multiplexer,
Hence, there is a marginal, quantifiable impact on the critical path
delay of the original circuit, which can be easily compensated for
during synthesis.

2.1 Error-masking mechanism

The proposed solution for error-masking is based on synthesiz-
ing a circuit, referred to as the error-masking circuit, that correctly
predicts the outputs of the circuit upon application of inputs that
sensitize the speed-paths of the circuit. The basic mechanism of
the proposed error-masking approach is shown in Fig. 1. The orig-
inal logic circuit has inputs x1, 2, ..., Tn, OUPULS Y1, Y2, ..., Y,
and a critical path delay A. Errors are masked only at the critical
outputs, i.e., outputs at which one or more speed-paths terminate.
In Fig. 1, outputs yx, ..., ym are critical and the error-masking cir-
cuit is used to mask timing errors only at these outputs. For each
critical output y;, £ < ¢ < m, the error-masking circuit produces
two outputs y; and e;. The first output y; predicts the correct value
of y; when a speed-path is sensitized in the fanin cone of y;. The
second output e; is used to indicate that a speed-path is sensitized,
ie., e; is 1 if a speed-path is sensitized to output y;. The logic
for the outputs y; and e; are designed so that y; correctly predicts
y; when e; is 1. Error masking at the output is performed using
a 2-to-1 multiplexer. The indicator output is connected to the se-
lect input, y to the O-input, and y; to the 1-input of the multiplexer.
Thus, when a speed-path is sensitized, the select input (e;) routes



Table 1: Accuracy vs. runtime for computing speed-path characteristic function with different approaches

Node-based Proposed path-based Proposed short-path-
Circuit 1/0 Area approach [22] extension of [22] based approach
Over-approximation Exact Exact
Critical patterns ‘ Runtime (s) | Critical patterns | Runtime (s) | Critical patterns | Runtime (s)

C432 36/7 147 4.4 x 1010 0.82 3.3 x 107 4.96 3.3 x 107 1
C2670 233/140 | 568 9.9 x 1067 1.1 8 x 1096 1.6 8 x 1096 0.58

sparc_ifu_dec | 131/146 | 887 6.4 x 1038 0.01 4.2 x 1031 0.07 4.2 x 1031 0
sparc_ifu_invetl | 173/115 | 442 3.04 x 1063 0.4 3.46 x 1062 0.59 3.46 x 1062 0.32
Isu_stb_ctl 182/169 | 810 6.7 x 1052 0.18 3.8 x 1050 0.36 3.8 x 10%0 0.13

the 1-input (y;) of the multiplexer to the output; otherwise e; is
0 and the multiplexer routes the original output y; to the output.
Note that the error-masking circuit is designed so that it has at least
20% smaller critical path delay than the original circuit. Hence,
the error-masking circuit is itself immune to timing errors on its
speed-paths.

Wearout detection: The error-masking circuit can be used to de-
tect the onset of wearout. As speed-paths slow down due to wearout
and aging, timing errors at the critical outputs yx, ..., Ym start to
increase. With the proposed error-masking circuit in place, these
timing errors will be masked. However, the information that a tim-
ing error occurred, indicated by e;(y; @ ), can be recorded and
analyzed offline periodically. For instance, a high timing error rate
observed during offline analysis can predict the onset of wearout
and the system can be designed to adapt dynamically to reduce the
timing error rate.

Debug information: The error-masking circuit can also assist post-
silicon at-speed in-system debug by guiding selective capture of
debug information in trace buffers. Trace buffers are very useful
because they can be used for real-time at-speed observation of lim-
ited signals during in-system debug [23,24]. However, trace buffers
can only store a limited amount of data in one debug session. To
optimize usage of trace buffers, selective storage of signal values on
only a few suspect clock cycles has been proposed in [25]. Since
errors occur mainly as timing errors on speed-paths, we propose
that the error-masking circuit can provide runtime information to
selectively store debug information. For a critical output y;, the
output e; of the error-masking circuit indicates the application of
an input pattern that sensitizes speed-paths that terminate at y;. By
storing debug information only when y; is vulnerable to timing er-
rors in the trace buffers, the window size of the trace buffers can be
expanded significantly. This runtime identification of the applica-
tion of patterns that sensitize speed-paths also increases the ability
to debug unreproducible bugs.

With this background, we describe the proposed algorithm for
computing the speed-path characteristic function in Sec. 3 and the
synthesis of the error-masking circuit in Sec. 4.

3. Speed-path characteristic function

Consider a technology-mapped circuit C' with primary inputs
Z1, T2, ..., Ty and primary outputs yi, Y2, ..., Ym. For ease of no-
tation and without loss of generality, we will use an output y &€
{y1, Y2, ..., ym } for illustration, although our implementation con-
siders all outputs simultaneously. For a given input pattern I, let y
stabilize to the correct value after a finite non-zero delay A;. The
value of A7 depends on the applied pattern I, gate delays, and cir-
cuit structure. Given a target arrival time at output y, A, pattern [
is a speed-path activation pattern iff Ar > A,.

Definition: The speed-path characteristic function (SPCF) for an
output y, denoted by Xy (x1, x2, ..., Tn, Ay), is the characteristic
function for the set of all speed-path activation patterns. Thus, if
speed-paths within 10% of the critical path delay A are targeted,
Ay = 0.9A. In the rest of this paper, the SPCF at y is denoted
by 3,(A,) for brevity. Traditionally, the SPCF has been used
in timing-driven optimization during logic synthesis [26] and in
variable latency designs [27]. Many algorithms for computing the
SPCF have been proposed in literature. In [27], a path-based al-
gorithm for computation of the exact SPCF was proposed using an
ADD-based timing analysis framework. The ADD-based approach
traverses all paths in a circuit and is hence memory and time inten-
sive, especially when a complex and realistic gate delay model is
used. An over-approximation algorithm that traverses nodes on the
critical paths to compute a super-set of the SPCF, instead of the ex-
act SPCF, was proposed in [28]. Comparing the over-approximated
SPCF, computed using the node-based algorithm presented in [28],
to the exact SPCF indicates that the node-based approach presented
in [28] may lead to large over-approximations of the SPCF for most
circuits [22]. Hence, an extension of the node-based approach to
reduce the over-approximation in the SPCF was presented in [22].

The extended node-based approach of [22] uses arrival and re-
quired time information to mark gates with a negative slack as crit-
ical. Using two functions, the long path activation function and the
short path activation function, both statically and dynamically sen-
sitizable patterns are computed in a single topological pass through
the circuit. The algorithm is node-based because the critical gates
are marked statically, i.e., before the topological pass through the
circuit. Thus, if a gate has more than one fanout and the gate lies
on a critical path only along one fanout, the gate is marked criti-
cal and input patterns that sensitize any path through this gate are
included in the SPCF. Although node-based traversal makes it com-
putationally efficient, the over-approximation in the SPCF arises as
a consequence of node-based traversal, i.e., statically marking crit-
ical gates before the topological pass to compute the SPCE.

Our work extends the node-based algorithm from [22] to a path-
based algorithm that computes the SPCF exactly. In our path-based
approach, gates are not marked as critical based on required and ar-
rival time information. Instead, a gate is marked as critical in the
context of the path on which it lies. This enables the exact com-
putation of the SPCF using a path-based algorithm. However, the
accuracy of the path-based algorithm comes at the cost of compu-
tational complexity. The trade-off between accuracy and runtime
for the node-based approach of [22] and the proposed path-based
approach is illustrated in Table 1. The first 3 columns report the
name, number of inputs and outputs, and area of the circuit. The
SPCF is computed as the set of all patterns that sensitize speed-
paths within 10% of the critical path delay. The number of critical
patterns, i.e., the number of input patterns in the SPCF and the run-



time for computing the set of critical patterns for the node-based
approach [22] and the path-based extension are shown in columns
4 and 5. Note that the set of critical patterns computed using the
node-based approach is always a super-set of the set of critical pat-
terns computed using the proposed path-based approach. However,
the path-based approach is, on average, 3.5 X slower than the node-
based approach.

The computational complexity of the path-based extension of [22]
can be attributed to the path traversals for the computation of the
long path and short path activation functions. In this paper, we
show that the computational complexity can be reduced signifi-
cantly by computing the SPCF based on the short path activation
function only. Consider a gate g with a single output z in a techno-
logy-mapped circuit with inputs 1,2, ..., lk. Let f(l1,l2,...,lx)
denote the Boolean function at z. Let §;; denote the delay of in-
put I; to output z and A, denote the target arrival time at z. Let
3. (A.) denote the complement of the SPCF at z, i.e., &, (A,) is
the set of all input patterns such that the value at z stabilizes before
the target arrival time A .. Let P be the set of all prime implicants
in the on-set and off-set of f. Let L(p) denote the set of literals in
each prime implicant p, where L(p) C {l1,l2,...,; }. The target
arrival time at z is met iff the target arrival time is met for all the
literals in at least one prime implicant in the off-set or on-set of f.

Thus, X, (A.) is given by
T:(A2) = Vaer (ML Zi(A: = 61)) (1)

Eqn. 1 can be used to recursively compute %, for each primary out-
put y of the circuit that contains speed-paths. The runtime for the
proposed path-based algorithm is shown in column 6 of Table 1.
Note that for runtimes that are comparable to the node-based ap-
proach, the proposed algorithm computes the SPCF exactly. The
next section describes a synthesis algorithm for the error-masking
circuit using the SPCF.

4. Synthesis of the error-masking circuit

Given a technology-mapped circuit C' with inputs z1, 2, ..., Tn,
and outputs y1, Y2, ..., Yym. For ease of notation and without loss
of generality, we will use an output y € {y1,y2, ..., Ym } for illus-
tration, although our implementation considers all outputs simul-
taneously. Let X, (A,) denote the SPCF of output y, where A is
the critical path delay for the design. Thus, if the speed-paths in
the top 10% of A are targeted for protection by the error-masking
circuit, then A, is set to 0.9A. Note that if an output has a slack
greater than 0.1A, the output is not critical. The objective of an
error-masking circuit C' is to predict the correct output of C' for
patterns in 3, (A,). For patterns not in 3, (A, ), the circuit C'
need not predict the outputs of circuit C' correctly, i.e., the patterns
not in X, (A,) lie in the input don’t care space for circuit C. Since
the error-masking circuit C' must correctly predict the outputs of
circuit C only on patterns in X (A,), the circuit C' must also indi-
cate when an output is correctly predicted. Thus, for an output y in
circuit C, the error-masking circuit C' produces two outputs: (i) ¥
that predicts the correct value of y and (ii) e that indicates when
the prediction of the error-masking circuit C is correct. The logic
functions for ¢ and e are designed so that e is 1 when a speed-path
is sensitized, i.e., a pattern from the SPCF is applied and ¢ predicts
the correct value of y when e is 1. Although the specifications of 4
and e have a rich input don’t care space to be exploited during syn-
thesis, the Boolean functions of ¢ and e are inter-dependent (since
4 must correctly predict y whenever e is 1) and this makes synthesis
of C' challenging.

The rest of this section describes an algorithm for the synthesis
of the error-masking circuit. The synthesis algorithm exploits the
don’t care space in the specification of circuit C to optimize the
area and delay of C'. Hence, the error-masking circuit C' has a small
area-power overhead (16-18% on average) and greater than 20%
timing slack over the original circuit, as presented in Sec. 5. The
large timing slack ensures that the error-masking circuit is itself
immune to timing errors on its speed-paths. Before presenting the
proposed algorithm for the synthesis of the error-masking circuit
C, we will briefly describe two simple synthesis algorithms along
with their limitations to motivate the proposed synthesis algorithm.

Bottom-up synthesis: The bottom-up approach involves direct syn-
thesis, i.e., two level minimization of the incompletely specified
function, followed by multi-level optimization of the logic for y
and e. Although, this approach can leverage the rich space of don’t
cares in the specification of ¢ and e for optimizing the logic, it is not
scalable to circuits with more than 15-20 inputs. Further, the inter-
dependence of the Boolean functions of ¢ and e makes bottom-up
synthesis even more computationally demanding.

Top-down synthesis: A top-down approach uses circuit C' as a
starting point and simplifies the circuit for synthesizing the logic
for g. This approach has several disadvantages: (i) it is not flexible
because the synthesis is tied to the implementation of circuit C, (ii)
this approach may yield circuits that are susceptible to common-
mode timing failures, since the implementation of circuit C' will be
structurally similar to circuit C, and (iii) since the Boolean func-
tions of y and e are inter-dependent, top-down synthesis from C
may not effectively use the input don’t care space. The top-down
approach — in the extreme case — is based on duplication of the
critical paths of C. This approach is ineffective because the du-
plicated paths will be as susceptible to timing errors as the critical
paths in the original circuit.

4.1 Proposed synthesis algorithm

The technique proposed in this paper uses an intermediate repre-
sentation — in the form of the technology-independent representa-
tion of the original circuit C'— as a starting point for the synthesis
of the error-masking circuit C' . A technology-independent network
is an intermediate representation of a circuit in which the internal
nodes can have complex Boolean functions (with 10-15 inputs).
The main advantage of starting with a technology-independent net-
work is that the don’t care space in the specification of the Boolean
function for the error-masking circuit C' can be exploited effec-
tively to simplify the Boolean expressions of the internal nodes and
thus reduce the overhead of the error-masking circuit C. In addi-
tion, working with a technology-independent representation does
not suffer from the scalability issues of the bottom-up approach de-
scribed above because the Boolean expression of the internal nodes
are limited to 10—15 inputs. We will now describe the technique for
simplification of the technology-independent representation, 7', of
circuit C' to obtain the technology-independent representation, 7',
of the error-masking circuit C'.

Let ¥, (A,) denote the SPCF of an output y of C. Since the
patterns in 3, (A,) are targeted for error masking, 3, (A,) is the
input care-set for the logic cone of y. Let n; be an internal node
in the fanin cone of y in the technology independent network 7'.
Let a1, az, ..., ax be the inputs of n;. In order to predict the out-
put y correctly for input patterns in 3, (A, ), the output of n; must
be correctly predicted for the minterms in the satisfiability-care set
induced by X, (A,) at the inputs of n;. Let so and s1 denote the
satisfiability-care minterms in the off-set and on-set of n;. The
Boolean expression of n; can be simplified to ensure the correct



(b)

Figure 2: (a) 2-bit comparator with two speed-paths, (b) error-
masking circuit for timing errors.

prediction of minterms in sg and s;. Since n; can have up to 10—
15 inputs, the exact computation of the satisfiability-care minterms,
so and s1, is computationally intensive. Hence, we propose a tech-
nique based on eliminating cubes from the sum-of-product (SOP)
expressions of the on-set (n;) and off-set (n;) to obtain reduced
on-set (n?) and reduced off-set (n}) as follows: (i) the cubes in
the SOP are arranged in the ascending order of number of liter-
als, (ii) the essential weight of the j'™ cube, ¢;, is computed with
respect to X, (Ay) as the fraction of input patterns in X (A,) cov-
ered by the ¢; and not covered by ci, ¢z, ..., cj—1, and (iii) cubes
with a non-zero essential weight are selected and other cubes are
discarded. Thus, ng covers all the minterms in so and njl- covers all
minterms in s;. Note that the proposed technique is computation-
ally efficient because it uses a coarser granularity, i.e., the cubes of
the SOP, rather than the individual minterms, to compute the cover.
After generating the covers ng-) and n} the outputs n; and ey, ; for
node n; are given by,

~ _—0 ~ _ 1
nj—nvor n; =mn;
’ ! )

0 1
en; = Nj Ganj

The output e,,; is 1 when an input pattern from X, (A,) is ap-
plied and output 7; predicts the correct value of n; when ey, is
1. Note that e,,; may be 1 for many more minterms apart from the
minterms in X, (A, ). Hence, the Boolean expression for e,,; can
be simplified further by elimination of cubes in its on-set that are
not essential for covering minterms in X, (A, ). The indicator out-
put e, for primary output y is 1 when all internal nodes in the fanin
cone of y predict their outputs correctly. Thus, e, is generated as
a Boolean and of the indicator outputs, e, 50 of all internal nodes
n; in the fanin cone of y. The simplified technology-independent
network 7" is then synthesized, optimized, and mapped to produce
the error-masking circuit C.

4.2 2-bit Comparator

A 2-bit comparator is used to illustrate the proposed error-mask-
ing technique. Consider the 2-bit comparator shown in Figure 2(a)
with inputs ao, a1, bo, b1 and output y. The comparator output, y,
is 0 when the decimal equivalent of the binary number a1 ay is less
than the decimal equivalent of b1 bg. The optimal factored form for
the off-set and on-set of y is,

y = aibi + (ao + bo) (a1 + b1)

(3
Yy = aiby + aobo(ar + b1)

Assuming unit delay for an inverter and a delay of two units for

2-input gates, the critical path delay of the 2-bit comparator is 7.
Suppose all speed-paths within 10% of the critical path delay are
susceptible to timing errors, then A, is 6.3. The speed-paths within
10% of the critical path delay have been highlighted in Fig. 2(a).
The SPCF, Zy (ao, ay, bo, bl, Ay), is

Yy(ao, a1, bo, b1, Ay) = a1 + aob:

The satisfiability care-set induced by Xy (ao, a1, bo, b1, Ay) in the
off-set and on-set of y, represented by s and s1, respectively, is

s0 = aib1 + aobo(ar + b1)
S1 = a_la(ao + %) + @oboaiby

The cubes from Eqn. 3 that are selected to cover all the satisfiability
care minterms, so and sy, are y° = @b, + aobo(at + b1) and
y* = (ao + bo)(a1 + b1). Using y° and y", the Boolean function
for the outputs of the error-masking circuit ¢ and e, as shown in
Eqn. 2 are,

7 =1v" = (ao +bo)(a1 + b1)

C)]
€:y0@91:a70+b0+a71+b1

Note that the error-masking circuit specified by Eqn. 4 covers ex-
tra minterms in addition to the minterms in Xy (ao, a1, bo, b1, Ay).
The Boolean expression for e is simplified further by elimination
of cubes in the on-set that are not essential to cover minterms in
3y (ao, a1, bo, b1, Ay). The simplified Boolean expression for e is

e=a1+ b

This error-masking circuit is shown in Fig. 2(b).

5. Results

This section presents simulation results for the proposed error-
masking technique. The simulations were run on a 64-bit 2.4 GHz
Opteron-based system with 6 GB memory. The benchmark circuits
were synthesized using Synopsys Design Compiler and mapped
with the 1si 10k gate library.

The SPCF was computed for a target arrival time of 0.9A, where
A is the critical path delay of the circuit. Table 2 presents area-
power overhead of the proposed technique. Columns 1-3 report
the name, number of inputs and outputs, and number of gates for
each circuit. Column 4 reports the number of critical primary out-
puts, i.e., primary outputs that contain speed-paths. The number
of input patterns in the SPCF over all critical primary outputs is
reported in column 5. We observed that on average, about 20%
of the primary outputs were critical primary outputs. The slack in
the critical path delay of the error-masking circuit over the original
circuit is reported in column 6. The area and power overhead of
the error-masking circuit is reported in columns 7 and 8. For ev-
ery benchmark circuit, 100% coverage for masking of timing errors
was achieved, i.e., all the input patterns in the SPCF were covered
by the error-masking circuit. The average area (power) overhead
of the error-masking circuit is 16% (18%) and the average timing
slack is 57%.

6. Conclusions

Timing errors resulting from process variability, manufacturing
defects, and long-term degradation effects on logic circuit speed-
paths are an important — and possibly dominant — failure mode
that impact hardware reliability. This paper described the synthesis
of a low-cost error-masking circuit to mask timing errors on speed-
paths in a logic circuit. The error-masking circuit is itself immune



Table 2: Area and power overhead for 100 % masking of timing errors on speed-paths

No. | Critical Critical Slack Overhead
Circuit Vo gates POs minterms (in %) | Area | Power
il 25/16 33 3 5.6 x 10° 30 34 30
cmb 16/4 13 1 4 % 10° 52 26.1 | 19.1
x2 10/7 26 1 16 488 | 119 | 7.4
cu 14/11 26 4 3.6 x 103 60.8 | 625 | 54
too_large 38/3 230 2 87x107 | 445 | 253 | 215
k2 45/45 | 649 8 1.9x10° | 684 | 65 | 104
alu2 10/6 190 2 15 86 4 3
alud 14/8 355 3 4 83.6 | 3.2 2.1
apex4 9/19 973 13 15 78 6.7 | 133
apex6 135/99 | 392 4 2.5%103¢ 563 | 4.7 3.4
frgl 28/3 56 8 2.6x10° 423 33 26
C432 36/7 95 4 3.3x 107 | 67.1 45 40
C880 60/26 180 3 1.2 x 10" | 49.2 35 32
C2670 233/140 | 369 1 8 x 10% 48.7 30 27
sparc_ifu_dec | 131/146 | 556 3 42 x 103 | 225 12 10.5
sparc_ifu_invetl | 212/72 | 312 22 3.5 x 1052 55 18.5 12
sparc_ifu_ifqdp | 882/987 | 1974 | 165 | 8.8 x 10'%7 | 448 | 27.8 | 30.2
sparc_ifu.dcl | 136/94 | 301 6 7.9%10° | 653 12 8
Isu_stb_ctl 182/169 | 506 5 3.8x10°%° | 659 | 98 8.4
sparc_exu_ecl | 572/634 | 1515 | 211 | 1.4x 10" | 754 | 7.8 6.7
| Average - | - | - - | 57 | 18 | 16 |

to timing errors, and can also be used in wearout prediction and
post-silicon debug. Other potential applications of error-masking
circuits, e.g., (i) adaptive speed-up of critical gates using body bias
and (ii) aggressive dynamic voltage scaling by masking timing er-
rors are areas for future research.
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