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Abstract

In this paper we present a novel circuit for the on-line
detection of transient and crosstalk faults affecting the
interconnects of systems implemented using Field
Programmable Gate-Arrays (FPGAs). The proposed
detector features self-checking ability with respect to
faults possibly affecting itself, thus being suitable for
systems with high reliability requirements, like those for
space applications. Compared to alternate solutions, the
proposed circuit requires a significantly lower area
overhead, while implying a comparable, or lower,
impact on system performance. We have verified our
circuit operation and self-checking ability by means of
post-layout simulations.

1. Introduction

Field Programmable Gate Arrays (FPGAs) have
been widely employed for prototyping [1, 2, 3] and low-
volume production, even for space applications [4]. This
mainly because of their low cost, easiness of
implementation and reconfiguration.

Interconnects constitute the largest fraction of the
FPGA area (about the 80%) [5]. With the scaling of
technology, they are becoming very likely to be affected
by Transient Faults (TFs) (generally due to a-particles
or cosmic rays)[6], which may temporarily alter the
voltage value they transfer, thus giving rise to glitches.
In a synchronous system, if the generated glitches reach
the inputs of a functional block (composed by one or
more Configurable Logic Blocks, CLBs), when such
inputs should be stable due to sampling constraints, they
may result in the generation of a soft error, possibly
compromising the global system correct operation.

Beside TFs, the continuous scaling of technology is
making global interconnects very likely to be affected
by Crosstalk Faults (CFs), because of the continuous
increase in the interwire parasitic capacitance and the
way interconnects are scaled down [7, 8]. In fact,
interconnections become ever higher and thinner, and
closer to each other, thus making their coupling
capacitance increase with respect to the substrate
capacitance. This might cause an anomalous increase in
signal propagation delay, making the connected flip-
flops sampling an incorrect voltage value. Therefore,
similarly to TFs, also CFs may make a functional block
generate an incorrect data at the output, possibly
compromising the global system correct operation.
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Of course, making FPGA implemented systems able
to test themselves on-line with respect to TFs and CFs,
and to employ proper recovery techniques is a possible
approach to avoid the, otherwise inevitable, consequent
decrease of system’s reliability.

The problem of testing FPGAs has been largely
addressed in the literature (e.g., [9, 10, 11, 12]).
However, so far, the general problem of testing on-line
FPGA-implemented systems has been addressed only in
[14, 13, 15]. In [13], a synthesis algorithm for the
generation of self-checking combinational -circuits
implemented by means of FPGAs has been proposed.
The derived self-checking implementations allow to
detect also faults affecting the FPGA interconnects. In
[15], an approach for the on-line diagnosis and location
of faults affecting FPGA interconnects has been
presented. However, these works consider only possible
Stuck-At faults (SAs) of the interconnects.

Conversely, a self-checking detector for TFs and CFs
affecting the FPGA interconnects of implemented
synchronous systems has been proposed in [14].
However, this scheme may imply a non negligible area
overhead that, especially for space applications, may
constitute a problem.

In this regard, it should be noted that, in the past,
electronic circuits operating in systems for space
applications have been implemented using rad-hardened
components, in order to reduce the likelihood of TFs.
However, since such components are very expensive
and present a lower performance compared to standard
commercial ones, in the last years their application has
been reduced in favor of non rad-hardened ones [4], for
instance implemented by standard FPGAs.

As for CFs, techniques to reduce their likelihood
have been presented also in [16, 7]. However, they do
not avoid completely the occurrence of CFs and do not
protect the system against possible TFs.

Based on these considerations, in this paper we
present a novel circuit for the on-line detection of TFs
and CFs affecting the FPGA global interconnects.
Compared to the approach in [14], our detecting scheme
requires significantly lower area overhead, while
implying a similar or lower impact on system’s
performance and a comparable self-checking ability
with respect to possible internal faults.

The rest of this paper is organized as follows. In
Section 2, we introduce the proposed self-checking CFs
and TFs detector. In Section 3, we show some of the
results of the post-layout simulations that we have



performed to verify its operation. In Section 4, we
analyze its self-checking ability. In Section 5, we
evaluate its costs and compare them to those of the
previous scheme presented in [14]. Finally, some
conclusive remarks are given in Section 6.

2. The Proposed Detector

We consider, as a reference, the case of Xilinx
FPGAs. For this kind of FPGA, each CLB is composed
of three Look-Up Tables (LUTs). The input LUTs
(hereafter referred to as LUT F and LUT G) can
implement any Boolean function of four inputs. The
cascaded LUT (denoted as LUT H) receives as inputs
the output of LUT F and LUT G, plus another
independent input, and it can implement any Boolean
function of the three input signals [17]. Moreover, each
CLB includes several MUXs and two D flip-
flops/latches with enable, set and reset signals.
However, our detection scheme can be easily employed
for any other FPGA device by means of straightforward
modifications. Moreover, it can be noticed that our
scheme can be applied also to general designs.

In order to detect on-line CFs or TFs affecting the
global interconnects of an FPGA implemented
synchronous system, we have developed a CFs and TFs
Detector (CTD) that is continuously monitoring such
interconnects.

It consists of an internal Detection Cell Array (DCA)
and a Checker (TRC,), as schematically shown in Fig. 1.
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Fig. 1. Schematic representation of the proposed CFs
and TFs Detector (CTD).

DI-Dn denote the monitored FPGA interconnects.
We suppose that they are given to the inputs of a
synchronous block through CLB internal flip-flops.
Consequently, they should present a stable logic value
at the flip-flops’ sampling instants. D} (Data Valid) is a
signal that we assume equal to 1 in the time intervals
during which D/-Dn should be stable in the fault-free
case. We assume that such a signal is available within
the considered system. Otherwise, it could be properly
generated on the basis of system timing analysis.

RES is an external signal to be set to the high logic
value in order to possibly start again the CTD operation
after the detection of a TF or CF. It could also be set by
our detector automatically, with a given delay
(depending on the possibly adopted recovery technique)
with respect to detection accomplishment.

The 2n outputs of the DCA, Eij (i=1, ..., n; j=1, 2),
are encoded by means of a two-rail code. In case of a

fault affecting the interconnect line Di, Eil and Ei2 will
not belong to the two-rail code. This error indication is
maintained until reset (i.e., RES=1).

The outputs of the DCA are then checked by means
of an n-variable two-rail code checker (TRC, in Fig. 1).
As an example, it can be implemented as a tree of 2-
variable TRCs, as introduced in [18]. It gives to its
output the signal ERRI and ERR?. In the fault-free case,
ERRI and ERR?2 are two-rail encoded, while they are
not in the case of CFs or TFs affecting the monitored
interconnects.

As discussed later on, we designed the DCA and
TRC, in order to guarantee that a non codeword is
produced at the output of the CTD, also in case of faults
affecting the DCA or the TRC,,.

More in details, the DCA consists of n basic cells,
each connected to a monitored interconnect. Each cell is
able to detect on-line undesired transitions (due to TFs
or CFs) on the monitored interconnect, occurring in the
time intervals during which it should be stable in the
fault-free case (i.e., when DV = [). This way our
detector can detect CFs and TFs affecting up to all the
monitored interconnects (D1-Dn).

The internal structure of each basic cell is shown in
Fig. 2. FFDi denotes a D flip-flop triggered on the
rising edge of DV. LDi denotes a D latch that is
transparent when DV=/, and that latches the input
datum Di on the falling edge of DV
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Fig. 2. Internal structure of a basic cell of the
Detection Cell Array of our CTD.

In order to guarantee that each cell gives a two-rail
codeword on Ei/ and Ei2 at the beginning of operation,
it must be initialized by applying a logic 1 on the RES
signal. This produces a logic 0 at the outputs of both
FFDi and LDi, so that Eil = 1 and FEi2 = 0 for all i,
independently of the logic value of DV. As a
consequence, the outputs of both XORi/ and XORi2
present a logic 1. This way, the signal DV acts as clock
signal for both FFDi (DV; in Fig. 2) and LDi (DV;.p
in Fig. 2). An analogous procedure has to be carried on
when we want to start again the operation of the CTD
after the generation of an error message.

During normal operation, the monitored interconnect
Di is sampled by FFDi and its complementary logic
value is transferred through INVil to Eil (Fig. 2) at
every rising edge of DV. Instead, LDi (Fig. 2) is



transparent when DV=], and transfers to its output Ei2
the value of the monitored interconnect Di at each
falling edge of DV. This way, if Di remains constant
when DV=I, the outputs FEi/ and FEi2 are two-rail
encoded and no error indication is generated.

Conversely, if a delayed transition occurs, or a glitch
affects the monitored interconnect Di when DV=1, the
latch (which is still transparent) changes the value of
Ei2 to the logic value opposite to that sampled by FFDi
(that is Eil in Fig. 2). Therefore, in this case, an error
indication is generated (i.e., Ei/ and Ei2 are no longer
two-rail encoded). Moreover, since Eil=Fi2, both
XORil and XORi2 produce a logic 0 at their outputs,
thus giving a logic 0 also at the outputs of ANDi/ and
AND:2. Consequently, DV and DV p remain at a low
logic value independently of the DV signal, thus
maintaining the error indication until reset.

As an example, Fig. 3 shows the FPGA
implementation of our detector for the case of 2
monitored interconnects. The combinational logic of
each basic cell (Fig. 2) is implemented by means of the
LUT G and F of a single CLB (LUTs Gpca; and Fpca;
for DCA;, and LUTs Gpca, and Fpcay for DCA; in Fig.
3). As for the two memory elements within each CLB,
the considered FPGA allows to drive them only with
one clock signal. Thus, since the clock signals for FFDi
and LDi of a same basic cell are different (i.e., DVigp
and DV, p in Fig. 2), one of the memory elements of the
basic cell must be placed into an additional CLB.
However, this does not imply an increase in the total
area required by our detector. In fact, observing the
implementation of the TRC, in Fig. 3, we can see that it
uses only the LUT F and G of a CLB (LUTs Grrc, and
Frrep in Fig. 3). This allows us to map the second
memory element of one basic cell into the CLB used by
the TRC, (Fig. 3).

Similarly for the general case of n monitored
interconnects. In fact, the considered TRC, uses (n-1) 2-
variable TRCs (TRC,s), structured as a binary tree with
log>(n) levels [18]. Each TRC, is mapped on the LUT F
and G of the same CLB, leaving unused 2 memory
elements. We can employ these unused memory
elements to map the second memory element of each
DCA cell. In particular, we employ (n-/) memory
elements from the (n-1) TRC, CLBs and an additional
CLB to implement the secondary memory elements of
the n basic cells of the DCA. It is worth noticing that if
we had employed Altera FPGAs, since they allow to use
different clocks within a single basic logic block, a
better optimization in terms of area overhead could have
been achieved [19].

3. Verification of our Detector Behavior

We have verified the behavior of our detector by
means of post-layout simulations. As an example, we
have implemented our scheme by means of the Xilinx
ISE tool. In particular, we have considered the case of a
Xilinx Spartan XCS30XL FPGA.

Fig. 4(a) and 4(b) show some of the results of the

post-layout simulations of a basic cell. We have
considered that the rising edge of DV is anticipated with
respect to the rising edge of the system clock (CK) by a
time chosen accordingly to the sampling constraints of
the blocks connected to the interconnects.
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Fig. 3. Schematic of the internal structure of the
FPGA implemented detector for the case of 2
monitored interconnects.

Initially, the circuit is reseted by making RES=1.
Then at time 0 RES=0, and the circuit starts its normal
operation.

Fig. 4(a) shows the results of a post-layout
simulation of a basic cell implemented by means of our
proposed circuit (Fig. 2) in the case of a delay (due to a
CF) affecting the interconnect Di at time ¢/ (Fig. 4(a)),
when DV=1. As can be seen, an error indication is
generated on the outputs Fi/ and FEi2, that remains
latched until reset at time 2. Similarly, in Fig. 4(b), an
error indication is produced on Ei/ and Ei2 because of a
TF affecting the same interconnect Di at time ¢/. The
error indication remains latched until reset at 2.
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Fig. 4. Post-layout simulation waveforms obtained
considering a basic cell in the case of: (a) a delayed
transition (due to a CF) of the interconnect Di
occurring at the instant #/; and (b) a glitch affecting
the interconnect Di at the instant ¢/.



In both figures, we can see that, before the delayed
transition or the glitch affecting the monitored
interconnect Di, Eil and Ei2 present complementary
logic values (as stated in Section 3).

4. Self-Checking Ability

Let us discuss the self-checking ability of our CTD
with respect to its possible internal faults. As usual for
self-checking circuits, we assume that faults occur one
at a time and that the time elapsing between two
following faults is long enough to allow the application
of all possible input code words [21].

We have considered the following realistic set of
possible internal faults for FPGA implemented devices
[22]: 1) all possible stuck-ats (SAs) affecting the input
lines of the DCA; 2) all possible SAs affecting the
internal lines of the DCA; 3) all possible SAs affecting
the output lines of the DCA; 4) transient faults (TFs) and
crosstalk faults (CFs) affecting the input lines of the
DCA; 5) TFs affecting the internal lines of the DCA; 6)
TFs affecting the output lines of the DCA; 7) all
possible SAs affecting the input lines of the 7RCn; 8) all
possible SAs affecting the internal lines of the TRCn; 9)
all possible SAs affecting the output lines of the 7TRCn;
10) TFs affecting the input lines of the TRCn; 11) TFs
affecting the internal lines of the TRCrn; 12) TFs
affecting the output lines of the TRChn.

It should be noted that CFs affecting the CTD internal
lines have been not considered, since CFs are not likely
for local interconnects. As for the CF between the CTD
two outputs, it should be avoided by proper routing of
the ERR1 and ERR2 lines.

As for faults possibly affecting signals DV and RES,
we have assumed that they are properly checked using
specific detectors, for instance of the kind in [23].

We have analyzed the effects of all considered faults
by means of post-layout simulations. We have verified
that the Detection Cell Array of our detector is Totally
Self-Checking (TSC) [18] or Strongly Fault Secure
(SFS) [21] with respect to all the considered faults,
while the checker is TSC or Strongly Code Disjoint
(SCD) [24].

Faults of kind 1) correspond to SAO or SAl
affecting the monitored interconnect Di. These faults
produce a non code word on Eil and Ei2 by design
(Section 2), thus an error indication at the output of our
CTD. This error indication remains latched until our
detector is reseted (RES=1). Therefore, the DCA is TSC
with respect to faults of kind 1).

Faults of kind 2) correspond to SAO0 or SAl
affecting lines DVigr and DV p (Fig. 2).

Consider now SAO or SA1 affecting DVigr, that is
the clock of FFDi. They prevent FFDi from sampling
the signal on the monitored line Di. This way, Eil will
be always set at a logic 1, due to the initial reset of
FFDi (Fig. 2). Therefore, when the latch LDi samples
(when DV=1) a logic 1 on Di, the non code word Eil=
Ei2 = 1 is generated and then an error indication is
produced by our CTD. This error message remains

latched until our detector is reseted. Therefore, the DCA
is TSC with respect to SAO or SA1 affecting DVigr.

As for SAQ affecting DV, p, it produces a constant 0
on the clock signal of latch LDi, independently of the
DV signal. Therefore, LDi, which is transparent when
its clock is set at 1, will never sample the signal on its
monitored line Di, and Ei2 will be always at 0. Thus,
when (at the rising edge of DV) FFDi samples a 1 on
the Di, a non code word is generated on Eil and Ei2,
and then an error indication is provided by our CTD. As
in the previous case, this error indication remains
latched until our detector is reseted. Therefore, the DCA
is TSC with respect to SAQ affecting DV; p.

SA1 faults affecting DV; p produce a constant 1 on
the clock signal of LDi, independently of the DV signal.
As a consequence, LDi will be always transparent
giving as output the signal on the monitored
interconnect Di. Thus, when DV=0 and Di changes, a
non codeword will be produced on Eil and Ei2. This
error indication gives a logic 0 on DV, preventing
FFDi from sampling on the following rising edge of DV
after the error detection. This way, the error indication
is maintained for at least one system’s clock period,
making the DCA fulfill the TSC property with respect to
SA1 affecting DV p. In order to maintain latched this
error indication until reset (if required), an error
indicator, for instance of the kind in [25], can be
connected at the output of our CTD.

We have verified that the DCA of our detector is TSC
with respect to faults of kind 2).

Faults of kind 3) correspond to SAO or SA1 affecting
the lines Eil and Ei2 of the basic cells (Fig. 2). Since
these signals assume complementary logic values in the
fault-free case, these faults, when activated, produce a
non code word on Eil and Ei2, and thus an error
indication at the output of our CTD, which remains
latched until our detector is reseted. Therefore, the DCA
is TSC with respect to faults of kind 3).

Faults of kind 4) are TFs and CFs affecting the
monitored interconnect Di. They produce an error
indication on ERR1 and ERR2 by design (Section 2).
Thus, the DCA is TSC with respect to faults of kind 4).

Faults of kind 5) correspond to TFs and CFs
affecting the lines DV and DV p. These faults,
depending on their duration, may propagate through the
LUT F and G implementing the combinational logic of
the basic cells composing the DCA. In this case,
similarly to the case of faults of kind 3), they produce an
error indication at the output of the CTD. If these faults
do not propagate through the LUTs of the basic cells,
they do not produce an error indication at the output of
our detector. However, we have verified that, when this
is the case, our scheme behaves as if it were fault-free.
In addition, if following faults belonging to the
considered set occur, the DCA either gives an output
error message, or behaves as if it were fault-free. This
holds true for all possible sequences of faults in the
considered set. Therefore, our DCA is SFS with respect
to faults of kind 5). Of course, the detector also
maintains its ability to detect the occurrence of CFs or



TFs possibly affecting its monitored line Di.

Faults of kind 6) correspond to TFs affecting lines
Eil and Ei2 of the DCA. Considerations similar to those
for faults of kind 5) hold true. Therefore, our DCA is
SFS also with respect to faults of kind 6).

Therefore, we conclude that the DCA of our CTD is
TSC or SFS with respect to the set of considered faults.

Faults of kind 7) are the same as faults of kind 3).
Therefore, our detector is TSC with respect to faults of
kind 7).

As for faults of kind 8) and 9), similar considerations
to those for faults of kind 7) hold true. Therefore, the
TRCn is TSC with respect to faults of kind 8) and 9).

Faults of kind 9) correspond to SAO or SAl
affecting the signals ERR1 and ERR2. Therefore, when
activated, these faults produce an error indication at the
output of our detector. Thus, the TRCn is TSC with
respect to this kind of faults.

Faults of kind 10) correspond to TFs affecting the
inputs of the TRCn. Depending on the fault duration, the
checker may, or may not, provide an output error
message. As for the faults which do not result in an
error message, we have verified that, if they are
followed by other faults of the considered set, the
checker either gives an output error message, or behaves
as if it were fault-free. This holds true for all possible
sequence of internal faults in the considered set.
Therefore, the checker is SCD with respect to faults of
kind 10). It should be noted that, of course, our CTD
maintains its ability to detect the occurrence of CFs or
TFs affecting the monitored lines.

As for faults of kind 11) and 12), similar
considerations to those for faults of kind 10) hold true.

Therefore, we can conclude that the TRCn of our
detector is TSC or SCD with respect to the set of
considered faults.

5. Costs

We have evaluated the costs of our proposed detector
in terms of area overhead and impact on system
performance (input-output delay). We have compared
our solution to the self-checking one presented in [14].

As for the area overhead, we have roughly estimated
it in terms of the total number of required CLBs. As for
the DCA, as previously stated, for each basic cell, our
scheme requires 1 CLB to map its combinational logic
and one of its two memory elements (i.e., either FFDi
or LDi in Fig. 2). As for the second memory element, it
can be mapped into the unused memory elements of the
CLBs implementing the checker (Fig. 3). Thus, for n
monitored interconnects, our detector requires: i) n
CLBs to map the combinational logic and 1 of the 2
memory elements of the n DCA; ii) (n-1) CLBs to map
the output TRC and (n-1) of the remaining n» memory
elements of the n DCA; and iii) 1 CLB to map the
remaining memory element of the DCA. Therefore, the
total area occupation of our CTD is: Agyr=2n CLBs.

As for the cost in terms of impact on system
performance, the input-output delay of our detector (d)

is given by the sum of the delays of its DCA and
connected TRCn.

As for the delay of the Detection Cell Array (dpcy ),
it is given by the flip-flop/latch propagation delay from
the input D to the output Q, plus the propagation delay
of a 4-input LUT: dpcy = 74+ Tpur = 1.5ns [20] for the
considered FPGA. As for the propagation delay of the
TRCn (drrc), we should consider that, for a n-variable
TRC, the number of levels of the binary tree is log,(n).
Since the delay of each TRC level corresponds to the
delay of an FPGA LUT, the total delay for a n-variable
TRC is given by: drpc=log:(n) T yr, where T yr = Ins
[20] is the propagation delay of a 4-input LUT of the
considered FPGA. Consequently, the total delay of our
CTD iS: dOUR = dDCA+ dTRC = qu + TLUT (] +log2(n)).

We have performed a comparison in terms of area
occupation and impact on system’s performance
between our proposed detector and that in [14]. The
obtained results are reported in Tab. 1 for n =16, 32, 64
and 128. The table shows the reductions in terms of area
(calculated as A4(%)= (A;14 - Aour) / Ap14 ) and delay
(calculated as Ad(%)= (d;14 - dour) / dj147) allowed by
the solution proposed here.

Tab. 1. Area occupation, propagation delay and their
relative reductions achievable by our detector over
that in [14].

Area (# of CLB) Propagation delay (ns)
Apg | Aour | A4 driy | dour Ad

N

16 47 32 | 321% | 5.7 55 3.5%

32 95 64 | 32.6% | 6.7 6.5 3%

64 | 191 | 128 | 329% | 7.7 75 | 2.6%

128 | 383 | 256 | 33% 8.7 8.5 2%

From Tab. 1 we can see that our detector allows a
reduction in area greater than the 32% for all considered
cases, a feature particularly important for several
applications, like the space ones. In particular, this
reduction approaches the 33.3% for n—o0. Of course,
the overhead of the proposed technique and that in [14]
with respect to the system being implemented, depends
on the complexity of this latter. In particular, it
increases proportionally with the number of monitored
interconnects.

Instead, the reduction in the propagation delay
allowed by our detector decreases as n increases, and
the propagation delay of both schemes become equal for
n—»e,

As previously discussed, in order not to risk to lose
any error indication due to faults affecting the Detection
Cell Array or Checker itself, both the solution proposed
here and that in [14] may require the connection of an
output error indicator. As an example, for both
solutions, we have considered an error indication of the
kind presented in [25].

In this case, our scheme as well as the solution in
[14], require an additional CLB at the output of the TRC



in order to implement the error indicator [25]. However,
the total area occupation of our CTD is the same as in
the previous case (i.e., without the output error
indicator). This because of in our detector, the output
TRC implementing the error indicator is mapped in the
extra CLB required to map the remaining DCA memory
element. Therefore, the area occupation of our CTD for
n monitored interconnects is: Apyr g = 2n CLBs.

Similarly, the input-output delay of our detector, as
well as that of [14], increase by the delay of one 4-input
LUT. Consequently, the total delay of our proposed
detector becomes: doyr = 7aq T Trur (2+ loga(n)).

The costs of our detector and that in [14], including
the error indicator at their outputs, are reported in Tab.
2. The table also shows the reductions in terms of area
and delay allowed by our proposed detector.

Tab. 2. Area occupation, propagation delay and their
relative reductions achievable by our detector over
that in [14], assuming an error indication of the kind
in [25] connected to their outputs.

Area (# of CLB) Propagation delay (ns)

N

Ay er Aouvr 1 | A4 |dpg g |dour g1 | Ad
16 48 32 33.3% | 6.7 6.5 3%
32 96 64 333% | 7.7 7.5 [2.6%
64 | 192 128 [33.3% | 8.7 85 2.3%
128 | 384 256  133.3% | 9.7 9.5 2%

It is worth noticing that the advantages in terms of
area occupation and delay of our detector over that in
[14] change negligibly with respect to those reported in
Tab. 1. In particular, from Tab. 2 we can observe that
our detector allows a constant reduction of area of the
33.3%, for any number of monitored interconnects. As
for the reduction in the propagation delay, it decreases
as n increases, and again the propagation delay of both
compared schemes become equal for n—c.

6. Conclusions

We have presented a novel circuit for the on-line
detection of CFs and TFs affecting the interconnects of
synchronous systems implemented using FPGAs.

We have shown that our proposed CF and TF
Detector features self-checking ability with respect to
faults possibly affecting itself, thus being suitable for
systems with high reliability requirements, like those for
space applications.

We have verified the correct operation of our circuit,
as well as its self-checking ability, by means of post-
layout simulations.

Compared to previous, alternate solutions, the
detector proposed here allows a significant reduction of
area overhead, while implying a comparable or lower
impact on system performance.
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