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Abstract—The success of post-silicon validation is limited by
the low observability of the signals on the chip under debug. Trace
buffers are used to enhance visibility of a subset of the internal
signals during the chip’s operation. These trace signals can be
selected statically, i.e. the same trace signals are used through
an entire debugging run, or dynamically where a different set
of signals can be used in different parts of a debugging run.
The focus of this work is on dynamic trace signal selection. Our
technique uses machine learning for classification of different
groups of inputs that are likely to trigger different faults, and
a linear programming based optimization method for selecting
the different sets of trace signals for different combinations of
inputs and states. In contrast to existing methods, this technique
is applicable to both transient and permanent faults.

I[. INTRODUCTION

The goal of Post-Silicon Validation is to find bugs in
manufactured prototype chips. In post-silicon validation, the
debugging run can execute long tests at speed. However, the
limited observability in the post-silicon setting hinders the
debugging process. Improving the observability of a silicon
chip is critical for the effectiveness of silicon debug [5].

To address the observability issue, trace buffers are used
to obtain the circuit’s internal status for a number (typically
thousands) of cycles without interrupting the chip’s test run [1].
However, due to the limited space for trace buffers, only a
small portion of the circuit’s internal register values can be
recorded by trace buffers. Therefore, it is important to select
good trace signals to facilitate the debugging process.

There are two main types of trace signal selection tech-
niques: static and dynamic trace signal selection. Due to the
limited size of trace buffers, only a limited number of signals
can be traced at a time. Static trace signal selection uses the
same set of traced signals through the entire debugging run.
In contrast, dynamic trace signal selection allows different
groups of trace signals, which are called trace groups, to be
chosen at different cycles in a single run. Because the trace
groups are usually selected through multiplexers, dynamic
trace signal selection is also referred to as multiplexed trace
signal selection [2]. Due to its flexibility in tracing more
signals in different time frames, dynamic trace signal selection
outperforms static trace signal selection in many scenarios. The
focus of this work is on dynamic trace signal selection.

A permanent fault is one that occurs in all cycles during
circuit operation. Such a fault is considered detected if it is
detected in any cycle during the execution. A transient fault,
in contrast, is only activated in some specific cycles. Capturing
such a fault during the test run is more challenging. Our goal
in this work is to optimize transient fault coverage, while
maintaining high permanent fault coverage.

Our approach makes the following contributions:

(i) We propose a novel dynamic trace signal selection
approach based on Machine Learning and Integer Linear
Programming (ILP). Higher coverage is achieved by using
tailored trace signals for different inputs and state values
during a debug run. Our approach can capture 5% more
permanent faults and 18% more transient faults, compared with
an existing competing dynamic approach. (ii) In our dynamic
approach, the number of groups is adjustable to provide debug
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Fig. 1: Example circuit under debug

flexibility. (iii) Our algorithm works on the gate level design.
No extra high level insight, e.g., the error zones and activation
regions as in [2], is needed. (iv) Our approach is scalable and
is able to analyze circuits with tens of thousands of gates.

II. PRELIMINARIES

In a sequential circuit, the outputs depend on both the input
signals and the state in the registers rq, ..., r;, whose outputs
and inputs are connected via a combinational circuit C. The
values of all nodes in C' at a particular cycle ¢ is determined
by the primary inputs and register values at ¢. We define these
values as the in-state v;. Similarly, the out-state consists of
the output signals and the register values when cycle ¢ ends.

A. Permanent and Transient Fault Coverage

A fault in the sequential circuit is modeled as a bit-flip
(negation of a signal) on a node for one or multiple cycles dur-
ing its execution. For a permanent fault, the bit-flip may occur
in many cycles on a particular node. For a fransient fault,
the bit-flip may only occur once during execution. A fault
triggered by an in-state v, is a bit-flip which can propagate to
the out-states given the values of v,. Consider a set of in-states
V, a fault is triggered by V if any in-state in V' can trigger
this fault. A triggered region of v; (or V) is the set of nodes
on which faults can be triggered by v, (or V respectively).
They are annotated as ¢r(v;) (or ¢tr(V)). In Figure 1, given an
in-state v9 = {ig — 0,41 — 0,A — 0, B — 0,C — 0}, the
triggered region is tr(vg) = {B, go, 91, 92, g3 }-

Given a particular in-state v;, we denote the property of
fault propagation by a function P(f,r,v:). It is set to be 1
if a fault on node f can propagate to a register r under v;.
Otherwise it is 0. A fault on f is covered by the selected
trace signals under v, if the fault can propagate to any of the
selected trace signals under v; . This property is described as
C(f,ve) = V,eseectea P(fi7,v¢), where selected is the set
of selected trace signals.

Suppose V' is a set of in-states. We define P(f,r,V) =
Vo, ev P(f,r00), that is, P(f,r,V) is 1 if a fault on f
can propagate to a register r under any in-state of V.
Similarly, a fault f is covered by the trace signals under
V if the fault can propagate to any selected trace sig-
nals under any in-state of V. This property is described as
C(f,V) =V eserectea P(f57, V), or equivalently, C'(f,V) =
V., ev C(f;vi). Note that a fault that is covered under an in-
state must be triggered by the in-state. However, a triggered
fault is not necessarily covered. Given the selected (either
statically or dynamically) trace signals and a set V' with |V
in-states, there are two types of metrics to consider:

(1) Suppose V' is the set of all possible in-states during
debugging. A permanent fault f is covered if C(f, V) = 1. The
permanent fault coverage is the ratio of covered permanent
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faults under V' divided by all possible permanent faults:

Z fEN C(f ’ V)
c=""—"=_"" ° 1
pf ] ()
(ii) To ensure that a transient fault on node f at cycle
t is detected, the corresponding C(f,v;) must be 1. Since
there are |N| possible locations for f and |V possible in-
states, all possible transient faults are covered only when
Yovev 2open C(f,v0) = |V| x |N|, The transient fault
coverage is defined as the the ratio of covered transient faults
under every in-state v; divided by all possible transient faults:

tfe— thEV ZfeN C(fvvt) ?)
V] > |N]
Our goal is to optimize the transient fault coverage, while

maintaining a high permanent fault coverage, in other words,
maximizing (2) and maintaining high value for (1).

B. Supervised and Unsupervised Machine Learning

Machine learning is extensively used in many applications
in computer science. One typical task of machine learning is
to predict the labels of samples by building a statistical model
from the features of the samples. Depending on whether train-
ing instances with pre-determined labels are available, machine
learning algorithms can be categorized as supervised learning
(classification) or unsupervised learning (clustering).

Recently, machine learning techniques have been explored
in hardware verification [4]. Trace signal selection also fits well
as a machine learning application in the sense that there is a
large amount of data to be classified for a circuit with many
in-states. In our novel approach, an unsupervised learning
algorithm is used to cluster those in-states into different groups
(as labels) by different triggered regions (as features). Those
grouped in-states (as labeled features) are further utilized as
the training data set for another supervised learning algorithm
to predict the group label of a new in-state during a debug run.
In our experiment the K-means clustering technique is used
for the unsupervised learning, while decision tree learning is
applied as the supervised learning algorithm for the ease of
implementing the multiplexer tree in hardware for trace signal
selection.

III.DYNAMIC APPROACH TO OPTIMIZE PERMANENT AND
TRANSIENT FAULT COVERAGE

As proposed in [8], error transmission matrices (ETM)
represent how faults propagate under different in-states.

A. Optimizing Permanent & Transient Fault Coverage Using
Integer Linear Programming

Example 1. Let us work on the sequential circuit in Figure 1.
Suppose the number of selected trace signals is restricted to
be one. Let us consider three in-states from the set V:
vg = {ip + 0,44 — 0,A— 0,B — 0,C — 0}
vp={ip—1,i1—»1,A—~1,B—1,Cw— 1} 3)
vo={ig—> 1,41~ 0,A—~1,B—0,C+— 1}

Figures 2a, 2b and 2c illustrate the three ETMs correspond-
ing to vg, v; and ve. Each row in an ETM represents an
injected fault and each column represents a register. Each entry
of the matrix is the corresponding fault propagation function
P(f,r,v). For example, the entry of row 7 column 3 of
Figure 2a is 1, since a fault on g; is able to propagate to
register C given the in-state vp. A * sign annotating a row
indicates that the particular fault is triggered.

A cumulative ETM can be built for V' as shown in
Figure 2d. In this new ETM, each entry is set to be P(f,r, V)
instead of P(f,r,v:), to represent whether a particular per-
manent fault is able to propagate to a particular register with
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A B C A B C
(io,v0) T 0 0 0 7 *(i0,v1) 1 0 0
(i1, v0) 0 0 0 (i1, v1) 0 0 0
(A, v0) 0 0 0 *(A,v1) 1 1 0
*(B, vo) 0 0 1 *(B,v1) 1 1 o0
(C,vo) 0 0o 0 (C,v1) 0 0 0
*(go, v0) 0 0 1 (g0, v1) 0 0 0
*(g1,v0) 0 0 1 *(g1,v1) 0 0 1
*(g2,v0) 0 1 0 *(g2,v1) 1 1 0
*(gs,v0) L 10 0 ] *(gs, v1) 0 0
(a) Distributed ETM of vg (b) Distributed ETM of vy
A B C A B C
(io,v2) T 0 0 0 1 io 10 0
*(i1, v2) 0 0 1 iy 0 0 1
(A, v2) 0 0 0 A 1 1 0
*(B, v) 111 B 111
(C,v2) 0 0 0 C 0 0 0
*(g0, v2) 0 0 1 2o 0o 0 1
*(g1,v2) 0 0 1 g1 0 0 1
*(g2,v2) 1 0 g2 11 0
*(gs,v2) L 1 0 0 g3 1 0 0

(c) Distributed ETM of v2 (d) Cumulative ETM of vg, vy, va

Fig. 2: Fault propagation prepresented in ETMs

VfeEN, C(f,V) € {0,1}
Sa,Ss,Sc € {0,1}
SA+Sg+Sc=1
Vf €N,
P(f, A, V)Sa+

P(f, B, v>sB+} >C(f,V)
P(f,C,V)Sc

max: 3. C(f, V)

Vf e N, C(f,V) e {0,1}
Sa,Ss,Sc € {0,1}
SA+Sg+Sc=1
VfEN,
P(f, A, V)Sa+

P(f, B, V)SB+} >C(f,V)
P(f,C,V)Sc

max: 3 .oy a(f)C(f,v1)

(a) Optimizing permanent fault coverage (b) Optimizing transient fault coverage

Fig. 3: ILP problem for optimizing fault coverage

respect to a set of in-states in V. To distinguish the original
ETMs from this cumulative ETM, the original ETMs are called
distributed ETMs in this paper.

The ILP formulation of selecting an optimized trace signal
in order to maximize permanent fault coverage is shown
in Figure 3. Each variable C(f,V) represents whether the
corresponding fault is covered under V, given the trace signal
selection. Consequently, the objective is to maximize the sum
> ten C(f, V), which provides the permanent fault coverage.
Whether an error is captured in a register depends on the
selected register. In our example, we restrict the trace buffer
to only one register; accordingly, Sa + Sg + Sc = 1. Finally,
each row in the transmission matrix determines which errors
can be captured. The values of P(f,r, V) can be obtained
from the cumulative ETM in Figure 2d. By solving this ILP
problem, we obtain the optimized trace signal as A.

Although the trace signal A is optimized for permanent
fault coverage in Example 1, it does not result in the best cover-
age for all in-states separately. A more challenging problem is
selecting trace signals to enhance both transient fault coverage
and permanent fault coverage. We propose a novel trace signal
selection approach to maximize transient fault coverage, while
maintaining a high permanent fault coverage.

For the same three in-states in V, let us consider the
problem of optimizing transient fault coverage, that is, to
maximize >, oy > ¢cn C(f,v:) in Equation 2. A compre-
hensive ILP formulation of optimizing transient fault coverage
in Equation 2 is based on the distributed ETMs. However,
the total number of rows in these ETMs is |[N| x |V| and
thus at least |[N| x |V| variables are to be optimized in
the corresponding ILP. Even for a circuit with thousands of
gates fed by thousands of in-states, the number of variables
generated in the resulting optimization problem is beyond
the capacity of modern optimization solvers. The following
theorem provides an approximate solution for maximizing
transient fault coverage by using a single cumulative ETM.
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A B C A B C
(io, V1) 0 0 0 *(io, V2) 1 0 0
*(i1, V1) 0o 0 1 (i1, V) o 0 0
(A, V1) 0 0 0 *(A, Va) 1 1 0
*(B, V1) 1 1 1 *(B, Va) 1 1 0
(C, V1) 0 0 0 (C, Va) 0 0 0
*(go, V1) 0o 0 1 (g0, Va) 0 0 o0
*(g1, V1) 0 0 1 *(g1, V2) 0 0 1
*(g2, V1) 1 1 0 *(g2, V2) 1 1 0
*(gs, V1) 10 0 *(gs, V2) oo

(a) ETM of group Vi = {vg,v2} (b) ETM of group Vo = {v1}

Fig. 4: Cumulative ETMs grouped by trigger regions
Theorem 1. The upper-bound of the transient fault coverage

DV ZfeN C(f,vt) is ZfeN a(f)C(f, V), where o(f) is

the number of in-states, by which f gets triggered in V.

Proof: A transient fault can only be covered
by v if it is triggered by v;. We can obtain
2ovev 2pen Cfsvr) » 2y Zfetr(m) C(f,vt).
From Section II, we have C(f,V) =/, i C(f,v¢). Thus,
for every v, € V, we have C(f,v,) < C(f,V). Further,
thev ZfeN C(fv Ut) <
ZfeN a(f)C(f, V)

Intuitively, the parameter « can be regarded as the weight
of each node in the circuit. A higher weight indicates that a
fault on a node is triggered by more in-states and thus more
important for optimizing transient coverage. By optimizing
the upper-bound of transient fault coverage instead of the
exact transient fault coverage, our technique can handle more
complex circuits with a large number of in-states.

veev 2fetrwn CUHV) =
=

Example 2. Figure 3b gives the formulation for optimizing
transient fault coverage based on the cumulative ETM. Nodes
are assigned with different weights, e.g «(A) = 1 and o(B) =
3 because A is triggered in only one distributed ETM, while B
is triggered in all of the three distributed ETMs. C, however,
is never triggered as a transient fault and thus assigned a zero
weight. By solving this ILP problem, the resulting optimized
trace signal for transient fault coverage is A.

B. Clustering In-states Based on Triggered Regions Using
Unsupervised Learning

The above static approach to maximize transient fault
coverage is limited by the constraint that only one set of
trace signals can be traced through the entire debugging run.
In our novel dynamic approach, we propose to group the
in-states according to their triggered regions. In-states with
similar triggered regions are merged as a cumulative ETM
with relatively fewer triggered rows. This effectively yields
a smaller ETM and allows each group to be optimized by
focusing on covering the relatively small triggered region and
ignoring the non-triggered regions.

The in-state clustering is a standard clustering problem
and can be solved by the K-means technique of unsupervised
machine learning. The labels are the groups, while the features
are triggered regions.

Example 3. We continue working on Example 2. The in-
states are clustered using the K-means technique according
to triggered regions. The triggered regions, tr(vy), tr(v1) and
tr(vy), are represented by three vectors, tro, tri and tra,
each of which has |N| entries and each entry is 1 if the
corresponding fault is triggered (annotated with x sign in 4). It
is obvious that the euclidean distance of |[tro —trz|| is smaller
compared to their distances to try. Thus, k-means algorithm
returns the in-state groups Vi = {vg,vo} and Vo = {v1 }.
Two cumulative ETMs can be built for the two groups
separately as shown in Figure 4. For each trace group, a
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Vf EN, C(f, V1) € {0,1}
Syl Spl,sgl e {0,1}
SR+ Spt 4+ SG =
Vf €N,
P(f, A, Vi)Si +
P(f,B,V1)Syt+ ¢ = C(f, V1)
P(f,C,Vi)Set
(a) Transient fault coverage for V1

> v)=¢

fEN
VfeN, C(f,V)e{0,1}
> C Vi) = C(f V)
ie{1,2}
(c) Permanent fault coverage

Vf e N, C(f,Va) € {0,1}
SRR, 552,852 € {0,1}
SR+ Sp2 + S5 =
Vf €N,
P(f, A, V2)S 2+
P(f,B,Va)S}2+ ¢ > C(f,Va)
P(f,C, V2)S¢?

(b) Transient fault coverage for Vo

max: Z Z a(f)C(ﬂVi,)

i€{1,2} fEN

(d) transient fault coverage

Fig. 5: ILP for optimizing dynamic trace signal selection

optimizing: ?

¥
! ! ' Optimized Optimized
e trace signals

gl_;lt;/rllbuted eeccoe EE)_I_;II\;I?::?d trace signals
for v, . . . % forV, for V,,
classification: | Decision tree mapping
in-states to groups

Circuit simulation under
in-states V={v;,...,v,}

clustering: K-means

Cumulative Cumulative — -
ETM for ETM for | Circuit under Multiplexer |
Groupedin- | ® ® | Grouped in- debug network
states V, states V,

| Debug run under new tests |

Fig. 6: Algorithm flow

similar ILP formulation is applied for transient fault coverage
as in Figure 5a and 5b. The constraints in Figure 5c are added
so that a certain level of permanent fault coverage must be
achieved. Finally, the transient fault coverage is an objective
function in 5d. The constant £ can be adjusted by the user
to ensure a desired level of permanent fault coverage. This
constraint can be removed if permanent fault coverage is not
a concern in debug. This ILP formulation accomplishes two
objectives: 1. Ensure a reasonable permanent fault coverage
through a constraint. 2. Maximize transient fault coverage.

C. Classifying New In-States Using Supervised Learning

The algorithm above learns a statistical model which maps
a series of in-state samples to their corresponding optimized
trace signal selections. These learned in-states are labeled with
groups. During the test run, however, new in-states without
labels will occur and a prediction for its group must be made.
This can be formulated as a supervised machine learning
problem, in which the groups are labels and the vector value
of the in-states are features. The learned statistical model is
implemented as a decision tree, which is further implemented
by a multiplexer network embedded in the tested circuit to
predict the group of a new in-state during debugging run.

In summary, our novel dynamic trace signal selection
approach consists of three main phases as shown in Figure 6.
First, in the Clustering Phase, the sample in-states are clustered
according to their trigger regions, using the K-means unsuper-
vised learning technique. Second, in the Optimization Phase,
each group of the in-states is calculated for an optimized trace
signal selection to optimize transient and permanent fault cov-
erage, using an ILP formulation. Finally, in the Classification
Phase, a decision tree is built based on the grouping of in-states
and the corresponding multiplexer network implementing this
decision tree is embedded into the chip to classify new in-states
encountered during a debugging run.
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D. Related Work

[5] [3] have propsed techniques for static trace buffer
selection based on signal restoration computation. Based on
their technique, only one set of trace signals are selected.
Yang et al. [8] and Zhu et al. [9] proposed a different trace
signal selection algorithm based on fault coverage analysis and
using an error transmission matrix. However, all of the above
approaches are for static trace signal selection.

Prabhakar et al. [7] developed a dynamic trace signal
selection method by using two sets of signals alternately in
even and odd cycles. Liu et al. select several trace signal groups
based on a new design error visibility metric [6]. But both
algorithms select trace groups independent from the input and
state values and they are not optimized for transient faults.
Basu et al. [2] proposed a dynamic trace signal selection
approach based on active regions in a circuit. However, this is
based on the knowledge of a circuit’s error zones and regions,
which are not available in many scenarios.

IV.EXPERIMENTAL RESULTS

To determine the effectiveness of our algorithm, we con-
ducted experiments on 20 benchmark circuits in AIG netlist
format: 2 circuits from Opencores.org, 5 circuits from ITC’99,
13 circuits from HWMCC’10 benchmarks.

We use CPLEX as the ILP optimizer and the OpenCV
library for the K-means and decision tree algorithm. In the
clustering phase, each benchmark is simulated by 2000 random
sample in-states to obtain 2000 distributed ETMs. Then these
2000 in-states are clustered into 5 groups (number of groups
can be varied) according to different triggered regions using
the K-means. In the optimization phase, we constrain that
only 5% of the registers are accessible as trace signals and
the CPLEX ILP solver finds the optimized trace signals for
5 trace groups. To choose a reasonably high ¢ parameter for
our algorithm, we run a binary search for the maximum value
of &, such that a valid trace signal optimization can still be
found by the ILP solver. Finally, in the classification phase,
a decision tree is trained based on the groups’ in-states. We
set the maximum height of the tree to be 5 in our experiment.
The resulting decision tree is implemented in a multiplexer
tree to select trace groups during the debugging run. In our
implementation, the multiplexer trees are constructed by 16 to
512 2-to-1 multiplexers for the different benchmarks.

To evaluate the effectiveness of these multiplexer trees, we
conducted two set of evaluation experiments for permanent
faults and transient faults. For both experiments, we compare
three algorithms: (i) A static trace signal selection algorithm as
proposed in [8]. (ii) A dynamic trace signal selection algorithm
which switches among the trace groups periodically every 200
cycles and is independent from in-states, as proposed in [6].
(iii) Our technique which selects trace signals based on the
in-states of each cycle. The results are labeled as ‘“Static”,
“Periodic” and “ML” respectively in Figure 7a and 7b.

3000 single stuck-at faults and single transient faults are
randomly injected into each of the 20 benchmarks. Each
transient fault occurs only once during the debugging run.
After a test run crashes due to an observable error, partial states
in the last 1000 cycles (trace buffer depth) are available. The
results of permanent and transient fault coverage are shown in
Figure 7a and 7b. Our approach is able to detect 20% more
permanent faults and 50% more transient faults compared to
the ”’Static” approach, and 5% more permanent faults and 18%
more transient faults compared to the ”Periodic” approach.

V. CONCLUSIONS

One major challenge in post-silicon validation is improving
observability, which can be achieved by using trace buffers.
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(a) Permanent Fault Coverage Comparison

W Static M Periodic O ML

Transient Fault Coverage
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Benchmarks

(b) Transient Fault Coverage Comparison

10 11 12 13 14 15 16 17 18 19 20

Fig. 7: Permanent and Transient Fault Coverage Experiment

The effectiveness of the debug process depends on how well
the trace signals are chosen. We proposed a dynamic trace
signal selection algorithm to enhance both permanent and
transient fault coverage by using machine learning and integer
linear programming techniques. Compared to the existing dy-
namic selection approaches, our algorithm dynamically selects
trace signals depending on the input and state value patterns,
and is able to achieve higher fault coverage, especially for
transient faults. Another advantage of our approach is that
its efficacy does not depends on any higher level understand-
ing/specifications, other than the gate level design.
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