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Abstract—The fabrication of integrated circuits (ICs) is typ-
ically outsourced to an external semiconductor foundry to
reduce cost. However, this can come at the expense of trust.
How can a designer ensure the integrity of the ICs fabricated
by an external foundry? The talk will discuss a new approach
for inspiring trust in outsourced IC fabrication by comple-
menting the untrusted (outsourced) with an IC fabricated at
a low-end but trusted foundry. This approach is referred to as
split fabrication. We present two different ways in which split
fabrication can be used to enhance security: logic obfuscation
and verifiable ASICs.

1. Introduction
Many semiconductor design companies have adopted the
fabless model, i.e., they outsource integrated circuit (IC)
fabrication to one of a few large commercial IC foundries,
often located off-shore. However, this comes at the expense
of trust. How can the design company trust that the off-
shore (untrusted) foundry has not maliciously modified the
IC by inserting a hardware backdoor, commonly referred to
as a hardware Trojan, in the chip? Hardware Trojan insertion
has been recognized as significant threats to the economic
viability of outsourced IC fabrication, and to the security of
ICs used in critical infrastructure.

One promising approach that addresses these security
concerns is split fabrication. The idea is to integrate a
trusted IC, fabricated separately at a low-end but secure
facility, with the untrusted IC using 2.5D or 3D stacking.
The integrity of the trusted chip is guaranteed; however,
the transistors on this chip are slow and power hungry.
(In fact, as we shall soon see, the trusted IC may only
have passive metal wires.) The untrusted chip, on the other
hand, is faster and lower power than the trusted chip but
potentially modified by the external foundry. The goal is
to ensure that the combination of the two chips is secure
while retaining the speed and power benefits of advanced,
outsourced fabrication.

We now discuss two orthogonal ways in which split
fabrication can be used to guarantee security. The first is
based on logic obfuscation [1] — obfuscating the design of
the chip makes it harder for an adversary to modify it in a
targeted manner, thus deterring hardware Trojan insertion.
The second method aims to detect malicious modifications
by verifying the integrity of each computation performed
by the untrusted IC using the trusted IC. These so-called
verifiable ASICs [2] use powerful cryptographic protocols

to provide formal security guarantees under arbitrary misbe-
haviour of the untrusted IC. The two approaches are briefly
described below.

1.1. Logic Obfuscation

In split fabrication based logic obfuscation, the IC netlist
into multiple “parts”, and each part is fabricated at a separate
foundry. Intuitively, since no one foundry gets access to the
full design of the IC, its ability to either pirate the design
or to maliciously modify it in a targeted way is hindered.
In its simplest instantiation, an IC is split into two parts.
One part has of all the active components (transistors) and
some of the interconnect (wires), while the other part has the
remaining interconnections. Since the interconnect-only part
does not have any active components, it can be fabricated at
a low-end trusted foundry. Imeson et al. [1] have proposed
a formal, quantitative notion of security for split fabrication
based logic obfuscation, and algorithms to maximize secu-
rity for a given number of “hidden” interconnections on the
trusted tier.

1.2. Verifiable ASICs

Verifiable ASICs, first proposed by Wahby et al. [2],
perform online (in-field) verification of an untrusted ICs
computations using a second trusted IC fabricated at a
low-end, secure foundry. Verification is performed using
interactive proof systems, cryptographic protocols developed
that guarantee that the likelihood of missed detection (i.e.,
not flagging an incorrect computation) is below a desired
(infinitesimally small) value. Compared to prior work on
hardware Trojan detection, the verifiable ASICs approach is
the only one that provides formal (mathematical) security
guarantees under arbitrary Trojan misbehaviour. Wahby et
al. [2] have shown that, for certain types of computations,
this approach can outperform the alternative — implement-
ing the desired functionality at the low-end, secure foundry.

References
[1] Frank Imeson, Ariq Emtenan, Siddharth Garg, and Mahesh Tripunitara.

Securing computer hardware using 3d integrated circuit (ic) technology
and split manufacturing for obfuscation. In Presented as part of the
22nd USENIX Security Symposium (USENIX Security 13), pages 495–
510, 2013.

[2] R. S. Wahby, M. Howald, S. Garg, A. Shelat, and M. Walfish. Verifiable
asics. In 2016 IEEE Symposium on Security and Privacy (SP), pages
759–778, May 2016.

1128978-3-9815370-8-6/17/$31.00 c©2017 IEEE



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


