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Abstract—In today’s multicore architectures, complex inter-
actions between applications in the memory system can have a
significant and highly variable impact on application execution
time. System designers typically use hardware counters to pro-
file execution behaviours and diagnose performance problems.
However, hardware counters are not always sufficient and some
problems are best identified with full memory access traces.
Collecting these traces in software is very expensive; our work
explores using dedicated hardware for memory-access trace
collection. We analyze the limitations of this approach and its
impacts on application performance. Our study is performed on
actual hardware using two very different CPU platforms: 1) the
PolyBlaze multicore soft processor and 2) the ARM Cortex-A9.
In both cases, the data collection is implemented on an FPGA.
Using micro-benchmarks designed to test the bounds of memory
access behaviour, we illustrate the operational regions of data
collection and the impact on system performance. By examining
the bandwidth bottlenecks that limit the rate of data collection,
as well as hardware architecture choices that can aggravate the
impact on application performance, we provide guidelines that
can be used to extrapolate our analysis to other systems and
processor architectures.

I. INTRODUCTION

Multicore architectures are now popular for embedded sys-
tems as they improve throughput and power consumption for
multi-application workloads. They share hardware resources,
such as caches and memory controllers, between the CPU
cores, which can introduce non-deterministic interactions be-
tween threads and processes in the memory system, and can
have a significant and highly variable impact on performance.
Applications with unpredictable memory access patterns and
systems with complicated memory hierarchies, such as Non-
Uniform Memory Access (NUMA) architectures, make these
interactions very difficult to understand and diagnose. System
designers often use hardware performance counters or software
simulation to profile performance problems. Both methods
have limitations. Profiling tools report aggregate statistics or
samples of memory accesses, whereas software simulation
does not provide runtime analysis.

This work explores an alternative: collection of memory
access traces in hardware. Hardware tracing has the potential
to collect traces at lower overhead. Yet due to the massive
volumes of data this process can generate, the impact of trace
collection can be non-negligible. As existing trace-collection
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hardware features on contemporary CPUs do not collect full
memory-access traces, the impact of hardware memory-access
trace collection is difficult to evaluate.

We use a Field Programmable Gate Array (FPGA)-based
platform to implement an SMP architecture with an OS in
hardware for our study. This allows us to capture the complex
interactions in the memory system between the data collection
and the applications. We evaluate the implications of hardware
memory-access trace recording on system performance as well
as its limitations and practical design considerations.

The contributions presented in this work include:

e A detailed study characterizing runtime hardware
memory-access trace collection, including the impact on
application performance and limits on data collection
across a comprehensive range of memory behaviours and
data collection configurations.

o A comparison of performance between two distinct CPU
architectures to show how our results can be extrapolated
across platforms and which design features affect data
collection behaviour. Further, we provide guidelines for
use in future systems.

o A FPGA-based demonstration of runtime memory-access
trace collection on an SMP architecture with an OS using
standard PARSEC [1] workloads.

Our system features Performance Monitoring Co-processors
(PMCs) that collect trace data directly from CPU debug
signals and store it using Direct Memory Access (DMA) to
system memory. We use FPGAs to create two multicore CPU
systems: (1) a simple, in-order PolyBlaze soft processor [2]
and (2) a superscalar, ARM Cortex-A9 hard processor that has
been used in many embedded applications. The two platforms
allow us to develop a generic model for memory-access trace
collection for distinct hardware architectures.

This paper is organized as follows. Section II discusses
related works and Section III summarizes our methodology
and design. Section IV describes our experiments and results.
Finally, Section V outlines our conclusions and future work.

II. RELATED WORK

Designers typically rely on either Hardware Performance
Counters (HPCs) or simulation to profile their software per-
formance. However, accurate modelling of non-deterministic
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memory system behaviour and process interactions in a multi-
core system at fast execution speeds is challenging [3]. Thus,
we focus on hardware-based approaches.

A. Hardware Performance Monitoring Units

CPU vendors include Performance Monitoring Units
(PMUs) and Hardware Performance Counters (HPCs) as part
of their architectures [4][5][6] to provide application execution
information. PMUs use software-configurable counters for
data collection on important internal system events, such as
cache misses, branches, and data memory reads/writes. HPCs
are also used by tools that help application developers produce
functional and high performance code. Greathouse et al. [7]
present a HPC-assisted race condition detector that is faster
than instrumentation-based race detectors without sacrificing
accuracy. Similarly, PBI [8] uses HPCs to detect sequential
and concurrency bugs in production software. HPCs are also
used to check for malware in static and dynamic execution
of programs [9] and in kernel rootkit detection [10], but the
accuracy of HPC data collection is a limiting factor.

There have been many examples of stand-alone hardware
PMUs in academic literature [11][12][13][14], but they are
all structured like HPCs and are not designed to collect high
frequency data. The accuracy of collected data is important
for software verification, yet studies have uncovered problems
with event counts for even deterministic events for HPC
collected data in commercial processors [15][16][17].

Intel VTune [18], AMD CodeXL [19], as well as perf
on Linux [20] use data collected from HPCs as an aid to
debugging and optimization. To enhance the collection of
performance data, users can collect detailed data on individual
instructions using the Instruction-Based Sampling (IBS) and
Precise Event-Based Sampling (PEBS) techniques on AMD
and Intel processors respectively [4], [5]. These are sample-
based approaches that require software intervention through
interrupts and tend to introduce significant overhead.

Recognizing the need for in-system data collection and
addressing the limitations of sample-based approaches, major
CPU vendors also support low-overhead collection of execu-
tion trace data. Techniques include Processor Trace (PT) [21]
on Intel architectures, Lightweight Profiling (LWP) [22]
on AMD architectures, and Embedded Trace Macrocell
(ETM) [23] and CoreSight [24] on ARM architectures. The
Intel and AMD approaches are integrated directly into the
CPU architecture, with added instructions to access the trace
functionality, using the CPU memory interface to store col-
lected data. The ARM approach (CoreSight) has a separate
hardware unit that receives test data from debugging signals
from the CPU. CoreSight uses a dedicated memory pathway
to collect trace data and store it via several interfaces, includ-
ing a direct connection to system memory. At present, there
is no commercial support to collect memory-access traces.

Chen et al. studied high speed collection and analysis
of trace data in Log-Based Architectures (LBA) [25]. They
extend SHIM’s approach [26] by incorporating hardware en-
hancements into the CPU architecture to improve performance
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of runtime analysis on unused CPU resources. The primary
focus of LBA has been on the data processing methods,
while the performance of the hardware enhancements have
been only evaluated with simulation [27]. These techniques
can be applied to data collected with the hardware-based
approaches investigated in this paper and further motivates
adding this functionality to future CPU designs. Similar to
Coresight, ABACUS [28][29], is a modular, CPU-independent,
performance monitoring framework demonstrated with differ-
ent soft processor architectures on FPGAs. We build on this
previous work and ARM Coresight to investigate the impact
of hardware memory-access traces.

III. METHODOLOGY

Existing CPU architectures do not offer runtime hardware
collection of memory access traces to system memory. We
developed Performance Monitoring Co-Processors (PMCs)
implemented on FPGAs to perform hardware memory-access
trace collection and study its performance impact. This was
created as part of the Performance Monitoring Framework
(PMF) shown in Figure 1 (based on ABACUS [2][29]), which
we integrated into our CPU systems.

We use two CPU architectures for this analysis: a Poly-
Blaze [2][30] soft-processor implemented on a Xilinx Virtex
6 FPGA (Figure 2) and a Xilinx Zyng-7000 SoC with an ARM
Cortex-A9 hard-block processor [31] (Figure 3). PolyBlaze, an
SMP variant of the Xilinx MicroBlaze [32], is a relatively sim-
ple in-order processor developed for efficient implementation
on FPGAs. For this work, it was configured with 64 KB, 4-
way L1 instruction and data caches. The ARM Cortex-A9 is an
advanced out-of-order, superscalar processor. The Cortex-A9
system has a 512 KB Level 2 (L2) cache, while the PolyBlaze
has only the 64 KB Level 1 (L1) caches.

While the architectures have similar memory hierarchies,
details such as cache and memory coherency policies, connec-
tion widths, and frequency play a critical role in performance.
In the PolyBlaze system, a write-through memory policy
results in a 2-word read-modify-write to occur in the memory
controller for every write instruction, and creates the most
memory congestion on this platform. In the ARM Cortex-A9
system, an L2 cache line eviction on a write results in an 8-
word write, followed by an 8-word read, and creates the most
memory congestion on this platform.

The Data Access Trace PMCs (Figure 1) are hardware
units that collect memory-access trace information directly
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and store to system memory without software intervention. We
characterize their impact on system behaviour using synthetic
micro-benchmarks on a single CPU and use a case study to
demonstrate their impact on real-world workloads running on
an OS on SMP system. The PMCs can collect virtual and
physical addresses from the memory stage of the pipeline,
as well as generate timestamps. An internal 4 KB buffer
helps absorb bursts of memory congestion, ensuring data loss
only occurs when the sustained data generation rate exceeds
available memory bandwidth.

As the PolyBlaze CPU is a soft-processor, the PMF can
interface directly into debug signals from the CPU. However,
data collection is not as simple for the ARM Cortex-A9
on the Xilinx Zyng-7000 SoC, as the FPGA fabric does
not have direct access to the debug signals from the CPU.
The regular nature of the synthetic micro-benchmarks makes
generating representative debug signals straightforward. To
extend our study to the this platform, we have created a Trace
Generation Module (TGM) that can be programmed with the
pattern of memory instructions for the particular benchmark
being executed. A CPU signal generated from the branch
instruction at the bottom of the benchmark loop is transmitted
via CoreSight and used to synchronize the TGM with actual
benchmark execution.

Our micro-benchmarks are written in assembly as a mixture
of memory and non-memory instructions that can be varied
from 0-100% for both instructions that access system memory
and those that will be handled by the cache. As both CPU
architecture have a single memory interface, they can only
process a single memory instruction per cycle. To reflect this,
the benchmarks target IPC of 1.0 when operating in cache.

508

IV. EXPERIMENTS AND RESULTS

A. Synthetic Micro-Benchmark Characterization

Our micro-benchmarks are run on both hardware platforms
using a variety of PMC configurations. We vary the number of
PMCs simultaneously collecting data (0 to 16) and the sample
rate of each (1 to 1/32). Due to issues with keeping an IPC
of 1.0 for the 100% write operation benchmark on the ARM
Cortex-A9 system, the tests on this hardware platform only go
to 80%. The CPU and DDR memory frequencies are fixed at
100 MHz and 400MHz, respectively, for both the PolyBlaze
and ARM systems.

We characterized both the PolyBlaze and ARM Cortex-
A9 systems by investigating the impacts on benchmarks that
operate entirely in the cache (i.e. using reads) and that access
the memory system (i.e. using writes) as the percentage of
memory accesses increases for the benchmarks. Figure 4
shows the impact of increasing data generation when the
benchmarks operate entirely in the cache using “reads” on the
loss of trace data for both the PolyBlaze and ARM Cortex-
A9 systems. Figure 5 show the impact on data generation and
decrease in IPC for the PolyBlaze when benchmarks access
the memory system using “writes”. We have only included the
results for a sample rate of 1 (all data collected), with 2, 4, 8,
and 16 PMCs active. However, our results show that doubling
the number of active profiling units has the same impact on
data generation as doubling the sample rate.

Memory system congestion caused by hardware trace data
collection has no performance impact on benchmarks oper-
ating entirely in the cache. With the IPC at 1.0, we found
that the generated data scales linearly with the increase in
proportion of memory instructions (reads) and is the same
for both systems. Trace data is lost when data collection
saturates the available bandwidth to memory. Figures 4 (a)
and (b) illustrate that the Cortex-A9 system has almost twice
the data collection bandwidth (~581 MB/s) as the PolyBlaze
system (~290 MB/s). This is a direct result of the Cortex-
A9 system’s 64-bit memory interface versus the PolyBlaze’s
32-bit interface.

Conversely, the performance of benchmarks that access
system memory are very sensitive to the impact of congestion
in the memory system. Although data generation was similar
for both PolyBlaze and Cortex-A9, the PolyBlaze system’s
lower memory bandwidth and write-through cache architecture
had a significant impact on the system’s IPC (Figure 5),
whereas the impact on the IPC of the benchmarks run on the
Cortex-A9 was negligible and thus not shown here.

The differences in cache structure and arbitration also play
a critical role in the differences in behaviour between the two
systems. Arbitration between the CPU and data collection in
the PolyBlaze system occurs at the L2 arbiter, which operates
at 200 MHz and has a 32-bit interface with memory. In the
Cortex-A9 system, arbitration occurs directly in the memory
controller, which operates at 400 MHz and has a 64-bit
interface with memory.
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B. Case Study

In the previous section, we used micro-benchmarks crafted
to test the performance of data collection at the limits of
system behaviour. In this section, we broaden our analysis
by examining the performance of data collection using rep-
resentative workloads from the PARSEC benchmark suite [1]
executing on a Linux operating system in both a single-core
and a 4-core SMP configuration.

Furthermore, we motivate the inclusion of low-overhead
data trace collection in future CPU designs by showing
an example of how existing tools would benefit from this
functionality. Two existing software systems for Non-Uniform
memory-access (NUMA) architectures, MemProf [33] and
Carrefour [34], are examples of the software that could benefit
from enhanced memory-access trace collection functionality.
MemProf is a tool for profiling the remote memory-access
patterns in programs, while Carrefour is a scheduling algo-
rithm for operating systems running on NUMA architectures.
Both currently use AMD [Instruction-Based Sampling (IBS)
to collect memory-access traces, which requires software in-
tervention using interrupts. The authors of both papers noted
the limitations caused by this approach, including high system
overheads and a limit on the sample rate, as well as cases
where they could not collect sufficient data for analysis.
We use PMCs to collect the same information that was
previously collected by MemProf and Carrefour using AMD
IBS (virtual addresses, physical addresses, and time-stamps).
We examine the quality of the data collected and the impact
on application performance. Testing is conducted on both
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a single-core system (allowing for comparisons against our
micro-benchmark results) and a 4-core SMP system (similar
to the original MemProf and Carrefour research), with full
implementation of memory-access trace collection using the
PolyBlaze architecture.

Two benchmarks were selected from the PARSEC bench-
mark suite [1] for this analysis. The first is streamcluster,
which was used in the previous MemProf and Carrefour
work, providing a performance reference. This benchmark is
known to have the highest level of remote memory access
of all the PARSEC benchmarks. We have balanced this with
blackscholes, which has the smallest working set (and thus
highest execution speed) of the PARSEC benchmarks. These
benchmarks can be run in 1 thread for the single core system or
4 threads pinned to different CPUs in the 4-core SMP system.
For the multi-core system, we also consider a third case in
which streamcluster is run with 2 threads on two CPUs and
blackscholes is run with 2 threads on the other two CPUs.

Table I shows the captured baseline performance data,
including the percentage of total instructions that are load and
store instructions, and the percent of instructions resulting in
a data cache miss. The IPC averaged over the entire execution
and total execution time is also recorded. We omit instruction
cache misses, as they were negligible in all cases. When the
same benchmark was run with multiple threads in parallel,
the benchmarks execute approximately 3-3.2 times as fast,
with the same increase in IPC, although the proportion of
memory-access remained fixed. streamcluster has a relatively
large number of memory reads and experienced data caches
misses, as compared blackscholes, and consequently sees a
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TABLE I
BASELINE BENCHMARK PERFORMANCE CHARACTERISTICS

Benchmark Load Store D-Cache IPC Time
Instr. Instr. Misses (s)
1 CPU/Thread
streamcluster | 4.65% | 20.07% 1.05% 0.084 1565
blackscholes | 4.23% | 4.33% 0.00% 0.192 | 3239
4 CPUs/Threads
streamcluster | 4.88% | 20.48% 1.03% 0.277 486
blackscholes | 4.23% | 4.33% 0.00% 0.579 | 1072
Both 4.46% | 12.22% 0.53% 0.495 | 1053

lower IPC. These values are averaged over the entire execution.
Unlike the micro-benchmarks, these workloads will experience
bursts of memory traffic, as well as interactions in the memory
system between threads.

1) Results: To provide a comparison to data collection
using AMD IBS by MemProf [33] and Carrefour [34], we
enable 3 PMCs per CPU to collect virtual and physical
memory addresses and a timestamp for each memory-access.
We adjust sampling rate from 1 to 1/32, as well as 1/8,000, the
highest sample rate used in MemProf [33]. We examine the
performance of both a single-core system, to provide the most
direct comparison to our micro-benchmark results, as well
as a 4-core SMP system, which better reflects contemporary
systems and the test platform for MemProf and Carrefour.

While the PMCs in the previous section had a fixed 4
KB internal buffer, we examined if altering the size of this
buffer had an impact on the potentially bursty memory-access
behaviour of real workloads. Adjusting the buffer size between
1 KB and 4 KB, we saw less than 1% impact in all cases.

For the single core system, we found that for both bench-
marks the data generation rate was a maximum of 24 MB/s
with our maximum sampling rate of 1, and decreased roughly
linearly as the sampling rate decreased. As a result, no trace
data was lost. The corresponding decrease in IPC was less
than 5% for a sampling rate of 1 and less than 1% in all
other cases. These results are consistent with the results of the
micro-benchmarks, given the proportion of reads and writes
from Table I.

When executed in four threads on an SMP system, Table I
shows the benchmarks executing over three times as fast.
This increases the amount of trace data being generated and
collected (Figure 6 (a)), and results in more congestion in the
memory system. The loss of data in Figure 6 (b), particularly
for blackscholes, shows the impact of data operations occur-
ring within the cache system. The high level of memory traffic
from this data collection is partly responsible for the impact
on IPC seen in Figure 6 (c).

The results show that hardware memory-access trace collec-
tion is very favourable compared to collection with AMD IBS.
We are able to achieve four cycle resolution with less than 10%
overhead and 16 cycle resolution with less than 5% in all cases.
When tested with 8K cycle resolution, our system experienced
less than 0.2% impact on IPC and increase in execution time
in all cases, as compared to the 20% overhead reported with
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AMD IBS using the same sample rate. Furthermore, in all
sample rates of 1/2 or less, we collected all data. By replacing
data collection in these algorithms with a PMC, we have
shown that PMCs addresses the problem of high overhead
in techniques that sample HPCs. In addition to improving the
performance of existing algorithms, a greatly improved sample
rate allows for new types of analysis, such as detecting regions
of different memory behaviour and faster reaction to bursty
memory access behaviour.

As discussed in the previous section, the PolyBlaze test
platform has a memory frequency fixed at 4 times the CPU
frequency, while commercial CPUs often operate at higher
frequencies than the memory system. However, these results
show that even if this difference would result in 10x the data
generation rate, data collection would still not result in system
overhead with a 1/8,000 sampling rate.

These results also show the complicated interactions be-
tween processes and data collection in a multi-processor
system. While the mixed benchmark showed intermediate IPC
and data access behaviour in Table I, it showed the highest data
generation rate and level of data collection loss in Figures 6
(a) and (b). streamcluster showed the highest impact on IPC
and the mixed benchmark the lowest at a sample rate of 1 in
Figure 6 (c), but the opposite was true at lower sample rates
where no trace data was lost. Hardware capture of performance
data on a running system gives access to this kind of valuable
insight about system performance.

V. CONCLUSION AND FUTURE WORK

This work presents a detailed study of the performance
impact of runtime hardware collection of memory-access
traces. We show that the performance and overhead impact of
data collection is related to application execution speed and
the bandwidth between the CPU, data collection, and memory.
In addition to the size of the memory interface, the operating
frequency and data size at the point of memory arbitration
between data collection and the CPU is critical. The issue rate
between the CPU and the data collection at this point needs to
be considered, as an imbalance can inadvertently give priority
to data collection. Cache policy is important during worst-
case memory-access behaviour, with systems using a write-
through cache seeing higher execution speed (and sensitivity
to interactions with data collection). The performance impact
of cache line evictions illustrates why data collection should
bypass the cache system to maximize system performance.

Our case study achieved sampling rates orders of magni-
tudes higher than previous work using AMD IBS with no
performance impact. High sample rates with low system over-
head for multi-threaded workloads in an SMP system show the
value of hardware-based memory-access trace collection for
software designers. Even on a high performance architecture
with the CPU running faster than memory, data collection
at the highest sample rates commercially possible would still
have no impact on application performance.

Future work includes a more detailed characterization of
relative CPU and memory system frequencies to further un-
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derstand impacts on memory system congestion. Also, the
interactions between processes and the impact of data col-
lection on unrelated processes should be characterized to
fully understand the impact of data collection in multi-core
architectures. The application of data compression techniques
and previously explored adaptive sampling rates [33] to reduce
memory bandwidth should also be considered.
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