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Abstract—Opens are known to be one of the predominant defects
in nanoscale technologies. Especially with an increasing number
of complex cells in today’s VLSI designs intra-gate opens are
becoming a major problem. The generation of tests for these
faults is hard, as the timing of the circuit needs to be considered
accurately to prevent the invalidation of the generated tests through
hazards. Current test generation methods, including new cell aware
tests that explicitly target open defects, ignore the possibility of
hazard caused test invalidation. Such tests can fail to detect a
significant fraction of the targeted opens.

In this work we present a waveform-accurate hazard-aware test
generation approach to target intra-gate opens. Our methodology
is based on a SAT-based encoding and allows the generation of
tests guaranteed to be robust against hazards. Experimental results
for large benchmarks mapped to the state-of-the-art NanGate
45nm cell library including complex cells show the test generation
efficiency of the proposed method. Large circuits were efficiently
handled - even without the use of fault simulation. Our experiments
show that on average, about 10.92 % of conventional hazard-
unaware tests will fail to detect the targeted opens because of
test invalidation — these are reliably detected by our new test
generation methodology. Importantly, our approach can also be
applied to improve the effectiveness of commercial cell aware tests.

I. INTRODUCTION

Recent silicon data on manufacturing defects in VLSI designs
shows that opens are predominant in nanoscale technologies [1],
[2], [3]. Opens can be partial, resistive or full. Furthermore, they
can occur within gates (intra-gate opens) or between different
gates. In this work, we focus on full intra-gate opens. Intra-gate
opens have been modeled as transistor stuck-open faults (TSOFs)
[4] and cross wire faults [5]. Both can be detected by two-pattern
TSOFs tests [5], [6].

The generation of tests to detect TSOFs has been studied
extensively in earlier times [7], [8], [9], [10], [4], [11] as well as
very recently [12], [13], [14], [5], [6]. Earlier it was shown
that tests for TSOFs could be invalidated by circuit delays
that cause certain glitches or hazards in the gate containing
the fault [15], [16]. Tests could also be invalidated due to
charge sharing between intra-gate capacitances and gate outputs.
However, the occurrence of such latter invalidations can be
expected to be improbable [17]. In this work, we consider the
generation of tests for TSOFs that remain valid when considering
the presence of circuit delays and, hence, are not based on
simplified assumptions.

In order to address test invalidation due to circuit delays,
design methods for CMOS circuits have been proposed which
ensure that they are testable for TSOFs with tests that cannot
be invalidated by circuit delays [17], [16], [18]. To achieve the
desired testability, these design methods require adding extra
logic to almost all gates of a circuit which may not only increase
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the circuit area, but also reduce the operation speed. Another
DEFT approach to implement circuits using CMOS logic such that
TSOFs in the circuit are testable by tests that are not invalidated
by circuit delays was studied in [19] and [20]. Both methods
require the iterative factorization of the function to be realized
using Shannon’s Expansion Theorems. Still, circuits using these
methods will have large number of logic levels as well as higher
gate counts, and may not be practical for most applications.

For arbitrary CMOS logic circuits a method to generate what
are called robust tests for TSOFs that cannot be invalidated by
circuit delays was investigated in [21]. These tests will remain
valid under arbitrary circuit delays. The method uses an analysis
method for static hazard detection [22] to avoid static hazards in
the faulty gate that could invalidate tests being generated. Since
hazard analysis is pessimistic it predicts hazards even when the
actual circuit delays do not cause hazards and thus may not find
tests for some TSOFs even when they exist.

Because of the complexity of generating robust tests, current
industrial test generation methods, including new cell aware tests
that explicitly target open defects, ignore the possibility of hazard
based test invalidation. Such tests can fail to detect a significant
fraction of the targeted TSOFs. In this paper we leverage a
timing accurate test generation algorithm to efficiently generate
two-pattern tests to detect TSOFs that are not invalidated by
hazards caused by circuit delays.

In detail we present:

o A new SAT-based waveform-accurate ATPG approach to

target intra-gate opens.

o A stability condition which generates test that are robust
against many process variations.

o A hybrid encoding that combines the benefits of accurately
reflecting the switching activity with the compactness of
standard delay fault modeling.

o A fast preprocessing step to identify faults that can be accu-
rately handled without considering the timing information.

« A thorough investigation of the number of invalidated tests
in case the accurate timing is not considered within test
pattern generation.

To demonstrate the effectiveness of the proposed method
we mapped circuits from the largest ITC’99 and IWLS 2005
benchmarks as well as larger industrial circuits from NXP to the
state-of-the-art NanGate 45nm cell library using complex cells.
Our experimental results show the high efficiency and scalability
of the proposed method. Furthermore, our approach reliably
creates hazard-aware tests for all TSOFs — while timing-unaware
test generation would result in on average 10.92 % of invalidated
tests due to glitches. In addition, large circuits with over 100k
complex cells and normal gates are efficiently handled — even
without the inclusion of fault simulation.
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The remainder of the paper is organized as follows: In
Section II we discuss the TSOF model, the circuit structure
as well as our TSOF detection library. Section III focuses on our
ATPG flow and the timing-unaware as well as waveform-accurate
ATPGs. Subsequently, Section IV evaluates the experimental
results including the obtained fault coverage, runtime and
comparison to a purely timing-unaware approach. Section V
concludes with a short summary and outlook onto future work.

II. PRELIMINARIES
A. Transistor Stuck-Open Faults

In the transistor stuck-open fault (TSOF) model a transistor in
a gate of a circuit is always open and cannot form a conducting
path between its source and drain ports. This can result in
the gate’s output not being connected to Vpp or Vgg under
certain input conditions, effectively putting the output in a high
impedance state. Under these conditions the output will retain
its previous value for a certain amount of time due to the gate
and line capacitances [4].

To test for the existence of a TSOF a two pattern test (1%, 15)
is required [15]. The initialization pattern 7 charges the faulty
gate’s output to a defined logic level by creating a conducting
path to either Vpp or Vsg. The propagation pattern 75 makes
the fault effect visible at the output by creating a path through
the faulty transistor which results in an unchanged gate output
if the fault is present and a change to the output value if it is
not. When switching from 77 to 7, some of the gate inputs may
have to be stable (i.e., glitch free) to ensure that the output is
not accidentally (dis-)charged and the fault effect masked [15],
[16].

As an example consider the AND gate in Figure 1 and assume
the transistor M _i_4 is stuck-open. A possible test for this fault
would be (11,01). The T} pattern 11 connects the intermediate
output ZN _neg to Vgg, resulting in a logic ‘1’ at the output ZN.
The 15 pattern 01 creates a path from Vpp to ZN_neg through
M _i_4. When M _i_4 is stuck-open, ZN_neg maintains its
previous value (since no other path to Vpp or Vgg exists),
otherwise it changes to logic ‘1’ (resulting in ‘0’ at the output).

The input A5 has to be stable for this test; A ‘0” glitch at Ao
invalidates the detection because ZN_neg would be connected
to Vpp through M _i_5, resulting in a logic ‘0’ at the output
(which should only occur in the fault free case).

We call a two pattern test with the scope of a single gate a
detection pattern, whereas the assignment to the circuit’s inputs
is called a test pattern. A test pattern for a TSOF creates the
required detection pattern at the gate’s inputs while also ensuring
the propagation of the fault effect to the circuit’s outputs making
it observable.

B. Circuit Structure

We consider sequential circuits with full scan based on
standard CMOS gates (e.g., AND, OR, NAND, XOR, ...) as well
as complex cells (e.g., AND-OR-Invert, ...) in combination with
their timing information. Within our algorithms, the complex
cells are mapped to standard gates through a Verilog library.
This allows for the incorporation of any kind of cell structures,
present in a gate library, into the circuit without changes to the
ATPG algorithm itself. The timing information for the complex
cells is transferred to the mapped circuit’s gates, resulting in
timing-equivalent circuits.

We assume that the test infrastructure is launch-on-capture.
Therefore, the values in the flip-flops in the second time frame
are derived from the flip-flop inputs after the first time frame.
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Figure 1. Transistor layout of an AND gate with inputs A1 and A2 and output

Z N as defined by [23]. It is implemented as a NAND gate with an attached
inverter.

C. Detection Library

For each possible TSOF in each gate of the considered gate
library we pre-compute all (73, 75) detection patterns and store
them in a detection library. The ATPG algorithm can then read
the required patterns directly from the library, greatly reducing
the computation overhead since the pattern creation is performed
only once per gate type (instead of once per gate).

1) Automatic Detection Pattern Computation: The detection
pattern library is created automatically based on the spice files
for each gate provided by the gate library. These spice files
contain the circuits consisting of N-FET and P-FET transistors
which constitute the gates. For each TSOF all detection patterns
are found by exhaustive simulation of the circuit. Due to the
low number of inputs of each individual gate the time required
for such a simulation is very low (in [23] the highest number
of gate inputs is 6).

The overall detection pattern computation for each TSOF
works as follows:

1) Pick input patterns 77 and 7> which have not been
simulated yet.

Modify the circuit by disabling the transistor affected by
the TSOF.

Apply T followed by T5. If the value of the output changes
between the two patterns, the (77,75%) combination is not
a detection pattern for the TSOF, continue with the first
step.

Modify the circuit by enabling all transistors. Apply
Ty again. If the output remains unchanged the (7%,75)
combination is not a detection pattern for the TSOF,
continue with the first step.

Store the current (T%,7T%) pattern as a detection pattern
for the TSOF. Continue with the first step.

There may be many different detection patterns for the same
TSOF which are all added to the detection library.

2) Input Stability: The above procedure does not take any
stability constraints into account, yet. Every detection pattern is,
therefore, further analyzed to determine which (if any) of the
inputs that do not change from 7} to 75 have to be stable (i.e.,
glitch free). To this end, all input transitions required to switch
from 77 to T, are stored in a transition list ¢.

For every subset of the remaining inputs a new transition
list ¢ with two transitions representing the glitches is created.
Each possible transition sequence of ¢ Ut is then simulated to
determine if glitches at the current subset of inputs invalidate

2)

3)

4)

5)
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the test. Out of these subsets, the algorithm selects the set of
inputs that have to be stable to ensure that the pattern is not
invalidated.

The final database entry contains the detection pattern (77, T5)
and the list of inputs which must be glitch free as well as the
gate’s output value in the fault free and fault affected case.

It should be noted that some faults do not require any stable
inputs. Assume, for example, that the transistor M _i_1 in the
AND gate in Figure 1 is stuck open. A detection pattern for this
TSOF has to create a conducting path from Vgg to the output
ZN in Ty and a path through M _i_1 in 75. When switching
from T} to 75 the output must not be connected to Vpp through
any other path since this would invalidate the test. However, the

only path to Vpp leads through M_i_1 which is always open.

Thus, no glitch can invalidate the test.

III. HAZARD-AWARE TSOF ATPG

We developed a TSOF ATPG algorithm which ensures that
the test patterns are not invalidated through glitches by taking
into account the timing information of the circuit and modeling
the propagation of the signal changes induced by switching from
Ty to Ty with waveform accuracy. The overall ATPG flow is
shown in Figure 2.

TSOF

Requires
Input
Stability?

Timing- B Waveform-
Unaware ATPG | Accurate ATPG
|
|
|

no yes

yes

— =

Figure 2.

Overview of the ATPG flow.

Depending on the requirements of the detection pattern(s) for
the TSOF it is either handled by a faster, timing-unaware ATPG
algorithm or by a timing-aware, waveform-accurate variant. Both
ATPGs encode the problem as a SAT instance. Each TSOF is
classified as detected, untestable or aborted (in case a timeout
occurred). The two ATPG versions are described in detail in the
following sections.

A. Timing-Unaware ATPG

For the timing-unaware ATPG the circuit is unrolled once to
create a circuit instance for the 77 and 7% pattern each. The
unrolled circuit is converted into a formula in CNF with the
Tseitin transformation [24].
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To reduce the size of the created propositional formula, only
the required parts of the circuit are converted. These parts are
determined by analyzing the cones of influence of the fault
affected gate within the two time frames (see Figure 3).

The gates in the red secondary input justification cone are only
necessary in the first time frame to create the values in the flip-
flops that are used in the second time frame. The blue justification
cones are the input cones of the gate and are required in both
time frames. Additionally, in the second time frame the gray
support cone which provide the side inputs for the propagation
of the gate’s output value as well as the green propagation cone
itself need to be modeled. Finally, a second copy of the green
cone in 75 with the fault effect has to be added.

For each circuit output an additional variable encodes whether
the output of the circuit with and without the fault differs. A new
clause consisting of all of these variables joined by a disjunction
is added to the formula, thus ensuring that it is only satisfiable
if the fault can be observed on at least one output.

The TSOF affected gate itself is not converted at all, leaving
its inputs and outputs as free variables in the formula. These
variables are assigned based on the detection pattern for the fault.
This guarantees that any satisfying assignment to the formula
creates the correct input assignment at the gate and the correct
value is propagated in the fault free and fault affected case.

The assignments are added as assumptions to the SAT solver.
If the created formula is satisfiable, a test pattern for the
TSOF can be extracted. Should the formula be unsatisfiable
or a timeout occur, the assumptions are removed and the next
detection pattern can be added as new assumptions. Utilizing
the solver in such an iterative manner allows it to maintain
learned information between individual solver calls. To further
increase the effectiveness of this approach, the CNF formula
is only created once per fault affected gate. All of the gate’s
TSOFs without stability constraints are then tested iteratively.
The combination of these iterative approaches shows large
speedups compared to building individual SAT instances for
every TSOF and every single detection pattern.

B. Waveform-Accurate ATPG

The waveform-accurate ATPG is used for all detection patterns
which require some of the inputs of the affected gate to be
stable. The approach is similar to the previously discussed
timing-unaware ATPG. Again, a propositional formula is created
only once for each gate. The different faults in this gate and
their detection patterns are tested iteratively. However, both the
modeling itself as well as the assumptions used for the target
gate inputs are more complex:

1) Waveform-Accurate Modeling: To realistically model the
switching activity of a circuit the timing information of its gates
has to be taken into account.

The timing-accurate modeling, first presented in [25], is based
on discretized gate delays. For each line in the circuit the earliest
and latest possible switching time is calculated. For every time
step between these points in time a new variable is introduced.
The set of variables representing the signal on a line is called
Twvars. The first Tvar represents the signal value under the
input pattern 77, the last Twar that under 75. When computing
the CNF representation of the circuit, the Tseitin transformation
is performed for every time step, using the appropriate Tvar.
By these means and multiple optimizations which reduce the
size of the formula, a waveform-accurate representation of the
circuit is created.
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2) Hybrid Modeling: Clearly, the waveform-accurate mod-
eling provides the large benefit of accurately reflecting the
switching activity, including glitches. However, this comes at
the cost of an increased number of variables and clauses in the
propositional formula (and, hence, a potentially higher solving
time). Luckily, one does not need to encode the entire circuit
in this manner to ensure that a TSOF is not invalidated by a
glitch: Only the justification cone of the fault site (the blue
cone in Figure 3) is relevant. The remainder of the circuit can
be modeled similar to the timing-unaware ATPG since glitches
cannot invalidate the fault propagation or its support. Therefore
the resulting formula is a hybrid of timing-aware, accurate and
timing-unaware, efficient modeling.

3) Input Assignments: Similar to the timing-unaware ATPG
flow, the target gate itself is not modeled in the formula. Again,
the values for the gate inputs in 7} and 75 are obtained from
the current detection pattern. For a value in 77, the first Tvar
of the corresponding input is added as an assumption, whereas
for T5 the last Tvar is used. The Tvars in between can have
different values if there are glitches at the input but these are
irrelevant for the initialization and test.

Inputs with a stability constraint are the exception from this
rule: Here all T'vars must have the same value. To enforce this
condition, new clauses are added to the formula for each input:

|Tvars|

/\ (ﬂstable V (Tvar; = Tvar(i+1)mod|Tvars‘))
i=0
The new variable stable allows for different stability conditions
in each iterative solver call. When stable is not forced to be ‘1’
by an assumption, the solver can assign it to ‘0’, automatically
satisfying all added clauses (and, hence, turning them irrelevant
and removing the stability constraint on the input).

Conversely, when stable is assigned to ‘1’ through an
assumption the implications ensure that all T'wars of the signal
have the same value, hence enforcing glitch freedom. In total
for each T'var only one clause with three literals is needed to
ensure stability.

From a satisfying assignment to the formula a two timeframe
test pattern can be extracted. This test pattern is guaranteed to
ensure glitch-freedom on all inputs of the fault affected gate that
must be stable and to generate the necessary detection pattern at
the gate’s inputs. By enforcing such a strong stability condition'

()

'A weaker stability condition could, for example, only ensure that signals
remain stable from a critical point in time when a glitch would surely cause an
incorrect gate output onwards.
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The cones of influence of the fault affected gate in the two considered time frames. The red cross marks the fault site.

the generated tests are robust against many process variations
because they don’t contain any glitches on stable lines.

IV. EVALUATION

We evaluated the performance of our proposed ATPG algo-
rithm on the largest ITC’99 benchmark circuits [26], IWLS 2005
cores [27] as well as large industrial designs by NXP. The circuits
were synthesized with the 45nm version of the NanGate library
[23] which includes many complex cells. Table I summarizes
the most important circuit information.

All experiments were performed on an Intel Xeon E5-2643
CPU clocked at 3.3 GHz. As SAT solver antom [28] with
a timeout 10 seconds was used. The time step size of the
discretization of the timing was set to 20 ps.

Table I
BENCHMARK CIRCUIT INFORMATION.
Gates
Circuit #Total | % Complex | #Mapped #TSOF
| aes_core 11 082 38.43 51782 71 060
S | des_perf 43 854 36.36 199 066 278 846
S pei_bridge_32 6316 69.18 45 673 58 514
2 | vga_led 31 501 81.18 250 661 315 264
E wb_conmax 15 748 57.64 85 928 108 444
b15 3395 51.04 17 955 23 374
o | bl7 11 345 50.38 59 148 77 984
S | b18 34 936 45.27 168 399 228 636
E b20 5 844 46.92 28 160 37 970
= | b2l 5 899 47.04 28 157 38 182
b22 8 144 46.67 39 954 53 612
p45k 11 413 46.74 58 623 78 838
p78k 25 740 46.56 174 213 209 950
p81k 44 559 34.16 163 693 258 576
p89k 25 209 48.12 127 844 170 922
; p100k 25 633 49.33 136 350 182 354
Z | p267k 47 986 57.34 294 683 377 210
p295k 52 366 61.09 333 549 432 420
p330k 54 287 44.42 296 111 395 182
p378k 125 824 46.98 881 782 1088 518
p388k 118 920 56.35 608 599 843 628

A. General Performance

We computed test patterns for all TSOFs. The resulting fault
coverage is summarized in Figure 4. In addition, Figure 5 shows
the average computation time per fault. The total runtime of the
entire ATPG algorithm is around 44 minutes on average. Even
for the largest circuits, the total runtime is very low with a
maximum of 238 minutes.

About 20 % of the TSOFs can be tested without requiring any
stability on their inputs and are handled by the timing-unaware
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Figure 5. Runtime per fault for the formula generation and solve process.

ATPG. The remaining faults require at least one stable input and,
hence, the waveform-accurate ATPG. Overall, our method gives
fast computation times with an average test pattern generation
time below 35 ms per fault.

The benefit of re-using the same formula for all TSOFs in a
gate by utilizing assumptions can be clearly observed: Although
the formula generation for the timing-unaware formulas is faster
in absolute terms, it is slower in relation to the number of
tested faults because the formulas can only be re-used for the
TSOFs that do not require input stability (of which there are far
fewer). The number of detectable faults per created formula is
higher for the more complex waveform-accurate formulas. Even
though learned information can be re-used in subsequent solver
calls, the solving time is still higher for the waveform-accurate
ATPG. However, the entailed decrease in performance is minor
which can be attributed to our hybrid approach where only the
justification cone is modeled in the more expensive accurate
manner.

The number of aborts due to timeouts is very low (at most
0.2 %). Altogether, our algorithm scales very well even with very
large circuits with more than 100,000 complex cells and normal
gates.
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B. Using Only Timing-Unaware ATPG

The complexity of modeling the propagation of signals
throughout the justification cone in a waveform-accurate manner
gives rise to questions regarding the gains of this approach
compared to simply generating all test patterns without any
timing information. To gauge the benefits we first created a
test without any timing information for every fault with a
stability requirement. We then validated whether the test pattern
is invalidated through glitches by creating a waveform-accurate
SAT formula for the same fault and using the test pattern as
input assignment. Through additional constraints, this formula
is satisfiable if the test is not invalidated by glitches, otherwise
it is unsatisfiable. In order to ascertain the validity of the results,
we created up to 10 test patterns for every detection pattern for
every fault and checked if the tests remain valid in the presence
of hazards.

In addition, we also computed how many of the remaining
tests violate our strong stability condition. These patterns might
be invalidated in a real circuit by slight changes in the timing due
to process variations. Our findings are summarized in Figure 6.

W Valid

Violates Strong
Stability Condition

Wl Invalidated by Glitch

Figure 6. Portion of test patterns that are invalidated by glitches or violate our
strong stability condition, averaged over all circuits.

Of all generated test patterns for each circuit, on average
10.92 % are invalidated by glitches. In addition, 11.02% of
patterns violate our strong stability condition and thus might
be susceptible to invalidations by slight changes in timing.

This clearly highlights the benefits of our approach which
directly generates valid test patterns. Moreover, for on average
3.22% of testable faults all of the generated patterns were
invalidated by glitches. These faults appear to be sensitive to
glitches making them hard to detect without timing information
even when many different patterns are created.

C. Relaxing the Pattern Conditions

Thus far, the patterns were created for a launch-on-capture test
architecture. By relaxing this condition and allowing all possible
flip-flop values in 75 (for example when enhanced scan [29]
is used), the fault coverage can be considerably increased (see
Figure 7).

Without any restrictions on 75 the average fault coverage
increases to above 97 % . This highlights the adaptability of our
SAT-based approach: The formula can simply be modified by
including more constraints on signals or their propagation. Such
constraints can just as easily be removed from the formula to
generate a different set of results. Hence, other test architectures
(e.g., launch-on-shift) could be easily integrated if this would be
required by the test environment.
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V. CONCLUSION

We introduced a novel SAT-based TSOF ATPG algorithm
which generates hazard-aware test patterns that are not invali-
dated by glitches. Two different approaches were implemented:
A timing-unaware ATPG is used for faults which do not require
stability conditions. For faults that require input stability a timing-
aware, waveform-accurate modeling is chosen. The accurate
modeling is restricted to the justification cone of the fault, while
the remainder of the circuit is handled in a timing-unaware
manner, creating an efficient hybrid circuit model. The detection
properties for each TSOF are automatically computed from
the spice description of each gate. Hence, gate library specific
implementation information is directly incorporated into the test
pattern generation, ensuring that the patterns actually match the
gates utilized in the circuit under test.

The results show a high performance of our implementation
with average test generation times of below 35ms per fault
even for large circuits with more than 100,000 complex cells
and normal gates. In addition, our experiments demonstrate the
benefit of creating tests in a waveform-accurate manner, as on
average 10.92 % of patterns created without timing information
were invalidated by glitches.

In the future one could further improve the performance by
adding a waveform-accurate TSOF simulator. This would greatly
decrease the size of the test set allowing for a more thorough
analysis of the patterns. Additionally, the fault coverage could be
improved by utilizing tests over multiple time frames [30] which
was not considered in this work. Moreover, one could analyze the
effect of slight changes in the timing due to process variations
in combination with a weaker stability condition. Furthermore,
comparing our waveform-accurate ATPG to more pessimistic
hazard-aware methods (e.g., robust tests [21]) would show the
benefits of our approach even more clearly.
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