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Abstract—The fast growth of civil drones raises significant
security challenges. A legitimate drone may be hijacked by
GPS spoofing for illegal activities, such as terrorist attacks. The
target of this paper is to develop techniques to let drones detect
whether they have been hijacked using onboard motion sensors
(accelerometers and gyroscopes).

Ideally, the linear acceleration and angular velocity measured
by motion sensors can be used to estimate the position of a
drone, which can be compared with the position reported by
GPS to detect whether the drone has been hijacked. However,
the position estimation by meotion sensors is very inaccurate
due to the significant error accumulation over time. In this
paper, we propose a novel method to detect hijacking based on
motion sensors measurements and GPS, which overcomes the
accumulative error problem. The computational complexity of
our method is very low, and thus is suitable to be implemented
in the micro-controllers of drones. Experiments with a quad-rotor
drone are conducted to show the effectiveness of the proposed
method.

I. INTRODUCTION

Drones (or UAV, unmanned aerial vehicles) are aircrafts
without human pilots on board. They have been increasingly
used for various civil purposes, including surveillance, jour-
nalism, disaster management, environmental protection and
various leisure activities. It is widely believed that they will
be applied to more areas in the future. The drone industry
has experienced an exponential growth in recent years. For
example, the global sales of DJI, a young drone manufacturer,
has increased for 80 times in the last three years [1].

The fast growth of drones raises significant security chal-
lenges. For example, a civil drone can be easily equipped with
weapons or explosive materials to launch a terrorism attack.
Currently many countries are working on laws to strictly
control the whole life cycle of drones, including production,
sales and use. However, there are still many challenges raised
by drones that are difficult to solve even under very strict
policies. One of the major problems is that a legal drone may
be hijacked by others for illegal usage.

Drone Hijacking by GPS spoofing. Drones rely on GPS
navigation in middle- or long-distance flights. The attacker
can deceive the GPS receiver on a drone by broadcasting
counterfeit GPS signals (called GPS spoofing [2]) and navigate
the drone to fly following the attacker’s intention. The most
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famous example of GPS attack to drones could be the RQ-
170 incident. In December 2011, an Lockheed Martin RQ-
170 Sentinel drone was captured by Iranian forces and guided
to land in northeastern Iran by GPS spoofing[3]. Compared
with military drones, civil drones are more vulnerable to GPS
spoofing attacks since the civil GPS signals are not encrypted.
In June 2012, researchers from University of Texas at Austin
demonstrated to the U.S. Department of Homeland Security
how can they hijack a civil drone with an inexpensive device
(about $1000). Although researchers have proposed several
methods to detect or prevent the GPS spoofing (see Section
II), these methods all require extra hardware devices, which
considerably increase both the cost and the weight of drones
and thus may not be acceptable to the market of lightweight
civil drones.

This work aims to provide a lightweight approach to let a
drone detect whether itself has been hijacked. Our approach
does not require any extra device, but only uses the onboard
motions sensors that are mandatory on all drones for flight
control. The linear acceleration and angular velocity measured
by the motion sensors can be integrated over time to calculate
the position of the drone. Therefore, ideally, we can detect
drone hijacking by comparing the position computed accord-
ing to the motion sensors and the position reported by GPS.
Unfortunately, this approach does not work in practice due to
the significant error accumulation over time. In Section III-B,
we will discuss this inaccuracy problem in details.

Contribution of This Paper. This paper presents a novel
hijacking detection method based on motion sensors and GPS,
but can overcome the above mentioned error accumulation
problem. The main idea is, instead of integrating the angular
velocity and acceleration to estimate the position and compare
it with that reported by GPS, we will combine the angular
velocity by the gyroscopes and the position reported by GPS
to estimate the linear acceleration, and compare it with the
measurement of the accelerometers. In this way, we can avoid
error accumulation due to the double-integrating of linear
acceleration, and greatly improve the hijacking detection ac-
curacy. Experiments show that our method is very effective to
precisely detect hijacking. On the other hand, the complexity
of our method is very low, and is suitable to be implemented
on the micro-controllers of common civil drones.
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II. RELATED WORKS

Several GPS anti-spoofing techniques have been proposed
in recent years. Reference [4] introduced a spoofing-aware
receiver architecture that is able to detect spoofing attacks,
classify the spoofing and authentic signals and mitigate the
harmful effect of counterfeit spoofing signals. Reference [5]
developed a single antenna anti-jam/anti-spoofing method
called MAGIC. It applied a reduced-rank MMSE based C/A
code correlator for single antenna GPS receivers that replaces
a standard C/A code correlator for enhanced anti-jam/anti-
spoofing capability. Reference [6] developed an INS batch
RAIM monitor to detect GPS spoofing attacks. The common
drawback of the above methods is that they require special
hardware devices, which significantly increase the weight and
cost of the drone. Therefore, these methods are not applicable
to lightweight civil drones.

Reference [7] exploited the Doppler effect to monitor the
behavior and integrity of the GPS signals to detect GPS
spoofing. When a GPS receiver is able to precisely determine
the Doppler shift of the carrier frequency, the difference from
the actually measured shift is the cause of the receiver’s own
movement and then can be calculated. Reference [8] presented
a method for spoofing mitigation in acquisition by joint
detection of code Doppler and carrier Doppler. This method
not only detects but also mitigates spoofing signal. Refer-
ence [9] used a special GPS receiver to detect sophisticated
spoofing that cannot be detected using receiver autonomous
integrity monitoring techniques. Reference [10] proposed a
method based on sequential probability ratio test in acquisition.
Reference [11] characterized spoofing detection methods and
extracted the causal relation between measurement validity and
signal integrity, then proposed an approach to derive signal
integrity while capturing its uncertainty in a natural way.
Reference [12] proposed the array processing method that used
a predespreading approach to extract the spatial characteristics
of spoofing signals without acquiring and tracking all the
spoofing and authentic PRNs separately. All the above tech-
niques involve very expensive signal processing algorithms,
and thus are not suitable to lightweight civil drones, which
use micro-controllers with limited computation capacity.

III. PRELIMINARY
A. GPS Spoofing Attack

A GPS spoofing attack attempts to deceive a GPS receiver
by broadcasting counterfeit GPS signals, structured to re-
semble a set of normal GPS signals, or by rebroadcasting
genuine signals captured elsewhere or at a different time.
These spoofed signals may be modified in such a way as to
cause the receiver to estimate its position to be somewhere
other than where it actually is, as determined by the attacker.

Fig. 1 illustrates GPS-spoofing-based hijacking of a drone.
The drone originally plans to fly from the start point to the
planned destination. The GPS spoofing starts when the drone
flies to point pg, after that the counterfeit GPS signal reports
the fake positions along the red dash line and the drone will
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Fig. 1. An example of drone hijacking by GPS spoofing attacks.
deviate from its planned route. For example, when the drone
flies to the point po, and counterfeit GPS signal reports a fake
position pq, the drone will fly to the same direction as how it
should fly from p; to the planned destination.

B. INS

The motion sensors (accelerometers and gyroscopes) can be
used as Inertial Navigation System (INS) [13] to compute the
position and navigate the flight. Different from GPS, INS does
not rely on any external signal. The left part (in the box) of
Fig. 2 illustrates the basic principle of INS. The accelerometers
measure the linear acceleration A in different directions in
the body-fixed coordinates. The gyroscopes measure the angle
velocities (in the yaw, pitch and row axis respectively) of
the drone. Integrating the angle velocities over time gives
the absolute angles of the drone, which are used to derive
the transforming matrix A/. Using M, the accelerations in
the body-fixed coordinates are transformed into the linear
accelerations A* in the geographic coordinate. The linear
accelerations A* are integrated over time once to get the linear
speeds V*, and then integrated over time again to get the
estimated position P*. Note that since the drones fly in low
speed, the influences of earth rotation is neglected.

C. Hijacking Detection by Comparing INS and GPS

A straightforward approach to detect whether a drone has
been hijacked is to compare two positions estimated by GPS
and INS at the same time, as shown in Fig. 2. However,
this approach does not work in practise due to the poor
accuracy of the position calculated by INS. The accelerometers
and gyroscopes may introduce errors in their instantaneous
measurement results. Although the instantaneous errors are
typically very small, the accumulated error over time could
be very large and thus the estimated position by INS may sig-
nificantly deviate from reality. Fig. 3 shows the experimental
result with a civil drone (Section V introduces the hardware
platform of the drone), where the estimated trajectory grossly
deviates from the real trajectory.

Fig. 2. Detection by comparing the positions reported by GPS and INS.
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Fig. 3. The estimated positions using INS are far away from the GPS’s

IV. OUR NEW METHOD

The main idea of our method is shown in Fig. 4. We use
the position information reported by the GPS to estimate the
speeds V' and then the accelerations A in the geographic
coordinate. The angular velocities measured by the gyroscopes
will be used to compute the transform matrix M, by which the
accelerations A in the geographic coordinate are transformed
to A* accelerations in the body-fixed coordinate. Then we
can detect drone hijacking if the difference between A* and
the measured accelerations A?“¢ by the accelerometers exceed
certain threshold.

Compared with the method introduced in Section III-C, our
method avoids the accumulated errors caused by the two inte-
gration operations with the accelerations measurements, which
is the main reason why the INS-estimated position is very
inaccurate. Therefore, our method can achieve a much higher
detection precision. Notice that there is still an integration
operation in Fig. 4, which calculates the angular information
of the drone from the angular speeds measured by gyroscopes,
in order to compute the coordinate transform matrix M.
One may wonder if it is possible to develop a method to
avoid this integration operation as well, e.g., by using the
positions reported by GPS and the accelerations measured by
the accelerometers to estimate the angular speed, and compare
it with the measurement of gyroscopes, as shown in Fig. 5. In
this way, the integration of w is also avoided, and hopefully
a higher detection precision can be achieved. However, this
approach requires to solve a multivariate quadratic equation
system, which is computationally expensive. We exclude this
approach since this paper aims to develop an efficient detection
method that is easy to be implemented on lightweight civil
drones. On the other hand, as will be shown in Section V, the
accumulative error due to the integration of the angular speed
w is not significant, and our detection method is sufficiently
precise for practical usage.

In the following we introduce the details of our proposed
hijacking detection method. Section IV-A focuses on how to
compute the estimated linear accelerations A* from the GPS
and gyroscopes output data. Section IV-B presents algorithms
to decide whether hijacking has happened based on the differ-
ence between A* and A%°¢, the linear accelerations measured
by the accelerometers.

A. Calculating A*

The GPS reports the position P(t) = [P,(t), P,(t), Pn(t)]T
of the drone in the geographic coordinate at every sampling
time point ¢. Since a sampling interval At is sufficiently
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Fig. 5. The detection method by comparing the angular speeds, which involves
heavy computation to solve multivariate quadratic equation systems.

small, we assume that a drone moves linearly with a constant
acceleration between two successive sampling time points.
Under this assumption, we can easily get the linear speed
vector V() = [V,.(t), V,(t), Via(t)]T in the geographic at each
time point ¢ by:
P(t)—P(t—-1)
V(t) = — A
where P(t — 1) is the position vector reported by the GPS at
the previous sampling time point.

The acceleration vector A(t) = [A.(t), 4, (t), An(t)]T in
the geographic coordinate at each time point ¢:

Vit)-V(it-1)
A(t) = I vE— )]

where V(¢ — 1) is the linear speed vector obtained at the
previous sampling time point.

Then A(¢) will be transformed into A*(¢) in the body-fixed
coordinate with the transformation matrix M (¢) at time ¢ [13]:

A*(t) = M71(t) x A(t) Q)

where M ~1(t) is the inverse matrix of M(t), and M (t) is
computed by:

Mll(t) Mlz(t) M13(t)
M(t) = | Mai1(t) Maa(t) Mas(t) 3
Mgl(t) Mgz(t) M33(t)

M (t) = qo(t)* + 1 (t)* — q2(1)* — g3 (t)*

Mz (t) = 2(q1(t)g2(t) — qo(t)gs(t))

Mi3(t) = 2(q1(t)gs(t) + qo(t)q2(t))

M21(t) = 2(q1(t)g2(t) + qo(t)gs(t))

Mas(t) = qo(t)* — q1(t)* + q2(£)* — g3(t)? “
Mas(t) = 2(q2(t)g3(t) — qo(t)q1(t))

M3 (t) = 2(q1(t)g3(t) — qo(t)g2(t))

M2 (t) = 2(q2(t)qs(t) + qo(t)q1(t))

Ms3(t) = qo(t)?® — q1(t)® — q2(t)* + q3(t)?

Q) = [q0(t),q1(t),q2(t),q3(t)]T is iteratively computed
according to the angular speed vector
w = [wa (), wy (1), w= ()]
reported by the gyroscopes:
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Aqo(t) 0 —we(t) —wy() —wn(t)][ao(t-1)
Aqi(t) |_1] wa(t) 0 wp(t)  —wy(t) | |q1(t-1) At (5)
Aga(t) |72 wy(t) —wa(t) 0 wa(t) | |g2(t-1)
Ags(t) wp(t)  wy(t) —wel(t) 0 q3(t-1)

where Ag;(t) is the variation of ¢;(¢) and we can get () for
the current moment ¢ by

qi(t) = qi(t — 1) + Aq;(?).

Before being applied to (4) to compute M, @ can be normal-
ized to be more robust to measurement errors:

‘h(t) . i=0,1,2,3 (6)
\/qo Jr‘11

)+ q5(t) + q5(t)
such that it satisfies:

201 + @1 (t)” + q2(t)* + q3(t)* = 1 @)

The iterative computation of @ starts with the initial values
obtained as follows. The initial attitude angles of the drone are
6 (pitch), ¢ (yaw ) and  (roll), then we compute the initial

value of M, denoted by M by:

M11 = cosy- cosp — siny- sinf- sing

M1z = —cosf- sing
M 13 = sinvy- cosp + cosy- sinb- sing

M2y = cosy- sing + siny- sinf- cosg

Moo = cosh- cosp 8)
M23 = siny- cosp — cosy- sinb- sing

M3y = —sin~y- cos)

Mso = sinf

M33 = cosy- cosf

When a drone starts to fly, we assume that f = v = 0 and
¢ can be calculated by the first two successive GPS points.
Then according to (9) we get Q’s initial absolute value.

[gr| = 5\/1+M11 — Moo — M33

B T e
32| = *\/1—M11 + Moo — M33
2 ©)

R B
|q3|=5\/1—M11—M22+M33

[ = /1 -a@? - @ —g>
The sign of g; is decided as follows:
sign(qr) = +
sign(qr) = sign(Ms2 — Ma3)
sign(q2) = sign(M13 — M31)
sign(qz) = sign(Ma21 — Mi2)

10)

Note that the computation of the transformation matrix M
is the same as in the standard position estimation in INS [13]
(in both Fig. 2 and Fig. 4, we use w to compute (), and then
compute M, and finally transfer accelerations from the body-
fixed coordinates to the geographic coordinates).

The time complexity of the computation at each sampling
time point is constant. As we mentioned before, one may
think of avoiding the accumulative error of the gyroscope
outputs using the approach in Fig. 5, which estimates the
angular speeds using the GPS and accelerometers and compare
them with the measurements of the gyroscopes. However, this
requires us to compute qo, q1,q2,q3 by solving the equation
system of (2). There is no general closed-form method to solve
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Algorithm 1 Pseudo-code of calculating A*
1: Compute M by (8)
2: Compute @ by (9) and (10)
3: for each sampling point ¢ do

4: Compute A(i) by (1)

s Compute Q(i) with Q(i — 1) by (5), (6)
6: Compute M (i) with Q(7) by (4)

7: Compute M ~1(i) from M (i)

8: A*(i) « M1 x A(i)

9: end for

this multivariate quadratic equation systems, and one has to
rely on numerical analysis methods ( e.g., the Newton iteration
method), which are computationally expensive.

B. Hijacking Detection

Now we present how to decide whether the drone has been
hijacked by comparing A* and A. We compute the difference
Ad/(t) = [al,(t),a;,(t), a},(t)]" at each sampling time point ¢:

Ad'(t) = A(t) — A*(t)
We first apply a simple median filtering algorithm to the Aa(t)

sequence by: t
a(t) = Z Ad' (i) /n

i=t—mn
where n is the window size of the median filtering. This step
is mainly to eliminate fluctuation noises, and the window size
of n is relatively small. In the following we use Aa(t) for
hijacking detection.

Before presenting the hijacking detection rules, we first look
into some data collected from experiments with a realistic
drone (the parameters of the drone and the experiment method-
ology will be introduced in Section V), and use these examples
to motivate the design of our hijacking detection rules. Since
the height of the drone in GPS-spoofing-based hijacking is
irrelevant, the following discussions we only consider the x
and y axis.

In the experiment of Fig. 6, the drone flies normally along
a straight line, where Aa,(t) and Aa,(t) are continuously
close to 0. In Fig. 7, the drone is hijacked, where Aa,(t)
and Aay(t) significantly deviate from 0. These experiments
imply that |Aa,(t)| and |Aa,(t)| are important for hijacking
detection.

However, only relying on |Aa,(t)| and |Aa,(t)| may give
wrong results. In the experiment of Fig. 8, the drone is not
hijacked, but flies following a zigzag route. This time, Aa,
may deviate from O significantly during a certain period of
time. However, its average over a period of time is sufficiently
close to 0. This phenomenon suggests that when we see a
large |Aag(t)| or |Aay(t)], it does not necessarily mean that
a hijacking actually has happened. We should further evaluate
its average over a period of time, and does not report hijacking
if the average is close to 0.

On the other hand, |Aa,(t)| could be small in some
hijacking cases. Fig. 7 shows such an example, where |Aa,, (¢)|
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Fig. 7. Detection rule motivating example 2.

is continuously close to 0, but |Aa,(t)]| is large. We observed
from our experiments that a typical behavior in hijacking is
that the drone’s acceleration along its heading direction varies
dramatically, which is mainly due to the specific flight control
algorithm of the drone used in our experiments. In this case,
we will use the variance of Aa,(t) over a period of time. Note
that the reason why we do not use the average, but the variance
of Aa,(t) is that we observe that in many non-hijacked cases,
Aa,(t) may deviate from 0 consistently, but vary much slower
compared with the hijacked cases, as shown in Fig. 6.

By the above observations, we design the detection proce-
dure as shown in Algorithm 2. Note that the window size N
used to compute the average or the variance is subject to the
designer’s choice, but is typically much larger than n. In all
the experiments in this paper we set N = 100. Moreover,
the design of hijacking detection rules heavily depends on the
flight control algorithm of the drone. The detection algorithm

Algorithm 2 Pseudo-code of the Detecting procedure

1: while not hijacked do

2: calculate Aa(7) in Algorithm 1

3 if |Aa,(i)| > ¢ then

4: calculate avg(Aay () from ¢ — N to i
5: if avg(Aay(i)) > p then

6: claim hijacked; break

7 end if

8: else

9: if |[Aay(i)] > p then

10: calculate var(Aa,) from i — N to i
11: if var(Aa,) > ¢ then
12: claim hijacked; break

13: end if
14: end if
15: end if

16: end while
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in this paper is designed with observations from experiments
with a particular drone. In the future work we may conduct
experiments to different drones and study detection algorithms
that are more general to different flight control algorithms.

V. EXPERIMENTS

Experiments are conducted with a Quadrotor drone using
the Pixhawk™flight control system [14]. It uses L3GD20H
gyroscopes [15] and LSM303D accelerometers [16], for both
of which we set the sampling rate of SOHZ (inter-sampling
separation of 0.2 seconds). The drone uses the NEO-M8N
GPS system [17], for which we set the data rate to SHz(inter-
sampling separation of 0.2 second). Therefore, the GPS out-
puts are updated every 10 sampling points. The onboard micro-
controller is PX4FMU [14], a 168MHz Cortex-M4F processor
with 192KB SRAM and 1024 KB Flash.

We let the drone fly in an open space for 100 times, among
which the hijacked and non-hijacked cases are half-half. For
the non-hijacked case, half of the flight routes are straight lines
and half are randomly generated curves. The hijacked case is
implemented as follows. We use an array to store the fake GPS
signals on the micro-controller, and set a timer to trigger the
hijacked mode, in which the GPS signal processing program
reads inputs from this array instead of from the GPS receiver.
We implement our hijacking detection method on the micro-
controller and modify the flight control algorithm so that the
drone will land as soon as it detects hijacking.

The precision is evaluated with the correctness ratio a:

suce
= )
total
where total is the total number of experiments, and succ is
the number of experiments that our method correctly judges
whether the hijacking has happened. In other words, in the
hijacked case 1 — « is the false-positive ratio while in the
non-hijacked case 1 — «v is the false-negative ratio.

The thresholds €, pu, p, and § greatly affect the correctness

ratio. If €, u, p, and § are too tight, the correctness ratio in
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TABLE I
CORRECTNESS RATIO COMPARISON OF DIFFERENT METHODS

no hijacked cases
our method 96%
GPS vs. INS method 0%

hijacked cases
100%
100%

the hijacked case will be higher but it will be lower in the
non-hijacked case, and the other way around if €, u, p, and
0 are too loose. Therefore, in the following we evaluate the
correctness ratio in both hijacked and non-hijacked cases with
varying &, u, p, and 0.

Fig. 11 to Fig. 14 show how the correctness ratio changes
(for both the hijacked cases and non-hijacked cases) with one
of the four thresholds, while keeping the other three constant.
In all these experiments, the success ratio in hijacked case is
very high, while the success ratio in the non-hijacked case
improves as the thresholds increase.

According to the above experiment results, the following
thresholds appear to be a good choice for our drone: € = 0.5,
uw =01, p =15 and § = 0.02. We also implement the
straightforward approach by comparing the position calculated
by INS and that reported by GPS, and compare it with our
method, as shown in Table I. It turns out that the straightfor-
ward approach always reports hijacking in both cases, due to
the extremely poor position estimation accuracy by INS.

100%

100%

Q0% 90%
& 3
280% 280%
8 3
£ 70% £ 70%
[e) o
(5] o
60%) 60%)

—no hijacked cases —no hijacked cases
- - -hijacked cases 50% - - -hijacked cases

0.3 0.4 0.5 0.6 0 0.05 0.1 0.15
€ I

50°6» >
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70%

correctness
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VI. CONCLUSIONS

This paper presents an efficient method to let a drone detect
whether it has been hijacked. This method does not require any
extra hardware device, but only using data from the GPS and
motion sensors (gyroscopes and accelerometers). The motion
sensors can be used as INS (inertial navigation system) to
estimate the position of the drone. However, the precision
of INS is very low, due to the accumulative error problem.
Therefore, it is not feasible to detect hijacking by comparing
the positions reported by INS and GPS. The method proposed
in this paper solves the accumulative error problem by a novel
approach to use the motion sensors and GPS data. On the other
hand, our method does not require any expensive computation,
and thus is easy to be implemented in any drone.
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