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Abstract—This paper presents LOEDAR, a novel low-cost Error 
Detection and Recovery scheme, for Montgomery Ladder 
Algorithm based Elliptic Curve Scalar Multiplication (ECSM). 
The LOEDAR scheme exploits the invariance among the 
intermediate results produced by the algorithm to detect errors. 
The error detection process can be carried periodically during 
ECSM to verify data correctness, and will recover the 
cryptosystem back to the latest checkpoint upon detecting errors. 
The frequency of running the error detection process can be 
adjusted to trade off the power and time overhead with error 
detection latency and recovery overhead. The hardware and 
power overhead of LOEDAR are about 37% and 69% 
respectively. Each additional error detection process contributes 
less than 1% additional time overhead and power overhead.  

Keywords – elliptic curve cryptography(ECC); elliptic curve 
scalar multiplication(ECSM); concurrent error detection; 
montgomery ladder;  

I.  INTRODUCTION 
Elliptic Curve Cryptography (ECC), which was proposed 

by Neal Koblitz and Victor Miller, is an attractive approach to 
public-key cryptography. Compared with other public-key 
cryptosystems such as RSA, ECC provides the same level of 
security with smaller key size and other parameters. In ECC-
based cryptosystems, the most time-consuming operation is the 
Elliptic Curve Scalar Multiplication (ECSM). ECSM takes 
inputs a point ܲ on an elliptic curve ܧ and a positive integer ݇ 
and computes ܳ ൌ ݇ܲ ൌ ܲ ൅ ܲ ൅ ڮ ൅ ܲ (݇ times). ܲ is called 
the base point and often made public, while ݇  is the secret. 
ECSM is computed using two basic operations: point addition 
and point doubling. Point addition adds two different points, 
while point doubling adds a point to itself. Since both 
operations are defined geometrically on the elliptic curve ܧ , 
they involve computations of coordinates of points. A number 
of ECSM algorithms have been proposed, and the most 
attractive one is Montgomery Ladder Algorithm [1]. An 
efficient implementation of this algorithm is presented in [2]. 
Montgomery Ladder Algorithm is based on the observation 
that the x-coordinate of the sum of two points can be computed 
using just the x-coordinates of the two points and the difference 
of the two points. Hence only x-coordinates are involved 
during the accumulation of ܲ , and the y-coordinate is only 
involved at the last step, i.e. recovering the y-coordinate of the 
final result ݇ܲ  from its x-coordinate. In addition to cost 
reduction, Montgomery Ladder Algorithm also shows strong 
resistance to sign change attack [3].  

Since ECC is commonly used for key exchange and digital 
signature generation, the reliability of ECC-based 
cryptosystems is especially important for secure 
communications. Faults caused by natural or artificial reasons 
may result in data corruption and, even worse, security leakage 
of the whole system. By analyzing the erroneous outputs due to 
the attacker-induced faults, the key information can be 
recovered with an affordable effort.  A variety of such attacks, 
called fault attacks, to ECC-based cryptosystems have been 
presented in the past years [4] [5] [6] [7]. Since the point 
produced by a faulty calculation may leave the original curve 
with a high probability, an extra step, called Point Verification 
(PV) that checks if ݇ܲ  is still on the original curve before 
sending it out, has been recommended by SECG [8]. However, 
using PV as the only protection could be risky. First, PV misses 
some faults [9]. Second, attacks have been proposed to 
manipulate the faulty results so they can pass PV process [7]. 
Besides, PV only detects faults, and fault detection only may 
not be sufficient for the cryptosystems that need to perform 
operations properly even in the events of natural or attacker-
induced faults. Such systems demand efficient fault recovery. 
The recovery following fault detection using PV, however, will 
have to start from the very beginning and re-compute the 
complete ECSM. Hence additional fault detection mechanism 
must be implemented to detect faults occurred during ECSM.  

Most fault tolerant structures are based on parallel 
computation [10]. The structures have two or more identical 
and independent ECSM modules working in parallel, and faults 
are detected or corrected by comparing or voting the results 
from all parallel modules. Consequently, more than 100% 
hardware overhead is required. It is unacceptable for the 
embedded cryptosystems that have highly constrained area 
budget. Another easy option is to perform the ECSM operation 
twice or more times on the same datapath. The delay cost by 
recomputation will slow down system performance by at least 
100%. Furthermore, in the view of power consumption, both 
approaches are always taking twice or more energy to finish a 
regular ECSM computation. This is unaffordable for the 
systems operating on limited energy supply. In this paper, we 
present a novel low-cost error detection and recovery 
(LOEDAR) scheme for the Montgomery Ladder Algorithm. 
Besides its low area and time overhead, the most prominent 
benefit of LOEDAR is that one can easily adjust the trade-off 
between energy and time consumed by error detection and the 
error detection latency and recovery cost. A smaller error 
detection latency results in a faster recovery when faults are 
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present, but incur more energy consumption when faults are 
absent.  

The organization of the paper is as follows. Section 2 
presents a brief overview of ECC and Montgomery Ladder 
Algorithm. Section 3 presents the proposed LOEDAR scheme. 
Its error detection capability is analyzed in Section 4. The 
experimental results are shown in Section 5. Section 6 
concludes this paper. 

II. ECC AND MONTGOMERY LADDER ALGORITHM 

A. ECC Overview 
ECC can be implemented over two major types of Galois 

finite fields: prime finite field GFሺpሻ  and binary finite field GFሺ2୫ሻ . Our work focuses on the GFሺ2୫ሻ  field due to its 
hardware-efficient field arithmetic operations. An elliptic curve ܧ  over GFሺ2୫ሻ  is defined to be a set of points ሺݔ, ሻݕ GFሺ2୫ሻא ൈ GFሺ2୫ሻ that satisfy the following equation where ܽ 
and ܾ א GFሺ2୫ሻ, ܾ ് 0, and the point at infinity ࣩ: ݕଶ  ൅ ݕݔ  ൌ ଷݔ   ൅ ଶݔܽ  ൅  ܾ                                (1)                                                            

Based on the geometric property of elliptic curve, two basic 
functions, point addition and point doubling, are defined on the 
elliptic curve. Both functions involve a number of arithmetic 
operations over GFሺ2୫ሻ  including multiplication, square, 
addition and division. Let ଵܲ ൌ ሺݔଵ, ଵሻݕ א ଶܲ ,ܧ ൌ ሺݔଶ, ଶሻݕ and ଵܲ ,ܧא ് േ ଶܲ. Point addition ଵܲ ൅ ଶܲ  will result in a new 
point ଷܲ ൌ ሺݔଷ,  ଷሻ on elliptic curve  , whereݕ

۔ە
ۓ ଷݔ ൌ ൬ݕଵ ൅ ଵݔଶݕ ൅ ଶ൰ଶݔ ൅ ଵݕ ൅ ଵݔଶݕ ൅ ଶݔ ൅ ଵݔ ൅ ଶݔ ൅ ଷݕ  ܽ ൌ ൬ݕଵ ൅ ଵݔଶݕ ൅ ଶ൰ݔ ሺݔଵ ൅ ଷሻݔ ൅ ଷݔ ൅  ଵ                                ሺ2ሻݕ

If ଵܲ ൌ ଶܲ, ଷܲ will be equal to 2 ଵܲ and the operation is referred 
to as point doubling, and the coordinates are computed as 
follows. 

  ቐ ݔଷ ൌ ଵଶݔ ൅ ୠ௫భమ                              ݕଷ ൌ ଵଶݔ ൅ ቀݔଵ ൅ ௬భ௫భቁ ଷᇱݔ ൅ ଷᇱݔ                                              ሺ3ሻ 

B. Montgomery Ladder Algorithm 
In ECC, the major computation is ECSM. A number of 

ECSM algorithms have been proposed, among which 
Montgomery Ladder Algorithm is the most attractive one due 
to its efficient implementation [2] and the capability to resist 
some fault attacks such as sign change attack [3]. Montgomery 
Ladder Algorithm is given in Algorithm 1. The l-bit secret ݇ is 
represented using its binary form ݇ ൌ ሺ݇଴݇ଵ … ݇௟ିଵሻଶ , where ݇଴ is the MSB and ݇௟ିଵ is the LSB. It is assumed that ݇଴ ൌ 1. 

Algorithm 1. Montgomery Ladder Algorithm 
Input: an integer  ݇ ൒ 0, and a point ܲ ൌ ሺݔ, ሻݕ א   ܧ
Output: ܳ ൌ ݇ܲ. 
1. Set ݇ ՚ ሺ݇଴݇ଵ … ݇௟ିଵሻଶ 
2. Set ଵܲ ՚ ܲ, ଶܲ ՚ 2ܲ 
3. for ݅ from 1 to ݈ െ 1 do 

  if   ݇௜ ൌ 1  then  ଵܲ ՚  ଵܲ ൅ ଶܲ,    ଶܲ ՚  2 ଶܲ. 
  else    ଶܲ ՚  ଶܲ ൅ ଵܲ,    ଵܲ ՚  2 ଵܲ. 

4. return (ܳ ൌ ଵܲ). 
As one may notice that in this algorithm, the difference 

between ଶܲ  and ଵܲ  is always ܲ  (i.e. ଶܲ െ ଵܲ ൌ ܲ ). This 

property helps reduce the complexity of computation 
significantly. Instead of applying (2), the x-coordinate of the 
sum ଵܲ ൅ ଶܲ can be computed in terms of the x-coordinates of ଵܲ, ଶܲ and their difference ܲ.  ݔሺ ଵܲ ൅ ଶܲሻ ൌ ݔ ൅ ሺ ଵݔଵݔ ൅ ଶሻଶݔ ൅ ଵݔଵݔ ൅ ଶݔ                         ሺ4ሻ 

where ݔ , ଵݔ   and ݔଶ  are the x-coordinate of ܲ , ଵܲ  and ଶܲ , 
respectively. Hence both point addition and point doubling in 
Algorithm 1 involve only x-coordinates. After finishing the 
main loop, the y-coordinate of ܳ ൌ ݇ܲ  can be recovered by 
using the coordinates of ܲ, ଵܲ, and ଶܲ of the last iteration.  

Because division in GFሺ2୫ሻ is costly and time-consuming, 
projective coordinates have been suggested to reduce the 
number of times division is performed. The affine coordinates 
of a point ܲ ൌ ሺݔ, ܲ ሻ is transformed to projective coordinatesݕ ൌ ሺܺ, ܻ, ܼሻ with ݔ ൌ ܺ/ܼ and ݕ ൌ ܻ/ܼ. Point addition and 
point doubling in projective coordinates are given in (5) and 
(6), respectively. Hence division is only performed at the last 
step which transforms the projective coordinates of the points 
to affine coordinates for output.  ൜ ܼሺ ଵܲ ൅ ଶܲሻ ൌ ܼଷ ൌ ሺ ଵܺ · ܼଶ ൅ ܺଶ · ܼଵሻଶ               ܺሺ ଵܲ ൅ ଶܲሻ ൌ ܺଷ ൌ ݔ · ܼଷ ൅ ሺ ଵܺ · ܼଶሻ · ሺܺଶ · ܼଵሻ           ሺ5ሻ ൜ ܺሺ2 ଵܲሻ ൌ ܺସ ൌ  ଵܺସ ൅ ܾ · ܼଵସ ܼሺ2 ଵܲሻ ൌ ܼସ ൌ ଵܺଶ · ܼଵଶ                                                         ሺ6ሻ 

III. THE LOEDAR SCHEME  
The point-updating pyramid shown in Figure 1 illustrates 

how points ଵܲ and ଶܲ are updated in the first three iterations in 
the for loop of Algorithm 1 that traverses from the MSB ݇ଵ to 
the LSB ݇௟ିଵ  . Please ignore ௏ܲ  for now. At iteration i, the 
ECSM process will take either the left path (if ݇௜ ൌ 0) or the 
right path (if ݇௜ ൌ 1). This is repeated until the leaf ݇௟ିଵ  is 
reached. For example, the path shown in bold arrows is taken 
when ݇ ൌ 11 ൌ ሺ݇଴݇ଵ݇ଶ݇ଷሻଶ ൌ ሺ1011ሻଶ, and the results after 
the 3rd iteration are ଵܲ ൌ 11ܲ, and ଶܲ ൌ 12ܲ. 

 
Figure 1.  Montgomery Ladder Algorithm point updating graph 

A. The Idea 
A good property of the algorithm is that the difference 

between ଶܲ and ଵܲ is always kept as ܲ if no fault occurs. Our 
first intuitive is to verify if the constant difference is kept at the 
end of each iteration, i.e. checks if ଶܲ ൌ ଵܲ ൅ ܲ . This idea, 
however, does not work well because of the following: If this 
verification is to be done in the original affine coordinates, one 
will need to first recover the y-coordinates of all the three 
points and then perform the operations specified in (2), which 
is too time-consuming; If this verification is to be done in the 
projective coordinates, one may need to know the x-coordinate 
of the difference between ଵܲ  and ܲ . However, it is hardly 



possible to know ଵܲ െ ܲ  without adding extra computation 
since ଵܲ changes in every iteration.  

In order to take the advantage of computing point addition 
and point doubling in projective coordinates, we introduce a 
new point called Verification Point, ௩ܲ, as shown in Figure 1. ௩ܲ is initialized to ࣩ, and is incremented at each iteration just 
like ଵܲ and ଶܲ. Let us denote by ଵܲ௜ , ଶܲ௜ , ௩ܲ௜  the value of points ଵܲ , ଶܲ , ௩ܲ  after the ith iteration, respectively. During the ith 
iteration ௩ܲ is incremented by either ଵܲ or ଶܲ depending on ݇௜ , 
i.e. ௩ܲ௜ ൌ ௩ܲ௜ିଵ ൅ ଵܲ௜ିଵ  if ݇௜ ൌ 0 , or ௩ܲ௜ ൌ ௩ܲ௜ିଵ ൅ ଶܲ௜ିଵ  if ݇௜ ൌ1. In the example given in Figure 1, ௩ܲଵ ൌ ௩ܲ଴ ൅ ଵܲ଴ ൌ ܲ since ݇ଵ ൌ 0 ; ௩ܲଶ ൌ ௩ܲଵ ൅ ଶܲଵ ൌ 4ܲ  since ݇ଶ ൌ 0 , and  ௩ܲଷ ൌ௩ܲଶ ൅ ଶܲଶ ൌ 10ܲ since ݇ଷ ൌ 1. Lemma 1 shows that after each 
iteration ௩ܲ௜ ൅ ଶܲ௜ ൌ 2 ଵܲ௜ always holds if no fault occurs. 

Lemma 1: If ௩ܲ  is updated as described above, then ௩ܲ௜ ൅  ଶܲ௜ ൌ 2 ଵܲ௜  for 1 ≤ i ≤ l-1 if no fault occurs. 

Proof. Before Algorithm 1 starts, ଵܲ଴ , ଶܲ଴ , and ௩ܲ଴  are 
initialized to ܲ , 2ܲ , and ࣩ  respectively where ܲ  is the base 
point on the elliptic curve. After the 1st iteration, ଵܲ, ଶܲ and ௩ܲ 
are updated as follows. 

ଵܲଵ ൌ  ൜2ܲ         ݄݊݁ݓ ݇ଵ ൌ ଵ݇ ݄݊݁ݓ         0,3ܲ ൌ 1.   ଶܲଵ ൌ  ൜3ܲ         ݄݊݁ݓ ݇ଵ ൌ ଵ݇ ݄݊݁ݓ         0,4ܲ ൌ 1.      

௩ܲଵ ൌ  ൜ࣩ ൅ ܲ ൌ ଵ݇ ݄݊݁ݓ              ܲ ൌ 0,ࣩ ൅ 2ܲ ൌ ଵ݇ ݄݊݁ݓ         2ܲ ൌ 1. 
Thus ௩ܲଵ ൅  ଶܲଵ ൌ 2 ଵܲଵ holds for i ൌ 1 no matter kଵ ൌ 0 or 1. 

Now assume that ௩ܲ௤ ൅ ଶܲ௤ ൌ 2 ଵܲ௤  holds for ݅ ൌ ݍ ൒ 1, and we 
will  show that  ௩ܲ௤ାଵ ൅  ଶܲ௤ାଵ ൌ 2 ଵܲ௤ାଵ always holds:  

  ଵܲ௤ାଵ ൌ  ቊ2 ଵܲ௤                  ݄݊݁ݓ ݇௤ାଵ ൌ 0,ଵܲ௤ ൅ ଶܲ௤         ݄݊݁ݓ ݇௤ାଵ ൌ 1.                    
  ଶܲ௤ାଵ ൌ  ቊ ଵܲ௤ ൅ ଶܲ௤         ݄݊݁ݓ ݇௤ାଵ ൌ 0,2 ଶܲ௤                  ݄݊݁ݓ ݇௤ାଵ ൌ 1. 

and verification point 

௩ܲ௤ାଵ ൌ ቊ ௩ܲ௤ ൅ ଵܲ௤         ݄݊݁ݓ ݇௤ାଵ ൌ 0,௩ܲ௤ ൅ ଶܲ௤          ݄݊݁ݓ ݇௤ାଵ ൌ 1.  
When ݇௤ାଵ ൌ 0 , we have ௩ܲ௤ାଵ ൅ ଶܲ௤ାଵ ൌ  ௩ܲ௤ ൅ ଵܲ௤ ൅ଵܲ௤ ൅ ଶܲ௤ ൌ 4 ଵܲ௤ ൌ 2 ଵܲ௤ାଵ . When ݇௤ାଵ ൌ 1, we have ௩ܲ௤ାଵ ൅ ଶܲ௤ାଵ ൌ  ௩ܲ௤ ൅ ଶܲ௤ ൅ 2 ଶܲ௤ ൌ 2൫ ଵܲ௤ ൅ ଶܲ௤൯ ൌ 2 ଵܲ௤ାଵ . Thus, ௩ܲ௤ାଵ ൅ ଶܲ௤ାଵ ൌ 2 ଵܲ௤ାଵ holds. This proves Lemma 1. 

Recall that with the knowledge of the difference between ଵܲ 
and ଶܲ, ଵܲ ൅ ଶܲ can be implemented efficiently where only the 
x-coordinates of points are involved [2]. For the same reason, 
incrementing ௩ܲ involves only the x-coordinates as well – the 
difference between ௩ܲ  and the incremental value of ௩ܲ  is 
known, which is either ܲ if ݇௜ ൌ 0 or 2ܲ if ݇௜ ൌ 1. Hence ௩ܲ 
can be computed efficiently in the same way as ଵܲ ൅ ଶܲ. 

B. The LOEDAR Scheme 
The proposed LOEDAR scheme is shown in Algorithm 2. 

All the operations are performed in projective coordinates. ݔ, 
the affine x-coordinate of a point, will be transformed to 
projective coordinates ሺܺ, ܼሻ where X/Z ൌ  Algorithm 2 has .ݔ

two parts. Part 1 updates ଵܲ and ଶܲ just like Algorithm 1, which 
will be referred to as the normal scalar multiplication. Part 1 
also updates ௩ܲ  concurrently with ଵܲ  and ଶܲ , which will be 
referred to as ௩ܲ  accumulation. Between the two iterations of 
Part 1, Part 2 verifies the correctness and triggers recovery if 
errors are detected, and it will be referred to as EDR. In EDR 
errors are detected by verifying the equivalence of ௩ܲ ൅ ଶܲ and 2 ଵܲ at the end of an iteration, which involves a point addition 
that calculates the ܺ and ܼ coordinates of ௩ܲ ൅ ଶܲ (denoted by ܺ௉ೡା௉మand ܼ௉ೡା௉మ), a point doubling that calculates the ܺ and ܼ 
coordinates of 2 ଵܲ  (denoted by ܺଶ௉భ and ܼଶ௉భ ), and two 
multiplications followed by a comparison to verify if ܺ௉ೡା௉మ ·ܼଶ௉భ ൌ ܼ௉ೡା௉మ · ܺଶ௉భ . The equation, if holds, implies that ܺ௉ೡା௉మ/ܼ௉ೡା௉మ  ൌ ܺଶ௉భ/ܼଶ௉భ  which further implies ௩ܲ ൅ ଶܲ ൌ2 ଵܲ . We don’t directly compare if ܺ௉ೡା௉మ ൌ ܺଶ௉భ  and ܼଶ௉భ ൌܼ௉ೡା௉మbecause transformation between affine coordinates and 
projective coordinates is not unique and different pairs of ሺܺ, ܼሻ may map to the same affine coordinate ݔ. If no error is 
detected, ଵܲ , ଶܲ , and ௩ܲ  will be saved as a checked state and 
Part 1 is resumed. Otherwise Part 1 will rewind to the previous 
checked state and resume from there. 

Algorithm 2. The LOEDAR Scheme 
Input:     An integer  ݇ ൒ 0, and a point ܲ ൌ ሺݔ, ሻݕ א   ܧ
Output:  ܳ ൌ ݇ܲ 

Part 1: Scalar Multiplication 
and  ௩ܲ accumulation 
1. Set ݇ ՚ ሺ݇0݇1 … ݈݇െ1ሻଶ.  
2. ଵܲ ՚ ܲ, ଶܲ ՚ 2ܲ, ௩ܲ ՚ ࣩ 
3. for ݅ from 1 to l-1 do  

  if   ݇௜ ൌ 1  then 
࢜ࡼ      ՚ ࢜ࡼ ൅  ,૛ࡼ

        ଵܲ ՚ ଵܲ ൅ ଶܲ, ଶܲ ՚ 2 ଶܲ. 
     else 
࢜ࡼ         ՚ ࢜ࡼ ൅  ,૚ࡼ
       ଶܲ ՚ ଶܲ ൅ ଵܲ, ଵܲ ՚ 2 ଵܲ. 
     end if 
4.  return (ܳ ൌ ଵܲ). 

Part 2: EDR 
Pause Part 1 at the end of an 
iteration; 
if ௩ܲ ൅ ଶܲ ൌ 2 ଵܲ 
       Save them as a new  
       checked state; Resume 
       Part 1; 
else 
       Retrieve the previous  
       checked state; Resume 
       Part 1; 
end if 

The corresponding LOEDAR architecture is shown in 
Figure 2. It is composed of an ECSM/EDR module, an 
accumulation module, a coordinate transformation module, a 
point verification module, and a register file. ௩ܲ is computed 
by Accumulation module and updated after every iteration 
during normal scalar multiplication. The ECSM/EDR module 
updates ଵܲ  and ଶܲ  during normal scalar multiplication and 
verifies if ௩ܲ ൅ ଶܲ ൌ 2 ଵܲ during EDR. At the end of a certain 
iteration when an EDR process is about to run, the ECSM 
module suspends the normal scalar multiplication and turns to 
EDR. After finishing all the iterations of the scalar 
multiplication, the projective coordinates of ଵܲ  are 
transformed to affine coordinates via coordinate 
transformation module, and the result will be output only after 
it passes point verification (PV)1.  

In our implementation, each iteration of scalar 
multiplication takes 17 cycles while each EDR process takes 
21 cycles. If EDR process is carried after each iteration of 
scalar multiplication, the time overhead is worse than the 

                                                           1 Note that the coordinate transformation before scalar multiplication is trivial as one can simply set X = x and Z = 1. 



straightforward time-redundancy based techniques. However, 
the LOEDAR has an advantage that one can run the EDR 
process much less frequently, i.e. one EDR after every N 
iterations of scalar multiplication and N could be any number 
between 1 and l-1. The error detection capability is analyzed 
in the next section.  

 
 

Figure 2. The Architecture for LOEDAR 

IV. THE ANALYSIS OF FAULT DETECTION CAPABILITY 
It is assumed that fault occurrences are a random event 

even though they are introduced deliberately. This indicates 
that any module could be affected by faults with a probability 
depending on its silicon area. The proposed scheme detects and 
recovers the faults occurred during scalar multiplication and 
ensures that point sent to the coordinate transformation is 
correct. Faults occurred during coordinate transformation, 
though will not leak the information of the secret, will be 
detected by point verification, and can be recovered by just 
transforming the coordinates one more time. The register file 
and the FSM controller (not shown in the figure) are subject to 
faults as well. While the scheme does not protect the register 
file directly, faults in most of these registers will be detected 
since they are no different from the faults occurred in the 
datapath. Only the ones that store the checked state require 
special attention. However, they can be protected efficiently 
using Error-Correcting Codes. The proposed scheme has a 
rather simple state machine, which can be made fault-tolerant 
by duplication/triplication with little overhead in the large, or 
using error detecting/correcting codes with minimum overhead 
as suggested in [11]. Hence the analysis will focus on the faults 
occurred in ECSM module and Accumulation module. Further, 
we assume that faults injected by attackers are transient – i.e. a 
fault affects only one operation. While multiple faults could 
occur as well, the possibility is small. Due to the page limit and 
the number of possible fault patterns, the following analysis 
assumes there is at most one fault between two successive EDR 
processes 

A single transient fault can affect either an operation in 
scalar multiplication or an operation in ௩ܲ accumulation, or an 
operation in EDR. While the proposed scheme protects the 
operations in all the three functions, the capability of detecting 
the faults of scalar multiplication and ௩ܲ accumulation is of the 
most interest to us. This is because the major goal of this 
technique is to deliver correct ଵܲ , ଶܲ  and ௩ܲ  . On the other 
hand, the capability of detecting the faults of EDR is of less 
interest since missing those faults won’t affect the correctness 
of ଵܲ , ଶܲ  and ௩ܲ  at all. Hence our analysis will focus on the 
former. 

Figure 3 shows the Data Flow Graph (DFG) of the point 
addition and point doubling in scalar multiplication and the 
point addition in ௩ܲ accumulation. The operations of the point 
addition and point doubling in the scalar multiplication are 
numbered from A1 to A7 and from D1 to D7, respectively, 
while the operations of the point addition in the ௩ܲ 
accumulation are numbered from V1 to V7. Here ×, +, and S 
inside circles denote multiplier, adder and squarer over 
GF(2m), respectively. For example, ×1 refers to multiplier 1 
and is used four times (A1, A2, A3, A6) in the point addition 
of scalar multiplication. Each of the three functions is 
allocated one multiplier, one adder and one squarer 
exclusively, and no hardware is shared between them. 

 
Figure 3. DFG of point addition and point doubling in scalar 

multiplication and  P୴ accumulation 

We will first analyze the case where a fault occurs in the 
iteration right before an EDR process. The fault may occur in 
any operation. Let’s take A1 as an example and assume the 
fault introduces an offset O to its output. The offset will be 
passed through all the subsequent operations and will 
eventually affect X3 and Z3, which are the coordinates of ଷܲ ൌ ଵܲ ൅ ଶܲ. We hence denote them by ܺଷᇱ  and ܼଷᇱ . 

   ܼଷᇱ ൌ ሾሺ ଵܼܺଶ ൅ ܱሻ ൅ ܺଶܼଵሿଶ ൌ ܼଷ ൅ ܱଶ ܺଷᇱ ൌ ଷܼݔ ൅ ሺ ଵܼܺଶ ൅ ܱሻܺଶܼଵ ൌ ܺଷ ൅ ଶܱݔ ൅ ܱܺଶܼଵ 

If ܺଷᇱ /ܼଷᇱ ൌ ܺଷ/ܼଷ , (ܺଷᇱ , ܼଷᇱ ) is another mapping of ଷܲ  in 
projective coordinates. This is because the mapping is not 
unique and a point in affine coordinates may have multiple 
mappings in projective coordinates as long as X/Z = x. Hence 
(ܺଷᇱ , ܼଷᇱ ) can be deemed as a correct result in spite of the fault. 
This type of faults has no effect on the correctness of result 
and can be safely ignored.  

If ܺଷᇱ /ܼଷᇱ ് ܺଷ/ܼଷ, (ܺଷᇱ , ܼଷᇱ ) is not a mapping of ଷܲ. We call 
it an error of ଷܲ. Without loss of generality, ܺଷᇱ  and ܼଷᇱ  can be 
expressed as follows when a transient fault occurs in any 
arithmetic unit of point addition of scalar multiplication: 

 ܼଷᇱ ൌ ܼଷ ൅ Fୟሺܱሻ,            ܺଷᇱ ൌ ܺଷ ൅ Fୠሺܱሻ         
where Fୟሺܱሻ  and Fୠሺܱሻ  are functions of offset ܱ  and are 
listed in TABLE I. Meanwhile the coordinates ( ܺସ , ܼସ ) 
obtained from the point doubling of scalar multiplication and 
(ܺ௩ ܼ௩) from ௩ܲ accumulation are not affected by this fault. 

If ݇௜ ൌ 0 , the updated ଵܲ and ଶܲ  are ଵܲ௎ ൌ ସܲ , ଶܲ௎ ൌ ଷܲ . 
The EDR process verifies if ଶܲ௎ ൅ ௩ܲ ൌ 2 ଵܲ௎, that is ଷܲ ൅ ௩ܲ ൌ2 ସܲ.  



ܼ௉యା௉౬ᇱ ൌ  ܼ௉యା௉౬ ൅ ሺFୠሺܱሻܼ୴ ൅ ܺ୴Fୟሺܱሻሻଶ ܺ௉యା௉౬ᇱ ൌ  ܺ௉యା௉౬ ൅ ൫Fୠሺܱሻܼ୴ݔ ൅ ܺ୴Fୟሺܱሻ൯ଶ
 

                ൅ܺ୴ܼ୴൫ܺଷFୟሺܱሻ ൅ Fୠሺܱሻܼଷ ൅ FୟሺܱሻFୠሺܱሻ൯ ܼଶ௉రᇱ ൌ ܼଶ௉ర ܺଶ௉రᇱ ൌ ܺଶ௉ర 

If ܼ௉యା௉ೡᇱ ܺଶ௉రᇱ ൌ ܺ௉యା௉ೡᇱ ܼଶ௉రᇱ , the fault will be missed. This 
happens only when ܱsatisfies the following equation: ܺଶ௉రሺFୠሺܱሻܼ୴ ൅ ܺ୴Fୟሺܱሻሻଶ ൌ ܼଶ௉ర ൬ݔ൫Fୠሺܱሻܼ୴ ൅ܺ୴Fୟሺܱሻ൯ଶ ൅ ܺ୴ܼ୴൫ܺଷFୟሺܱሻ ൅ Fୠሺܱሻܼଷ ൅ FୟሺܱሻFୠሺܱሻ൯ቁ   

TABLE I.  THE  FୟሺOሻ AND FୠሺOሻ OF THE POINT ADDITION OF SCALAR 
MULTIPLICATION 

Faulty operation ۴܉ሺࡻሻ ۴܊ሺࡻሻ 
A1 ܱଶ ܱݔଶ ൅ ܱܺଶܼଵ 
A2 ܱଶ ܱݔଶ ൅ ܱ ଵܼܺଶ
A3 0 ܱ
A4 ܱଶ ܱݔଶ 
A5 ܱ ܱݔ
A6 0 ܱ 
A7 0 ܱ

Consider ܱ  as the argument, the above equation has at 
most four solutions if the fault happens in operation A1, A2 or 
A4. Assuming over ܨܩሺ2௠ሻ ܱ can be any value between 1 
and 2௠  with equivalent probability, the probability of 
undetected error satisfies  ܲݎ୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ ൑ 42୫ ൌ 12୫ିଶ 

If the fault occurs in A3, A5, A6 or A7, the above equation 
has at most 2 solutions. So the probability of undetected error 
satisfies  ܲݎ୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ ൑ 22୫ ൌ 12୫ିଵ 

If ݇௜ ൌ 1 , the updated ଵܲ and ଶܲ  are ଵܲ௎ ൌ ଷܲ , ଶܲ௎ ൌ ସܲ . 
The EDR process verifies if ଶܲ௎ ൅ ௩ܲ ൌ 2 ଵܲ௎, that is ସܲ ൅ ௩ܲ ൌ2 ଷܲ. ܼ௉రା௉౬ᇱ ൌ  ܼ௉రା௉౬ ܺ௉రା௉౬ᇱ ൌ  ܺ௉రା௉౬ ܼଶ௉యᇱ ൌ ܼଶ௉య ൅ ܼଷଶ൫Fୠሺܱሻ൯ଶ ൅ ܺଷଶ൫Fୟሺܱሻ൯ଶ ൅ ൫FୟሺܱሻFୠሺܱሻ൯ଶ

  ܺଶ௉యᇱ ൌ ܺଶ௉ర ൅ ൫Fୠሺܱሻ൯ସ ൅ b൫Fୟሺܱሻ൯ସ
 

If ܼ௉రା௉ೡᇱ ܺଶ௉యᇱ ൌ ܺ௉రା௉ೡᇱ ܼଶ௉యᇱ , the fault will be missed. This 
happens only when ܱ satisfies the following equation: 

        ܼ௉రା௉౬ ቀ൫Fୠሺܱሻ൯ସ ൅ b൫Fୟሺܱሻ൯ସቁ ൌ ܺ௉రା௉౬ ቀܼଷଶ൫Fୠሺܱሻ൯ଶ ൅ ܺଷଶ൫Fୟሺܱሻ൯ଶ ൅ ൫FୟሺܱሻFୠሺܱሻ൯ଶቁ 
If the fault occurs in A1, A2 or A4, the above equation has 

at most 8 solutions. So the probability of undetected error 
satisfies ܲݎ୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ ൑ 82୫ ൌ 12୫ିଷ 

If the fault occurs in A3, A5, A6 or A7, the above equation 
has at most 4 solutions. So the probability of undetected error 
satisfies  ܲݎ୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ ൑ 42୫ ൌ 12୫ିଶ 

In the same way, we obtain the probability of undetected 
error when a fault occurs in point doubling in scalar 
multiplication or the point addition in ௩ܲ accumulation. They 
are reported in TABLE III. and TABLE IV. respectively. 

TABLE II.  THE Pr୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ OF THE POINT DOUBLING OF SCALAR 
MULTIPLICATION  

Faulty operations  ܌܍ܜ܋܍ܜ܍܌ܖܝ࢘ࡼ ࢏࢑  ܚܗܚܚ܍
A1, A2, A4 

୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 0 ୣ୰୰୭୰ ൑ 12୫ିଶ 

୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 1 ୣ୰୰୭୰ ൑ 12୫ିଷ 

A3, A5, A6, A7 
୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 0 ୣ୰୰୭୰ ൑ 12୫ିଵ 

୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 1 ୣ୰୰୭୰ ൑ 12୫ିଶ 

TABLE III.  THE Pr୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰   OF THE POINT DOUBLING OF SCALAR 
MULTIPLICATION 

Faulty operations  ܌܍ܜ܋܍ܜ܍܌ܖܝ࢘ࡼ ࢏࢑  ܚܗܚܚ܍
D1, D2 

୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 0 ୣ୰୰୭୰ ൑ 12୫ିଷ 

୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 1 ୣ୰୰୭୰ ൑ 12୫ିଶ 

D3, D4, D5, D6, D7 
୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 0 ୣ୰୰୭୰ ൑ 12୫ିଶ 

୳୬ୢୣ୲ୣୡ୲ୣୢݎܲ 1 ୣ୰୰୭୰ ൑ 12୫ିଵ 

TABLE IV.  THE Pr୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰     OF THE POINT ADDITION OF ௩ܲ 
ACCUMULATION 

Faulty operations  ܌܍ܜ܋܍ܜ܍܌ܖܝ࢘ࡼ ࢏࢑  ܚܗܚܚ܍
V1, V2, V4 

୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ݎܲ 0 ൑ 12୫ିଶ 1 

V3, V5, V6, V7 
୳୬ୢୣ୲ୣୡ୲ୣୢ ୣ୰୰୭୰ݎܲ 0 ൑ 12୫ିଵ 1 

Overall the maximum probability of undetected error is no 
larger than 1/2௠ିଷ . Since ݉  is usually larger than 160 for 
security reasons, this number is quite small. 

We then analyze the case where a fault affects the qth 
iteration and the next EDR process is after the nth iteration, ݊ ൒  Lemma 2 shows that under the single transient fault .ݍ
model one can detect the error after the ݊th iteration. 

Lemma 2: If in the ݍth iteration, ௩ܲ௤ ൅ ଶܲ௤ ് 2 ଵܲ௤ , then in 
the ݊th iteration, ݊ ൐ inequation ௩ܲ௡ ,ݍ ൅ ଶܲ௡ ് 2 ଵܲ௡  is true if 
no fault occurs between the ݍth iteration and the ݊th iteration. 

Proof. Given ௩ܲ௤ ൅  ଶܲ௤ ് 2 ଵܲ௤  and let ݊ ൌ ݍ ൅ 1, we have  

ଵܲ௤ାଵ ൌ  ቊ2 ଵܲ௤                    when ݇௤ାଵ ൌ 0,ଵܲ௤ ൅ ଶܲ௤            when ݇௤ାଵ ൌ 1.              
ଶܲ௤ାଵ ൌ  ቊ ଵܲ௤ ൅ ଶܲ௤           when ݇௤ାଵ ൌ 0,2 ଶܲ௤                    when ݇௤ାଵ ൌ 1.   
௩ܲ௤ାଵ ൌ ቊ ௩ܲ௤ ൅ ଵܲ௤             ݄݊݁ݓ ݇௤ାଵ ൌ 0,௩ܲ௤ ൅ ଶܲ௤             ݄݊݁ݓ ݇௤ାଵ ൌ 1.       

This gives the following:       ௩ܲ௤ାଵ ൅ ଶܲ௤ାଵ 



      ൌ ቊ ௩ܲ௤ ൅ 2 ଵܲ௤ ൅ ଶܲ௤  ് 4 ଵܲ௤                     ݄݊݁ݓ ݇௤ାଵ ൌ 0,௩ܲ௤ ൅ ଶܲ௤  ൅ 2 ଶܲ௤  ് 2 ଵܲ௤ ൅ 2 ଶܲ௤       ݄݊݁ݓ ݇௤ାଵ ൌ 1. 
Thus, after the ሺݍ ൅ 1ሻth iteration, ௩ܲ௤ାଵ ൅  ଶܲ௤ାଵ ് 2 ଵܲ௤ାଵ. 

Now we assume that ௩ܲ௜ ൅  ଶܲ௜ ് 2 ଵܲ௜  holds for ݊ ൌ ݅, ݅ ൒ݍ ൅ 1 , we will show that ௩ܲ௜ାଵ ൅ ଶܲ௜ାଵ ് 2 ଵܲ௜ାଵ  also holds. 
After the ሺ݅ ൅ 1ሻth iteration, we have the following: 

 ଵܲ௜ାଵ ൌ  ቊ2 ଵܲ௜                 when ݇௜ାଵ ൌ 0,ଵܲ௜ ൅ ଶܲ௜          when ݇௜ାଵ ൌ 1.                   
 ଶܲ௜ାଵ ൌ  ቊ ଵܲ௜ ൅ ଶܲ௜          when ݇௜ାଵ ൌ 0,2 ଶܲ௜                 when ݇௜ାଵ ൌ 1. 
 ௩ܲ௜ାଵ ൌ ௩ܲ௜ ൅ ௧ܲ௜ ൌ ቊ ௩ܲ௜ ൅ ଵܲ௜ ௜ାଵ݇ ݄݊݁ݓ            ൌ 0,௩ܲ௜ ൅ ଶܲ௜ ௜ାଵ݇ ݄݊݁ݓ            ൌ 1. 

This gives the following: 

௩ܲ௜ାଵ ൅ ଶܲ௜ାଵൌ  ቊ ௩ܲ௜ ൅ ଵܲ௜ ൅ ଵܲ௜ ൅ ଶܲ௜ ് 4 ଵܲ௜ ௜ାଵ݇ ݄݊݁ݓ             ൌ 0,௩ܲ௜ ൅ ଶܲ௜ ൅ 2 ଶܲ௜ ് 2 ଵܲ௜ ൅ 2 ଶܲ௜ ௜ାଵ݇ ݄݊݁ݓ         ൌ 1. 
Hence ௩ܲ௜ାଵ ൅ ଶܲ௜ାଵ ് 2 ଵܲ௜ାଵ. This proves Lemma 2. 

V. THE EXPERIMENTS 
We modeled the complete ECC algorithm and the 

proposed LOEDAR scheme using VHDL, and synthesized it 
into netlist using Synopsys Design Vision and TSMC 65nm 
library. The ECSM/EDR module has two multipliers, two 
squarers and two adders, and the Accumulation module has a 
multiplier, a squarer and an adder. All operations are over ܨܩሺ2ଵ଺ଷሻ. The area and delay data of the hardware units are 
reported in TABLE V. The maximum system frequency is 
above 200MHz.  

TABLE V.  THE AREA AND DELAY DATA OF THE HARDWARE UNITS  

Arithmetic Unit Area (um2) Time (clock cycles) 
Multiplier 40066 4 
Squarer 804 1 
Adder 587 1 

Divider 12835 Depends on input 

Compared with regular ECSM, the hardware overhead of 
the proposed scheme is resulted from the additional 
Accumulation module and the registers for intermediate 
storage in EDR process. As shown in TABLE VI. , the 
hardware overhead is much less than TMR, DMR_PV and 
PRC methods [10].  

TABLE VII. illustrates the time overhead and the 
switching activities overhead of the LOEDAR scheme over 
the regular ECSM. The time overhead of LOEDAR scheme 
depends on how many times the EDR process is performed. 
Every EDR process contributes a small fixed time overhead of 
0.68%. Hence the overall time overhead can be expressed as 
n×0.68% where n is the total number of times the EDR 
process is performed during ECSM. The power overhead is 
reported in the form of average switching activities. We used 
VSS to simulate the gate-level netlist and captured the average 
switching activities over dozens of different inputs. Due to the 
Accumulation module, the switching activities produced by 

LOEDAR are 69% on average more than the regular ECSM 
when no EDR process is performed, and each EDR process 
will increase the switching activities by 0.6% on average. 

TABLE VI.  HARDWARE OVERHEAD 

Scheme Area (um2) Hardware Overhead 
Regular ECSM 220502 - 

LOEDAR 303401 37.6% 

TABLE VII.  TIME OVERHEAD AND SWITCHING ACTIVITIES OVERHEAD  

Scheme Time (clock cycles)/ 
overhead 

Average Switching 
Activities(×103)/overhead

Regular ECSM 3084 166408  
LOEDAR w/o EDR 3084/0% 281127 /69% 
Each EDR process 21/0.68% 1020 /0.6% 

VI. CONCLUSION 
In this paper, we have presented a low-cost error detection 

and recovery scheme (called LOEDAR) for Montgomery 
Ladder Algorithm based ECSM. In case of transient faults, the 
probability of undetected error is no larger than 1/2௠ିଷ where ݉ is usually more than 160 bits. Compared with more than 
100% hardware overhead of TMR, DMR_PV and PRC 
methods presented in [10], the hardware overhead and 
switching activities overhead of LOEDAR are about 27% and 
69% respectively. Each additional error detection process 
contributes less than 1% on average of additional time 
overhead and switching activities overhead.   
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