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Abstract

This contribution presents the concept of a secure im-
plementation of a distributed, web-based electronic design
framework. Our two-tier client-webserver-toolserver archi-
tecture has been extended to support permanent databases
for collaborative, distributed design development. In the
sample application of the framework, developed in Java,
any of the servers can be based on Linux, MS Windows or
Sun-SPARC Java-servlet enabled server. The feasibility of
a secure, web-based design framework has been sufficiently
proved. The technological approach used to do this involves
the use of novel, yet tried and tested methods, taking where
appropriate from the rapidly advancing field of e-commerce
solutions.

1 Introduction

The aim of the work presented in this contribution is to
present the implementation of a secure web framework for
electronic system design. The convergence of the Internet
and distributed-object technologies has facilitated the recent
success of electronic markets and it is this convergence that
our project aims to take advantage of. A keynote presenta-
tion at the DAC 2000 Conference [8] outlined a concept of
how Internet-enabled designs will allow companies to cre-
ate global design groups to complete complex system-on-
chip systems. Having looked at the current position of the
Internet as a design framework in the Electronic Design Au-
tomation world [1] it is clear that there is a demand for glob-
ally accessible tools. Our project considers the development
of a secure, session-based framework to which the addition
of some sort of subscriber system should be straightforward.
The increasing desire for flexible frameworks has led to the
web being explored in order to improve traditional areas of
weakness in communication and display of the design pro-
cess [5].

The feasibility of a web-based CAD tool framework has

been established in a system based on the VHDL-AMS
compiler [3] using the Common Gateway Interface and re-
turning textual information. The Star-Hspice optimizing
analog circuit simulator is Avant!’s industrial-grade circuit
analysis product for the simulation of electrical circuits. It
was clear from an earlier version of this project [3] that
some means of processing data gathered from a user to
launch appropriate code modules would be required. In pre-
vious electronic design tool frameworks, this had come in
the form of proprietary central control software or a com-
mand shell. The Internet, as the environment of choice for
this project requires that a web server handle this function.
The nature of the framework requires that files (e.g. netlists)
be uploaded from a user’s computer to the web server for
processing. This is not as simple as it first appears. The file
must be streamed through a Java StreamReader classes in
order to write out to the file system. Commercial sensitiv-
ity of the transmitted information may require SSL-based
secure protocols of data transfers between both a client and
the web server, and the web and tool servers. Code was
written to do this and it was thoroughly tested to check
that no characters were missing or changes as this could
have serious effects on a netlist or listing when compil-
ing. Servlets can be combined to give a system, which will
uniquely record a user’s identification when writing the up-
loaded files to the web server file system. A system was
developed to store data about when files were written and
last accessed in order to allow the web server to recover in
the event of a crash and delete expired files. The block di-
agram in figure 1 shows how all the Java servlets relate to
each other.

2 Security

Communication between applets and the web-server is
controlled by using the ’javakey’ system [2] to ’sign’ the
applet. Data is then only provided to an applet with the cor-
rect signature. A secure connection ensures privacy, trans-
mission integrity, authentication and authorization. Gener-
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Figure 1. Java servlet configuration.

ally, all these points can be achieved by using a combina-
tion of key encryption of data, certificate exchanging and
digital signatures. These functions can be implemented at
a higher level but this would be tedious. Instead we have
used OpenSSL. This allows the above program to run nor-
mally whiles the socket handles the algorithms, which are
configured for the security.

OpenSSL and a special module (ModSSL) for Apache
were installed. OpenSSL is an open source toolkit im-
plementing the Secure Sockets Layer (SSL v2/v3) and
Transport Layer Security (TLS v1) protocols as well as
a full-strength general-purpose cryptography library. The
ModSSL module provides strong cryptography for the
Apache Server with the help of the OpenSSL toolkit. Once
installed and configured a test certificate was created and
self signed to test the connection. ModSSL integrates into
the Apache server. This allows functionality for the server
to use the OpenSSL toolkit to create secured connections.

Assuming that the whole system is behind a firewall then
the tool servers can be protected from attacks. As only
the Web Server would be viewable from the outside world.
However, if the tool server was not behind a firewall then
some sort of security needs to be applied. In the case of
some one else trying to use the tool server with out go-
ing through the web server, it can be programmed so that
the tool server only accepts connections from certain IP ad-

dresses i.e. the web server IP address. However, the link
still may not be secure and private. Therefore, our system
also implements secure connections by using JSSE (Java
Secure Socket Extension) package with RMI. This allows
us to create RMI sockets to uses the SSL protocol.

3 Conclusions

The constant development of electronic design tools
from standalone simulators through integrated single user
suites to network based systems such as the popular Ca-
dence system shows the continuing importance of these
tools to the electronic design world. The importance of the
Internet as an environment for a global Electronic Design
tool framework is clear. The feasibility of a web-based de-
sign framework has been sufficiently proved. The aim of
this project was to further this proof by providing a platform
independent framework supporting distributed tool servers
that is sufficiently abstracted to make the integration of
other tools a simple task. The technological approach used
to do this will in the most part use tried and tested meth-
ods, taking where appropriate from the rapidly advancing
field of e-commerce solutions. Research has shown that the
electronic design world is centered on command-line tools
that are the result of many years’ iterative growth and as
such it is a requirement of a web-based framework to be
able to integrate these tools and provide interfaces that en-
able internet based communication of parameters and data.
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