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Abstract : A novel designmethodologyfor test pat-
terngenerationn BIST is presentedHerefaultsanderrors
in the generatoitself are detected. Two differentdesign
methodologiesre presented.The first one guaranteesill
singlefault/errordetectionandthe secondmethodologyis
capableof detectingmultiple faultsanderrors.Furthermore
theproposed_FSRsdo not have additionalhardwareover-
head.Also importantlythe testpatternggeneratedhave the
potentialto achieve superiorfault coverage.

1 Introduction

Built-in-Self-Testis widely usedfor both detectionof
manufcturing defectsas well as for detectionof opera-
tional faults. The basiccomponentf the BIST scheme
areillustratedin Fig 1. ThetestpatterngeneratofTPG)is
usuallybuilt usinga LFSR. Similarly, a testresponseanal-
yser(TRA) unit computingthe signaturds alsobuilt using
a LFSR. The standardoracticeis to assumehattheselLF-
SRsarehardcorelogic in thatthey cannoffail eitherin field
or duringtest,or areto betestedbeforeary testappliedto
circuit undertest(CUT). Whatwe proposehereis a novel
designmethodologyshavn in Fig. 2 thatallows for detec-
tion of errorsthatmaybeinducedby eitheramanufcturing
defector operationafaultin theLFSR.Thisremovesama-
jor short-comingn BIST methodology[2]. Assumingthat
a BIST circuit is built out of samecomponentss CUT it
is unrealisticto assumehat BIST hardwareis defect/ault
free. It is alsoimportantto locatethe fault and determine
whetherthe TPGor theCUT is faulty for thefollowing rea-
sons:

(a) OftenBIST technologyis insertedafter the designis
completed Sopotentialdesignflaws thatcanbeintro-
ducedatthis stagecanaffectthe overalltestcoverage.
Theability to distinguishcanbeimportant.

(b) After afault occursin an ultra reliable systemwhere
a repair may be impossible. Our proposeddesign
methodologycanenhanceeliability whenthe faultis
locatedto the TPG.
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(c) Whena CUT inputsareparity protectede.g.,in abus)
the proposediesigncanbe very usefulin distinguish-
ing inputfaultsfrom thosein CUT.

Figure 1. BIST Scheme

The hardwareoverheador the proposedault-detecting
testpatterngenerato(TPG) is minimal. Thereis no extra
logic for the LFSRitself. The only overheads in the error
detectingcircuit which requiresex-or gatesand OR gates.
As shown later, theseadditionalgatesare externalto the
LFSRitself andthereforedo not impedethe performance
of BIST. Thisis importantbecaus@IST canoftenbeused
for at speedestingfor delayfaults. Also shown in this pa-
peris thatthesenew LFSR designshave the potentialfor
achieving higherfault coveragethanstandard_FSR.

Basically we proposewo typesof design.Firstwe pro-
posea designwhereall thetestpatternggeneratedhave the
sameparity, thusallowing for all single fault/errordetec-
tion. Secondly the designallows multiple fault detection
wherethe TestPatternGenerato(TPG) statescorrespond
to anonzerocodevordsof samecyclic code.The proposed
designsarebasedn earlierwork reportedn [1].

The seconddesignallows desighingLFSR wheretests
generatedre separatedy a minimum distanceof d spec-
ified by the designer Both the designsasshown in the ex-
perimentaresultsectionhasthe potentialto achiese higher
fault-coveragethanthe standard.FSRbasedlPGs.

This paperis organisedinto three main sections. The
secondsectiondescribeghe designmethodologyand de-
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Figure 2. Enhanced BIST (EBIST)

velopsthe mathematicaframeawork for parity preserving
LFSR designfollowed by the third sectiondescribingthe
cyclic codavords generatingLFSR. The fourth section
present&xperimentatesults.Thefinal sectionpresentdgu-

tureextensionandconclusions.

2 Parity Preserving Test Pattern Generator
for Single Fault and Error Detection Capa-
bility

This sectiondevelopsthe theory and designmethodol-
ogy for the proposedtest patterngeneratorwith built-in
fault/errordetectioncapability This enhancedeatureis a
byproductof our designmethodology

First we develop the theorybehindthe designfollowed
by implementatiordetails. Theproposediesignis no more
comple thanthe standard_FSR, usedin currenttechnol-
ogy, thereforemakingit analternatve attractve.
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Figure 3. LFSR for distance 2

Now considerthe LFSRshavn in Fig. 3. This alsohas
7 stagesL et theinitial stateof the LFSRbe0000001. The
successie statesareshovn in Tablel.

This above tableillustratesthefirst 11 states.The total
numberof statess 63. It may be notedthatthe minimum
distancebetweerary pair of testvectorsis 2. However, un-
like the previous LFSR these63 vectorsdo not constitute
codavordsin a code.But the minimumdistanceof 2 guar
anteesll singlefault/errordetectionin the TPG asshavn
in Fig. 4.

Sincethe testsall have odd parity the parity checkcir-
cuit will producel for errorfreetestsand0 for erroneous
tests. This allows for a self-checkingparity circuit in that
ary fault within a parity circuit canbe detectedy the cir-
cuit shovn in Fig. 5. The two outputself-checkingparity
produceq1,0) or (0,1) in the absenceof ary faultsin the

00 | 0000001
01| 1010001
02 | 1111001
03| 1101101
04 | 1100111
05 | 1100010
06 | 0110001
07 | 1001001
08 | 1110101
09 | 1101011
10| 1101011
11| 1100100

Table 1. The first 11 tests generated by parity
preserving LFSR in Fig. 3

Parity
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Figure 4. On-line and off-line detection in
TPG

parity circuit. However if thereis a singlefaultin the error
detectioncircuit itself it will be detectedoecausehis will
resultin an(0,0) or (1,1) outputfor sometestgeneratedy
LFSR.

Ex-nor

Ex-or

Figure 5. Self-Checking Parity Circuit for Fig.
3

Thefollowing developsthe theorybehindthis design.

First we discusssome of the basic characteristicof
LFSRandalsointroducesomenotations.Thegeneraform
of ann-stageL FSRis shavn in Fig. 6. In anLFSRthein-



formationis assumedo besomerepresentationf elements
of aGaloisfield, andit hasno externalinputsexceptaclock
usedfor shifting.
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Figure 6. Autonomous linear shift register

ThestatesS; aresymbolicrepresentatioof thecontents
of an LFSR during successie shifts, giventheinitial con-
tentasSy. Usingthe theoryof LFSR, knowing its initial
contentsand feedbackconnectionspne can algebraically
computeary stateof the LFSR.

The contentsof an n-stageLFSR can be represented
by an n — 1 degree polynomial over GF(2). Let
SiosSiz, -+, Si,_, representhe contentsof n delay ele-
mentsfor theith stateS; (asshavn in Fig. 6), wheresS;,
is an elementof GF(2),0 < k < n — 1. ThenS;(z)
is the polynomial representatiof S;, givenas S;(z) =
Sio + Sz + -+ S;,_,z" L

Thefeedbaclconnectionsrealsorepresentedsapoly-
nomialg(z) of degreen, referrecto asacharacteristipoly-
nomialandgivenas¢(z) = ™ + Bn_12""1 + -+ + Bo,
where 8, an elementof GF(2), is the scalarmultiplier
usedin the feedbackconnectiorof the kth stageasshavn
in Fig. 6. Thusif g, = 0, thenthereis no connection
from the feedbackpath. If 5, = 1, thenthe feedback
pathis connectedwith the Ex-or gate. The following is
a fundamentakelationshipbetweenthe statesin a cycle:
Si(z) = 2*795;(z) modé(z).

Furthermorejf T is the leastpositive integer suchthat
#(x) divideszT — 1, thenfor ary stateS;(z); Si(z) =
2T S;(x) modg(z).

TheintegerT is calledthe exponentof ¢(z) andthe pe-
riod of theLFSR.In thesequelp(z) will denoteaprimitive
polynomialof degreek in GF(2); i.e.,theexponentf p(x)
is2F — 1.

Let So(x) bethe (n — 1) degreepolynomialrepresenting
the initial stateand ¢(x) is the (n — 1) degreefeedback
polynomial. The statef the LFSRaftertheith shift S; ()
canberepresentedsz’Sy(z)mod ¢(z).

S;(z) = z'So(z)modg(z) canalso be representeds
z'So(z) = é(z)g(x) + Si(z), where S;(x) is the (n —
1) degree polynomial obtainedas the remainderdividing
2Sp(x) with ¢(z).

Lemmal If ¢(z = 1) = 0, then the parity of all the states
reached by the LFSR isthe same as that of theinitial state.

Proof Firstit maybenotedthatzs,(x) hasthesameparity
asso(x) aslong asziso(x) hasdegreelessthanor equal

to (n — 1). However whenthe degreeof z'S;(z) exceeds
(n — 1) thens;(z) = x'so(z) modé(x). Now it may be
notedthatzisy(z) = g(z)p(z) + si(x) wheres;(z) is the
residueof dividing z¢so(x) by ¢(x). Sinceg(1) = 0, we

have

si(1) = g(1)$(1) + so(1)

Sinceg(1) = 0, onehass;(1) = s¢(1).

Thusthe parity of theith stateis thesameastheinitial state
if o(1) = 0. |

Considerfor examplethe LFSR shavn in Fig 3 andthe
stateshavnin Tablel. Theparity of theconstant®f LFSR
is odd. This guaranteeall singleerrordetectiorby the par
ity circuit shavn below.

This circuit is guaranteedo detectall singleerrors.The
following is adirectconsequencef theabove.

The abose Lemmagives a wide variety of choicesfor
selectingsingleerrordetecting-FSR.For example,onecan
designa singleerror detectingLFSR of cycle lengthmuch
smallerthan(2™ — 1) wheren is thesizeof theLFSR.

Theorem 1 Any LFSRwith an even number of Ex-or gates
in the feedback connectionsis parity preserving.

Proof Theproofis adirectconsequencef Lemmal. m

Firstit may be obseredthatthe numberof inputsn to
theCUT canbeverylargebut thenumberof testpatterngo
be appliedcanbe significantlysmallerthan(2™ — 1). This
providesaninterestingoptimisationproblem.

Designa parity preserving-FSRwith a minimumnum-
ber of Ex-or gatesthatwill produceN testsfor an input
circuitwhereN < (2™ — 1). Theimplicationof Theorem
1 saysthataslong asthe numberof feedbackapsareeven,
oneis guaranteedsingle fault detectingdesign. This re-
quiresthat¢(z) thefeedbackpolynomialhasanevennum-
berof terms.Sincethetermz™ and1 is alwayspresenthe
problemthereforereduceso having a minimumnumberof
otherz® termswherei # 0 andi # n. Also therequired
#(x) musthave anevennumberof thesex® terms.

Thefollowing examplemotivatesthis problem.

Considera 7 output TPG. If it is neededhatthe TPG
is requiredto produceonly 7 statesnsteadof the full 127
potentialstatesthat canbe achiezed by the 7 bit LFSR, if
we usea degree? primitive polynomial,thenonehasvari-
ouschoicesin the design.First selecta degree3 primitive
polynomial,thenmultiply this with (z* + 1) to obtainthe
feedbackpolynomial. The degree3 primitive polynomial
guaranteethatatleast7 stateswill beproduced.

Let p(z) = 2® 4+ = + 1 which is a primitive polyno-
mial. Thefeedbackpolynomialcanbe obtainedas¢(z) =
plz)1+zt)=2"+2° +2* +2° +z + 1.

This LFSR, shown in Fig. 7, wheninitialized to 0000001,
an odd parity vector will produce7 testswith odd parity.
Howeveratrivial examplewith no Ex-orgateswill produce
7 testswith odd parity asshavn in Fig. 8. This therefore
posesaninterestingoptimisationproblem.



Figure 7. LFSR with feedback polynomial
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Figure 8. Optimal single parity preserving
LFSR to producing 7 tests with odd parity

3 Test Pattern Generation Using Cyclic Code

To motivate this sectionwe first presentthe following
example. Considerthe LFSR showvn in Fig. 3 below. Let
theinitial stateof the LFSRbe1101000. Tablel illustrates
thestateqtests)generatedby successie shiftsin theLFSR.
The cyclic length of this LFSRis 15. The initial stateis
reachedhgainafter16 shifts. It is importantto notethatthe
vectorsareseparatedy distance3 or more. Thusall single
anddoubleerrorsin the testscanbe detected.In this case
theLFSRgenerateall non-zeracodevordsin a(7,4)cyclic
Hammingcode.

00 | 1101000
01| 0110100
02 | 0011010
03 | 0001101
04 | 1011100
05| 0101110
06 | 0010111
07 | 1010001
08 | 1110010
09 | 0111001
10 | 1000110
11 | 0100011
12 | 1001011
13| 1111111
14 | 1100101
15| 1101000

Table 2. Fifteen Nonzero Code Words of Ham-
ming (7,4) Code

A list of codewordsof ary cycle codecanbe usedas
teststimuli. The codestructureof the cyclic code,in that

case provideserror detectionand/orcorrectionover faults
in the test patterngeneratar In this section,it is shovn
that all nonzerocodewords of arny cyclic linear codecan
be generatedn a fixed and orderedchainby meansof an
autonomousinearfeedbackshift register Theinitial con-
tent of this shift registeris chosento be any codeword.
Each shifting operationin the register producesthe next
codeword in the orderedchainasa linear function of the
symbolsin the previouscodeword.

Basically suchapatterngeneratocreategestpatternsn
a predeterminedequencef arbitrarily long lengthandsi-
multaneoushprovidesan error detectionand/orcorrection
capabilityof ary desiredlevel. This testpatterngenerator
canbe implementedas a software algorithm or by means
of afeedbackshift registerconstructedrom binary storage
andlogic elements. The algorithm createseachnew test
patternby simplebinary operationson the binary digits of
theprevioustest.

In eachtest, the last r bits are parity checksover the
other k bits, andthey form a legal codeword of a cyclic
(k + r, k) code. The parity-checkcomputationshowever,
arenot explicit; they areonly the resultsof the character
istic polynomialandtheinitial stateof theregister Thisis
the unique propertyof this test patterngeneratomwhich is
not availablewith ary otherknown testpatterngenerating
means.An (n, k) cyclic codeis a k-dimensionakubspace
of then-dimensionalectorspaceover GF(2). Thecyclic
shift of any codewordis alsoacodeword. Thiscodeis usu-
ally characterizethy meansf anr = n — k-degreepolyno-
mial g(z) over GF'(2), known asthegeneratopolynomial.
Any n-vectorover GF'(2) is acodewordin the codeif and
only if itsn — 1-degreepolynomialrepresentatiors divisi-
bleby g(x). An additionalpropertyof g(z) is thatit always
dividesz™ — 1. Any errorsin a codeword canbe repre-
sentedy ann-vectorE. An error E is detectabléf anonly
if E(x) is notdivisible by g(z). This conditionguarantees
thatthecorrespondingrrordoesnotchangeacodewordto
anothercodeword. Detailedtreatmentf cyclic codescan
befoundin any bookon errorcorrectingcodes.

Thefollowing, we present techniqueto designLFSRs
in which the initial contentswhensetto one of the code
wordswill thereaftergenerateall the nonzerocodewords
of a(n, k) cyclic code;i.e., 2% — 1 consecutie shiftsof the
shift registerwill produce2® — 1 distinctnonzerowordsof
the codein afixed order The following Theoremis from

[1].

Theorem 2 Let ¢(z) = g(z) - p(z), where g(z) isa gener-
ator polynomial of a (n, k) cyclic code and p(z) isa prim-
itive polynomial of degree k. The 2% — 1 consecutive shifts
of an LFSR characterized by polynomial ¢(x) produce all
2% — 1 nonzero code words of the cyclic code generated by
g(x), provided theinitial content of the LFSRisone of these
nonzero code words.

Following is anexamplefor a circuit with 55 inputs.



Examplel Consider a CUT which has 55 inputs. One
can use the following construction which can generate test
patterns with distance 4. Thiswill allow detection of up to
3 errors. Altogether 248 — 1 tests can be generated by this
generator. These constitute all the codewords in a (55,48)
shortened Hamming code.

9(z) = 1+ 2)(1 +z +2°)
piz)=1+z+2%+z* +2° +27 + 2*8

#(x) = px)-g9(x) = 1+x+2°+2° + 219 + 212 +
.’1713 +.’1714 +$48 +.Z’50 +.Z’54 +.’L‘55.

4 Experimental Results

Figure 9. Different LFSR setup for the experi-
ment

We perform experimentson some ISCAS85 bench-
marks. First we comparethe fault-coverageachieved by
standardLFSR and parity preservingLFSR. The results
demonstrat@otentialfor higherfault-coveragefor the pro-
poseddesign. We have chosenodd parity for our experi-
mentbecausehis allows fault detectionin the parity check
circuit. In Table 3, therearetwo columns. The column
1 describedault-coreragefor standardLFSR where col-
umn 2 providesfault-coveragefor parity preserving-FSR.
It should be notedthat we obtain improvementin fault-
coveragein mostcases. This when viewed with the fact
that we also detectall single errorsin LFSR can provide
an attractve alternatve to standardLFSR. Next for each
benchmarkwe considersix differenttypesof LFSR pat-
terngeneratorandwe generatea setof testpatternausing
eachLFSR. The test patternsare then appliedto the cir-
cuit andfault simulationusing FSIM is carriedout to de-
terminethe fault coverageof eachsetof testpatterns.We
comparehevalueof fault coveragegiven by differentsets
of testpatternsin Table3. Column2 shaws the number
of testpatternsinvolvedin a simulation. Column 3 gives
theresultgivenby an LFSR usinga primitive polynomial.
If we use@;(z) andp;(x),(: = 1,2,7) to representhe
codepolynomialassociatedvith the LFSRanda primitive
polynomial,respectiely, thenColumn3 canbe character

# of test Faultcoverage(%)
Circuit | patterns| Non-parityPres.| Parity Pres.
Stand.LFSR LFSR
c6288 100 99.290 99.096
1k 99.561 99.561
c3540 10k 95.916 95.799
100k 96.004 96.004
c1908 10k 99.521 99.521
100k 99.521 99.521
c1355 1k 98.475 95.616
10k 99.492 99.492
c7552 | 100k 96.808 96.901
Im 97.497 97.523
c2670 | 100k 88.387 85.948
im 93.557 93.265
c5315 10k 98.897 98.897
100k 98.897 98.897
c880 10k 98.832 100
100k 100 100
51196 10k 98.390 97.504
100k 100 100
s1238 10k 93.432 92.399
100k 94.908 94.908
s1423 10k 98.548 98.614
100k 99.076 99.076
51488 10k 91.992 96.164
100k 91.992 96.164
51494 10k 91.102 95.485
100k 91.102 95.485
s9234 | 100k 89.404 89.736
im 91.771 91.973

Table 3. Fault-coverage comparisons be-
tween standard LFSR and parity preserving
LFSR with odd parity

izedby ¢1(z) = p1(z). In Column4, we adda factorof

(1+z),1.e.,¢2(x) = p2(x)(1+ ). In Column5 and6, we
usegs(z) = g3(z)ps(z) andga(z) = ga(z)pa(z)(1 + ),

respectrely, whereg; (z) is a generatopolynomialwhose
degreeis atleastequalto thelog(pi(z)).

The fault-corerageare aggreate averagesover a wide
varietyof LFSRsetupsasillustratedin Fig 9.

Exampleof order7:
gz)y=2>+2+1
$1(x)=pi(z) =2" +2+1;
p2(2) = 2% + 2 +1,42(2) = pa(2)(1 +2) = 27 + 2% +
z? 4+ 1;
p3(z) = 2* +2+1,¢3(2) = g(2)ps(z) = 27 +2° +2° +
x? + 1 (thisis a(7,4) hammingcode);
pa(z) = 2° + 2+ 1,¢4(z) = g(@)pa(2)(1 + z) =
TS+t +r+ 1



# of test Faultcoverage(%)

Circuit | patterns| ®1(z) | ®4(z) | ®5(z) | Ps(x)

c6288 100 98.425| 95.222| 88.946| 99.290

500 99.561| 99.535| 99.561| 99.561

1k 99.561| 99.561| 99.561| 99.561

€3540 1k 89.994| 92.882| 93.349| 94.516

10k 96.004 | 95.916| 95.887| 95.916

100k | 96.004| 96.004| 96.004| 96.004

€1908 1k 95.317| 96.807| 94.359| 96.381

10k 99.468 | 99.468| 99.361| 99.521

100k | 99.521| 99.521| 99.521| 99.521

c1355 500 88.945| 95.680| 89.708| 95.299

1k 98.094 | 98.920| 94.473| 98.475

10k 99.492| 99.492| 99.492| 99.492

c7552 1k 66.172| 80.490| 73.536| 78.159

10k 96.199| 95.748| 96.079| 95.828

100k | 97.523| 97.06 | 96.887| 96.808

1M 97.801| 97.470| 97.483| 97.497

€2670 1k 52.239| 57.080| 46.050| 66.254

10k 84.092| 84.347| 74.736| 84.092

100k | 88.751| 85.402| 84.565| 88.387

1M 94.066 | 93.411| 93.775| 93.557

c5315 1k 61.140| 63.252| 61.682| 75.607

10k 98.879| 98.150| 98.822| 98.897

100k | 98.897| 98.897| 98.897| 98.897

c880 1k 75.902| 97.240| 78.344| 92.781

10k 98.408| 100 | 99.045| 98.832

100k 100 100 100 100

Table 4. Fault-co verage between standard
LFSR and cyclic code generating LFSR

ps(2) = 2° + 2% +1,¢5(2) = ps(2)(1 +27) = 2" +2° +
ot +1;

pe(z) = 2° + 2 + 1,46(z) = g(a)ps(z)(1 + 2°) =
2T+ 28+ 25+t 2?1,

Sincein this example, there exists an XOR betweenthe
highesttwo stageof pg(x) dueto the low order we omit
thisfigure.

If we needanLFSR of degree N with no XOR gatebe-
tweenthe highesttwo stagesNV — 1 and NV, suchthatan
errorin stageN — 1 doesnot contaminatahe entirefeed-
backpathbeforeit is detectedthenwe canupdateg:(x)
and ¢4 (x) respectiely with the code polynomialsas fol-
lows: ¢} (2) = ¢5(x) = ps(@)(1 +22), ¢} (z) = go(x) =
p6(x)ge()(1 + 2?).

The correspondingesults given by theseLFSRs are
shavnin Column2, 3 and4. We useonebenchmarkc6288
asanexampleto describethe polynomialsassociateavith
theLFSRsasfollows (thenumberof inputsof c6288is 32):
p1(z) =pi(z) =232 + 22 + 22" +z + 1;
p2(z) = 2% +2° + 1, ¢o(z) = g(@)p2(2)(1 + 2) =

.’L'32+.’1731+£L'27+.'L'25+.’1710+.’L‘9+$7+ZL'6+.’L'5+SL'3+.’L'2+1;
p3(x) = 20+ 210+ 2% +u+1, ¢3(2) = ps(x)(1+2?) =
e i e S A A o
pa(z) = 2> +2* +2° + 2 + 1, ¢a(2) = pa(z)(1 + 2 +
29)(1+22) = 232 + 230 + 227 + 226 + 225 + 224 + 212 +
.CL'll +(E10+$8—|—.’IJ6—|—$4 +.Z’3—|—1.

Fromthetable,we obsenre thatin mostcaseghe useof
LFSRswith larger HammingdistancegColumn 2, 3 and
4) enhanceshe fault coverage.However, thesel FSRsof-
fer testpatternswith error detectingaswell as correcting
ability. In addition,thefault coverageof usingLFSRswith
no XOR gate betweenthe highesttwo stages(Column 3
and4) is comparablevith thosegivenby otherLFSRs.We
further noticethatthe testgeneratedanyield higherfault
coveragehantheoriginal LFSRgenerataorespeciallywhen
arelatively smallnumberof testpatternsaregenerated.

5 Conclusions

We have presented new testpatterngeneratiorscheme
using LFSRswith built-in fault/errordetectioncapability
This is anintegral part of the designand not obtainedby
augmentatiorasdonefor incorporatingerror detectionca-
pability. An interestingoy productof our designmethodol-
ogy s thatsincethetestvectorsareseparatethy aspecified
minimumHammingdistanceijt hasthe potentialto achieve
betterfault coverage. Futureresearchcan examine other
relateddesignd3, 4, 5, 6].
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