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Abstract

In thiswork, the problem of open faults affecting the inter-
connections of SC circuits composed by data-path and con-
trol isanalyzed. In particular, it is shown that, in case opens
affect control signals, some problems may arise even if both
control and data-path signals are concurrently checked. In
particular, wrong codewords may be generated at the outputs
of multiplexers and registers. To address this problem, new
registers and multiplexers are proposed which allow the de-
sign data-paths which are TSC with respect to opens (and re-
sistive opens). These components are also TSC with respect
to stuck-at, transistor and gross delay faults. They present a
good testability with respect to resistive bridgings.

1 Intr oduction

Recentworks in the field of failure analysisandtesting
have evidencedthe relevanceof open(break)faultsin Deep
Submicron(DSM) ICs [1]. Thesefaultsmay affectwiresas
well asvias[2, 3] andthey aredueto productionfailuresor
stresoccurringduringnormalcircuit operations,

In thecaseof Self-Checkind SC)systemg4], thesefaults
canbe accountedn the designof self-checkingfunctional
blocksinsidea data-pathThesameholdsin the caseof self-
checkingFSMsusedto the purpose®f control.

Corversely in this paper we shav that someproblems
arisein the caseof opensaffecting the wires' bringing the
control signalsto the data-path. Therefore,this paperwill
focusontheinterfacebetweenrthe data-pathandthe control
circuitry of SCsystems.

In particular in caseof openfaultsaffectingthe selection
signalsof multiplexersor the write-enablesignalsof regis-
ters,wrong codevords may propagateanside the data-path,
thusleadingto errorswhich areundetectabléy the mostof
thecommonlyusedkind of errordetectingcodes.This may
occurif theopenaffectsa controlsignalseitherin all thebits
of aword or in a subsebf them.

Asit will beshowvn, the problemcannotbesolvedby gen-
eratinga two-railed versionof control signalsand by sepa-
rately checkingthem. This approachin fact,canbe usedto
detectsingle stuck-atfaults[5], but not opensaffecting the

INoticethatthesewiresmaybetypically longerthanothersignalsinside
thecircuit, thuspresenting relevant probability of opens.
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wiresin anunpredictableposition. Of course the problem

couldalsobesolvedby duplicatingthedata-pathor by intro-

ducingsomeprotectionathigherlevels(suchasthealgorith-

mic one). It is ratherevident, however, thatthe considered
problemdoesnot justify the higher costsof duplicationor

thedesigncompleity requiredby suchapproaches.

To solve this problem, we proposea simple design
methodologywhichis basedon the duplicationof data-path
controlsignalsandon a new designof multiplexersandreg-
isterswhich aretotally self-checking(TSC) with respecto
singleopenfaultsaffectingtheir controlsignals.In the pres-
enceof an openfault on a control signal,in fact, eitherthe
correctcodeavord or a non-codevord is given at the output
of the consideredcomponentthusverifying thefault secure
(FS)property[4]. In casethe multiplexer arenot redundant,
atleasta codevord exists which exposeghe effectsof such
afaultthusverifying the self-testing(ST) property[4].

Thesepropertieshave beenverified alsoin the casef:
a) resistize opens[3] which may resultin both slow-to-rise
andslow-to-fall failures;b) of opensresultingin intermedi-
atevoltagesof theaffectedsignal.

In addition, the resulting registersand multiplexers are
totally self-checkingwith respectto internalfaults suchas
stuck-atfaults, transistorfaultsand grossdelayfaults. The
proposedircuitspresentalsoa goodtestabilitywith respect
to resistve bridgingfaults.

Thereforethis kind of componentganbe corveniently
usedn thedesignof SCsystemdbasednadesignparadigm
wherethe controlandthe data-pathareseparatelychecled.

This paperis organizedasfollows. The problemof opens
in SCcircuitsis discussedn Section2. Section3 presents
thebasicideafor the designof SCmultiplexersandregisters
in thepresencef idealopens.Thepossibldmplementations
in the CMOS technologyof suchcomponentss analyzedn
Section4. Section5, instead discusseshe behavior of the
proposedschemesn the presencef openswhosebehavior
is notideal. The SC capabilitiesof the proposedmultiplex-
ersand registersare analyzedin Section6 with respectto
internalfaults,while conclusionsaredrawn in Section?.

2 The problem

Let usconsideraportionof a self-checkinglata-pathand
control(Fig. 1). We supposéghattheinformationflow in the



datapathis encodedy meanof anerrordetectingcode ,and
that the componentsalong the data-pathare code-disjoint
[4]. Thislatterhypothesisllowsto useonly asinglechecler
connectedo thedata-pattoutputwith consequensavingsin
areaoccupation.It shouldbe noticed,however, that evenif
all the signalsin the data-pathare separatelychecled, the
problemsdescribecherewould bestill in ordet

In theremaindeiof this sectionwe will suppose¢hatboth
thefunctionalunits(FU; andFU5) in Fig. 1 producedataen-
codedby meansof an error detectingcodechecled by Cqp.
At this regard, we will supposeo useall or partial unidi-
rectionalerror detectingcodessuchasthe Bemgerone. The
sameconsiderationsnay be also madein caseof residue
codes.In fact, self-checkingdata-pathsave beendesigned
for the Berger code[6, 7], or the residuecodes[8]. The
proposedapproach,nstead,is not well suitedfor the case
of parity codes[9], since,asit will be seen,it exploits the
unidirectionalerror detectioncapabilitiesof the considered
codes.Thecontrolunitis alsosupposedo be self-checking
with a checler (C.) which verifiesits outputsignalsandits
statevariables.

Thekind of faultconsideredhereis the (single)wire open
(break),which in CMOS logic insulatesthe logic driving a
signalfrom theinputsof all or afractionof theCMOSblocks
fed by sucha signal[4]. Modelingthe behaior of thefloat-
ing partof the wire may be rathercomple. In fact, it de-
pendson its capacitve and resistize couplingswith other
signalsin the circuit. For the sale of readability we make
thesimplesthypothesisabouttheinducedfaulty behavior by
supposinghatits floating partremainsatagivenlogic value
alongaclockperiod.

This stuck-atlike behaior doesnot directly accountfor
capacitve couplingswith on-(off)-chip noisesourceswhich
may make the floating signalchangevaluealongaclock pe-
riod (notice, that the possibility for the floating wire to as-
sumeintermediatevoltagevaluesshouldalsobe accounted).
In addition,in caseof resistve opensit is alsopossiblethat
theaffectedsignalhasanadditionaldelay but a correctfinal
value.In section5, we will shav thattheproposedapproach
cantake into accountalsothesepossiblebehaiors.

In the presenceof opens(for instance,openlin Fig. 1)
affectinga controlsignal,two possiblecasesrein orderde-
pendingon whetherthe openhasa location makingits ef-
fectsaffecttheC. inputsor not.

In thefirst case the openis easilydetectablein the sec-
ond case,someproblemsmay arise. Supposejn fact, that:
a) the openoccursin the locationindicatedin thefigure; b)
becausef suchafault,all thesignalbranchesnsulatedrom
the signalsourcehave a wronglogic value. In sucha case,
the wrong datais selectedby the multiplexer. Suchdata,
however, still constitutea valid codevord andit will notbe
detectedy thedata-pattchecler (Cqp).

Thesamebehaior maybein orderalsoif theopenaffects

only afractionof thetwo-way multiplexers. This caseis in-
stantiatedn Fig. 2, whereonly 4 two-way multiplexersare
affectedby the break.If their control signalhasa valuedif-
ferentfrom the fault-freeone,the word 1010is propagated,
insteadof 1100,thusresultingin a nonunidirectionalerror.
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Figure 1. Example of a SC system where the contr ol
unit and the data-path outputs are separatel y checked
by the checkers C¢ and Cqyp, respectivel y.
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Figure 2. Because of an open fault, 4 single bit multi-
plexers (a) have a wrong selection value (1 instead of
0, 1/0). Therefore, two multiple xers (the shaded ones)
produce a non unidirectional error which cannot be
detected by a large fraction of the mostly used error
detecting codes. For the same reason, the two shaded
flip-flops (b) receive a write signal instead of an hold
command, thus producing a non unidirectional error.

If the breakaffectsthe WE signalof a register(open32),
thesamekind of problemdsin order In thiscasedepending
onthekind of error, eitherthe previouscodavordis wrongly
retained,or a new codevord is erroneouslywritten in the
register In both casesthe errorcannotbe detectedy Cqp.

Alsoin thiscasetheproblemmaybein orderevenif only
afractionof flip-flopsis affectedby thefault (Fig. 2b).

3 Basicidea

In orderto avoid the problemdescribedn the previous
section,we proposea schemewherethe control signalsare
duplicated(thisis possiblesincethe controlunit is typically
smallerthanthedata-pathpndsubsequentlgxploitedin or-



derto make openfaultsresultin anoncodevordattheoutput
of the controlledmultiplexersor registers.If thelogic in the
fan-outof suchblocksis code-disjoint(CD), thensuchan
errorindicationmay be propagatedo Cyp.

Corversely if the consideredsignals are individually
checled,theerrorsareimmediatelyrecognized.

The key block of the proposedmethodis very similar to
atwo-way multiplexer controlledby the selectionsignaland
its complementthusmatchingwith the casewherethe con-
trol unit is implementedy usingatwo rail approach.

Theideais to producean errorindicationif the two sig-
nalsarenot two-railedbecaus®neof themis faulty.

Working with unidirectionalerror detectingcodes a first
approachminimizing the lateng of errorscould provide al-
waysan unidirectionalerrorin the presencef an error af-
fectingthetwo controlsignals.Unfortunately by usingthis
approachijt is very difficult to designthe multiplexer to be
ST with respecto internalfaults.

As analternatve, the multiplexer canbe designedn such
away (Fig. 3a) that, in the presenceof an error on one of
the selectionsignals(p, n), eitherthe correctoutputis pro-
duced,or anerroris produced.Suchanerroris univoquely
determinedby thekind of errorsaffectingthe selectionsig-
nals(i.e. it is independentrom the multiplexer datainputs).
This latter propertyensureghat, if all (or a fraction) of bit
level multiplexersareaffectedby the samefaultontheircon-
trol signals,theneithera correctword is producedor anon
codevordis producedwith theusedkind of codes).

Fig. 3b illustratesthis kind of behaior on a Karnaugh
map. In particular when the two railed selectionsignals
have the 00 logic values,all the affectedmultiplexershave
the outputat O independentlyof the datainputs. If the er-
ror producesa 11 value,two casedmay bein order: a) data
inputshave the samevalue;b) datainputshave differentval-
ues. In casea), the correctoutputis produced.In caseb), a
logic 1 is always produced. Therefore the correctvalueis
producedif the signalselectedn the fault-freecircuit is at
logic 1, otherwise anerroris produced.

By consideringmorethanone multiplexer, it canbe no-
ticedthat,for agivenbehaior of thefaulty signal,theerrors
are always unidirectional, thus never resultingin a wrong
codevord andensuringthe FS property Corversely if both
selectionsare possiblewith datainputsat differentvalues,
the ST propertyis ensuredthis may not be ensuredn case
of strongcorrelationdetweercontrolanddatavalues).

The sameapproactcanbe usedto designthe multiplexer
which selectsbetweendata writing/retentionin registers.
Theproposedchemas thatillustratedin Fig. 4a,where WE
andWD arethetwo-railedversionof thewrite enable.

Also in this case githerthe correctword is written inside
theregisteror anoncodevordis written. This holdstrueif a
wholeregisteror only asubsebf its flip-flops areaffectedby
anerrorononeof thetwo railedselectiorsignals.Therefore,

theregistersare FSwith respecto suchkind of faults.

As it canbe seenfrom Figs.4b-c,the ST propertyis en-
suredif thefollowing sequencesanbe appliedto theregis-
ter:

dat, WE,WD =< 110,101 >,
<—---,110>,<110010>,< 010,101> (1)

Thereforethe TSC propertyis verified.

4 Implementation dependentconsiderations

In the CMOS technology multiplexers can be imple-
mentedin waysdifferentfrom their mappingon elementary
logic gates(NAND/NOR). As it canbe seenin Figs.5,this
hold true alsofor the proposednethodologywhich canbe
easilyimplementedy usingpass-transistonegic (Fig. 5a)
or a FCMOS macro-gate(Fig. 5b). Unfortunately these
structuresmatch the logic behaior outlined in the previ-
oussectiononly underfault free conditions. Both of them
present highimpedancestateof thenodex in the presence
of anopenresultingin awronglogic 0 on onecontrolsignal.
This mayleadto theretentionof previousoutputvaluesand
to consequenbidirectionalerrors.

Therefore,it is moreconvenientto usea directmapping
of themultiplexerlogic functionof CMOS gateg(Fig. 5c¢).

5 Openswith nonideal behavior

In the previous section,we have considerecanideal be-
havior of openfaults. This behavior occursif: a)thefloating
partof thesignalpresentdeakagesowardthe power supply
or the ground;b) it hasa capacitve couplingwith another
signal. The AC andDC couplings,however, may not verify
thesehypothesesgiving rise to a more complex behaior.
For instance the floating part of the wire may be coupled
with more than one signal. Corversely the openmay be
only partial, thusgiving rise to a resistize open. Therefore,
theproposediesigntechniquéehasto bevalidatedalsoin the
presencef suchnonidealbehaiors.

5.1 Resistiveopens

In the caseof resistive opensthefaulty line hasaslow to
switch (riseandfall) behaior. Dependingonthe sizeof the
resultingadditionaldelayandontheslackonthemultiplexer
outputwith respectto the clock samplinginstant, this kind
of beharior mayor maynotresultin somedata-pathregister
samplingawronglogic value.

Thereforethedetectionof thiskind of faultsstronglyde-
pendson the logic blocks placedbetweenthe multiplexer
outputandthe flip-flops samplingthe signalswhich may be
affectedby theadditionaldelay

To analyzethe detectability of thesefaults in a self-
checkingsystem,somehypothesisshouldbe maderegard-
ing thekind of samplecerrors.At thisregard,accordinglyto
thehypothesisnadein the previoussectionwewill suppose
thatthe logic belongingto the multiplexer fan-outlet allow
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Figure 3. Proposed multiple xer scheme for on-line detection of open faults affecting the selection signals a). lIts true
table b) and its behavior in the presence of a fault on one selection signal c).
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Figure 4. Proposed register cell scheme for on-line detection of open faults affecting the selection signal a). State
transition table of the corresponding FSM b). State transition table in the presence of an error one of the two selection
signals c). The table rows show the faulty values of dat, WE,WD and their fault-free values exciting the fault. The table

entries show the faulty/fault-free values of Q”+1.

the transitionsat its inputsto propagatehroughpathswith
the sameparity of inversions.

In orderto guarante¢he FS propertyalsowith respecto
this kind of faults, we have to shaw thatit is not possible
thatbotharising andafalling transitionoccurringat differ-
ent multiplexer’s outputsare delayed,thusresultingin the
samplingof bidirectionalerrors.

Let usfirst considerthe casewherethetransitionis orig-
inatedby atransitionof the multiplexer control signalsonly
(Fig. 6). In sucha case,the multiplexer datainputs have
differentvaluesthatdo notchangen thetwo considerege-
riods. In caseone of the two selectionsignalsis affected
by a resistive open,its rising andfalling transitionwill be
affectedby an additionaldelay In the first case,the inter
mediateconfiguration00 will be presentat the multiplexer
(selection)inputs,while in the secondone,the configuration
11will bepresentln thefirst caseall theaffectedmultiplex-
ersmay have a 0 samplednsteadof a 1, andin the second
case,they have a logic 1 insteadof a 0. In both casesho
bidirectionalerrorcanbe produced.

The casewhereboththedatainputsandtheselectionsig-
nalsswitch, insteadjs slightly morecomplex because dy-
namichazardcanbe generatedlt canbe verified, however,
thatalsoin thesecasesit is not possibleto generatea bidi-
rectionalerror if the transitionsof datasignalsare not af-
fectedthemseles(asaconsequencef amultiple fault) by a
timing violation. In fact,a delayedl to 0 (0 to 1) transition

mayresultin the samplingof awrongfinal logic valueonly
if thetwo controlsignalstraversethe 11 (00) configuration.

Thereforealsoin the caseof resistve opensthe FSprop-
erty is verified. Notice that this holdstrue eveniif only a
fraction (or none)of the pathsconnectinghe affectedmul-
tiplexerswith the samplingelementshasa timing which re-
sultsin the samplingof wronglogic values.If theadditional
delayis large enoughalsothe ST propertywill be verified.
Otherwisethe TSCpropertyis notverified (this of courses
normalin the caseof parametricfaults)andthe SFSprop-
erty shouldbe analyzed.This property however, is comple
becausét involvessequencesf faults.

5.2 Opensleadingto intermediate voltages

Theinsulatedpartof the affectedwire mayhave aninter
mediatevoltagebecausef the couplingwith othersignals
and/orof leakagecurrents.Fromthe point of view of steady
stateconditions the FS propertyis ensureecauseoneof
the possibilitiesin ordermay leadto a wrong codevord at
the outputof the multiplexer.

This casejnsteadjs very dangerousinderdynamiccon-
ditions: let us supposdhatthe fault-freevalueof the signal
is 1, while its faulty voltageis interpretedasa high but de-
gradedvoltage.Supposealsothatthe affectedsignalcontrol
two multiplexerswhich presenttwo oppositetransitionsat
thedatainputwhichis selecteduinderfault-freeconditions.

Dependingon the multiplexers’ way to interpret such
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Figure 5. Different possib le implementations of the logic scheme of Fig. 3.
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Figure 6. Effects of resistive opens on contr ol signals. The arrows denote the instant in whic h the multiple xers outputs

are sampled. In the considered example, the contr ol signals switc h while the data inputs are kept constant.

In case a),

the signal nis faulty. Because of the delay, the multiple xers receive the value 11 of pand n, that result in awrong 1 if the
two data inputs have diff erent value. Hence, only 01 transitions are affected. In case b), pis faulty and the multiple xers
receive the configuration 00 whic h may affect only 01 transitions or steady 1 values.

voltagesit is possiblethatbothtransitionsaredelayedthus
possiblygiving rise to a bidirectionalerror. At this regard,
it is worth mentioningthatthe NAND gateimplementation
doesnot suffer from this problem. In fact, anintermediate
voltage on a control signal may delay only the pull-down
path of NAND gate. Therefore,only rising transitionsof
datainputscanbe delayedandno bidirectionalerrormaybe
produced Thesamedoesnotholdtruefor thepass-transistor
implementation.

6 TSC property with respectto internal faults

In this section,we will analyzethe TSC propertiesof the
considerednultiplexersandregisterswith respecto internal
faults. In particular we will first considerstuck-at,transis-
torsandgrossdelay(i.e. transition)faultsat thelogic level.
Then,we will supposea CMOSimplementatiorof the mul-
tiplexerandwe will analyzeresistie bridgingfaults.

Notice that, a partfrom the caseof bridgings,the effects
of the consideredaults affect only an outputsignal of the
whole block. At theword level, suchfaultswill resultin a
singlebit error, thusverifying the FS property

6.1 Stuck-atfaults

The proposednultiplexer, for which we have considered
the gatelevel structureof Fig. 3, hasbeenverifiedto be ST

with respecto stuck-atfaults. In particular thetests
n,do,p,d1 =<110- >,<0110> <1001 >,<0-11> (2)

aresuficientto testfor all the multiplexer stuck-ats.
The registercell is also ST with respecto stuck-ats.In
suchacasethetestsfor theinput multiplexeraregivenby:

dat, WE,WD,Q =< 110>,
<1010>,<0101>,< —011> (3)

which needthe applicationof thefollowing testpairs:

dat, WE,WD =< ———,110>,
<010,101>,<110,010>,<110,-01> . (4)

which have beenverified to testalsoall the stuck-atfaults
insidethe multiplexer.

6.2 Grossdelay faults

A grossdelayfaultis an additionaldelayin a gateout-
puttransitionwhichis characterizethy a sizewhichis large
enoughto resultin thesamplingof awronglogic valueinde-
pendentlyof theactualsignalandcircuit timing. In practice,
thebehavior inducedby suchakind of faultsis oftenhandled
by usingthetransitionfault model.

The grossdelay faultsaffecting the two AND gatesand
theoutputOR gatein the schemeof Fig. 3 areall detectable
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Figure 7. Fraction of resistive bridging faults satisfy-
ing the ST and the FS properties as a function of the
bridging resistance .

by applyinginput codevordsto the considerednultiplexer.
Thereforethe ST propertyis verified.

6.3 Transistor faults

It hasbeenverifiedthatthe CMOS gatelevel implemen-
tation of the proposedmultiplexer (Fig. 5c) is testablewith
respecto all transistorstuck-operandon faults. The same
doesnothold for the two alternatamplementations.

6.4 Bridging faults

In the caseof bridging faults, we have consideredthe
threecircuitsof Fig. 5. Thecircuitsof Fig.5aandb arecon-
sideredonly to the purposeof comparisonn suchcircuits,
we will supposethat data, control and multiplexer output
drivershave the sametransistorsizing.

Thechoiceof thefault set,of courseyequiresthe knowl-
edgeof the actuallC’s layout andthe useof inductive fault
analysig10] basedools. To beindependentrom it, we will
considerall the possibleresistize bridgings[11] between:a)
thenodeshelongingto a multiplexer (includingits inputand
outputnodes);b) the internalnodesof a multiplexer; c) the
input/outputsignalsof anothemultiplexer.

For eachfault, the circuit (constitutedoy two multiplex-
ers,dataandcontrol drivers)hasbeensimulatedat the elec-
trical level for 100 randomvectorsunder dynamic condi-
tions. Theresultsachieszedareshovnin Fig. 7 asafunction
of thebridgingresistance.

As canbe seen,the ST propertyis verified for a good
fractionof resistize bridgingfaults. Unfortunately thereis a
fraction (18%)of faultswhich do not verify the FS property
Thesefaults are due to resistve bridgingsbetweencontrol
signalsandgroundor powersupplies.If thesefaultsgiverise
to intermediatevoltagevalueson the affectedsignal,thereis
thesameproblemdiscussedn Sect.5.2in the caseof opens
originatingintermediatevoltages.This is mainly dueto the
useof symmetricgateqwith equaldriving strengthandlogic
thresholdscloseto Vpp /2). The problemcanbe avoidedby

usingstrongdriversfor the controlsignals.

7 Conclusions

This paperaddressethe problemof openfaultsin self-
checkingecircuitscomposedy controlanddata-pathin par
ticular, it is shovn that,in casethe controlandthe data-path
areseparatelyhecled,openfaultsaffectingthe control sig-
nals of multiplexersandregistersmay resultin undetected
errors. Thesefaultscannotbe neglectedbecausef control
wiresaretypically longthusexposinga largecritical areato
breaksandopens Differentlyfrom thestuck-atfaultscasea
separateheckingof controlsignalsmaybe not effective for
severalfaultlocations.

In orderto approachthis problem,a nenv 2-way multi-
plexer designis proposedvhich allows to designword level
multiplexers and registerswhich are TSC with respectto
openfaultsaffectingtheinterconnections.

The proposectircuits have beenshovn to maintainsuch
propertiesvenif the openfaultsexhibit a non-idealbeha-
ior. In addition,they are TSC with respecto stuck-atsand
transistorfaults. While they have good ST propertieswith
respecto resistie bridgingfaults.
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