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Abstract
In this work, the problem of open faults affecting the inter-

connections of SC circuits composed by data-path and con-
trol is analyzed. In particular, it is shown that, in case opens
affect control signals, some problems may arise even if both
control and data-path signals are concurrently checked. In
particular, wrong codewords may be generated at the outputs
of multiplexers and registers. To address this problem, new
registers and multiplexers are proposed which allow the de-
sign data-paths which are TSC with respect to opens (and re-
sistive opens). These components are also TSC with respect
to stuck-at, transistor and gross delay faults. They present a
good testability with respect to resistive bridgings.

1 Intr oduction

Recentworks in the field of failure analysisand testing
have evidencedtherelevanceof open(break)faultsin Deep
Submicron(DSM) ICs [1]. Thesefaultsmayaffect wiresas
well asvias[2, 3] andthey aredueto productionfailuresor
stressoccurringduringnormalcircuit operations,

In thecaseof Self-Checking(SC)systems[4], thesefaults
canbe accountedin the designof self-checkingfunctional
blocksinsideadata-path.Thesameholdsin thecaseof self-
checkingFSMsusedto thepurposesof control.

Conversely, in this paper, we show that someproblems
arisein the caseof opensaffecting the wires1 bringing the
control signalsto the data-path.Therefore,this paperwill
focuson theinterfacebetweenthedata-pathandthecontrol
circuitry of SCsystems.

In particular, in caseof openfaultsaffectingtheselection
signalsof multiplexersor the write-enablesignalsof regis-
ters,wrong codewordsmay propagateinsidethe data-path,
thusleadingto errorswhich areundetectableby themostof
thecommonlyusedkind of errordetectingcodes.This may
occurif theopenaffectsacontrolsignalseitherin all thebits
of aword or in a subsetof them.

As it will beshown, theproblemcannotbesolvedby gen-
eratinga two-railedversionof control signalsandby sepa-
ratelycheckingthem.This approach,in fact,canbeusedto
detectsinglestuck-atfaults[5], but not opensaffecting the

1Noticethatthesewiresmaybetypically longerthanothersignalsinside
thecircuit, thuspresentinga relevantprobabilityof opens.

wires in an unpredictableposition. Of course,the problem
couldalsobesolvedby duplicatingthedata-pathor by intro-
ducingsomeprotectionathigherlevels(suchasthealgorith-
mic one). It is ratherevident, however, that the considered
problemdoesnot justify the highercostsof duplicationor
thedesigncomplexity requiredby suchapproaches.

To solve this problem, we proposea simple design
methodologywhich is basedon theduplicationof data-path
controlsignalsandon anew designof multiplexersandreg-
isterswhich aretotally self-checking(TSC) with respectto
singleopenfaultsaffectingtheircontrolsignals.In thepres-
enceof an openfault on a control signal,in fact,eitherthe
correctcodeword or a non-codeword is given at the output
of theconsideredcomponent,thusverifying thefault secure
(FS)property[4]. In casethemultiplexerarenot redundant,
at leasta codeword existswhich exposestheeffectsof such
a fault thusverifying theself-testing(ST) property[4].

Thesepropertieshave beenverified alsoin the casesof:
a) resistive opens[3] which may result in bothslow-to-rise
andslow-to-fall failures;b) of opensresultingin intermedi-
atevoltagesof theaffectedsignal.

In addition, the resultingregistersand multiplexers are
totally self-checkingwith respectto internal faultssuchas
stuck-atfaults,transistorfaultsandgrossdelayfaults. The
proposedcircuitspresentalsoagoodtestabilitywith respect
to resistivebridgingfaults.

Therefore,this kind of componentscanbe conveniently
usedin thedesignof SCsystemsbasedonadesignparadigm
wherethecontrolandthedata-pathareseparatelychecked.

Thispaperis organizedasfollows. Theproblemof opens
in SC circuits is discussedin Section2. Section3 presents
thebasicideafor thedesignof SCmultiplexersandregisters
in thepresenceof idealopens.Thepossibleimplementations
in theCMOStechnologyof suchcomponentsis analyzedin
Section4. Section5, instead,discussesthe behavior of the
proposedschemesin thepresenceof openswhosebehavior
is not ideal. TheSCcapabilitiesof theproposedmultiplex-
ers and registersareanalyzedin Section6 with respectto
internalfaults,while conclusionsaredrawn in Section7.

2 The problem
Let usconsideraportionof aself-checkingdata-pathand

control(Fig. 1). We supposethattheinformationflow in the



datapathis encodedbymeansof anerrordetectingcode,and
that the componentsalong the data-pathare code-disjoint
[4]. Thislatterhypothesisallowsto useonly asinglechecker
connectedto thedata-pathoutputwith consequentsavingsin
areaoccupation.It shouldbenoticed,however, thateven if
all the signalsin the data-pathare separatelychecked, the
problemsdescribedherewouldbestill in order.

In theremainderof thissection,wewill supposethatboth
thefunctionalunits(FU1 andFU2) in Fig.1 producedataen-
codedby meansof anerrordetectingcodecheckedby Cd p.
At this regard,we will supposeto useall or partial unidi-
rectionalerrordetectingcodessuchastheBergerone. The
sameconsiderationsmay be also madein caseof residue
codes.In fact,self-checkingdata-pathshave beendesigned
for the Berger code[6, 7], or the residuecodes[8]. The
proposedapproach,instead,is not well suitedfor the case
of parity codes[9], since,as it will be seen,it exploits the
unidirectionalerror detectioncapabilitiesof the considered
codes.Thecontrolunit is alsosupposedto beself-checking
with a checker (Cc) which verifiesits outputsignalsandits
statevariables.

Thekind of faultconsideredhereis the(single)wire open
(break),which in CMOS logic insulatesthe logic driving a
signalfrom theinputsof all orafractionof theCMOSblocks
fed by sucha signal[4]. Modelingthebehavior of thefloat-
ing part of the wire may be rathercomplex. In fact, it de-
pendson its capacitive and resistive couplingswith other
signalsin the circuit. For the sake of readability, we make
thesimplesthypothesisabouttheinducedfaultybehavior by
supposingthatits floatingpartremainsatagivenlogic value
alongaclock period.

This stuck-atlike behavior doesnot directly accountfor
capacitivecouplingswith on-(off)-chip noisesources,which
maymakethefloatingsignalchangevaluealongaclockpe-
riod (notice, that the possibility for the floating wire to as-
sumeintermediatevoltagevaluesshouldalsobeaccounted).
In addition,in caseof resistive opens,it is alsopossiblethat
theaffectedsignalhasanadditionaldelay, but acorrectfinal
value.In section5, wewill show thattheproposedapproach
cantake into accountalsothesepossiblebehaviors.

In the presenceof opens(for instance,open1 in Fig. 1)
affectingacontrolsignal,two possiblecasesarein orderde-
pendingon whetherthe openhasa locationmaking its ef-
fectsaffect theCc inputsor not.

In thefirst case,theopenis easilydetectable,in thesec-
ondcase,someproblemsmay arise. Suppose,in fact, that:
a) theopenoccursin the locationindicatedin thefigure;b)
becauseof suchafault,all thesignalbranchesinsulatedfrom
thesignalsourcehave a wrong logic value. In sucha case,
the wrong datais selectedby the multiplexer. Suchdata,
however, still constitutea valid codeword andit will not be
detectedby thedata-pathchecker (Cd p).

Thesamebehavior maybein orderalsoif theopenaffects

only a fractionof thetwo-way multiplexers.This caseis in-
stantiatedin Fig. 2, whereonly 4 two-way multiplexersare
affectedby thebreak.If their controlsignalhasa valuedif-
ferentfrom thefault-freeone,theword 1010is propagated,
insteadof 1100,thusresultingin a nonunidirectionalerror.
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Figure 1. Example of a SC system where the contr ol
unit and the data-path outputs are separatel y checked
by the checkers Cc and Cd p, respectivel y.
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Figure 2. Because of an open fault, 4 single bit multi-
plexers (a) have a wrong selection value (1 instead of
0, 1/0). Therefore, two multiple xers (the shaded ones)
produce a non unidirectional error whic h cannot be
detected by a large fraction of the mostl y used error
detecting codes. For the same reason, the two shaded
flip-flops (b) receive a write signal instead of an hold
command, thus producing a non unidirectional error.

If the breakaffectstheWE signalof a register(open2),
thesamekind of problemsis in order. In thiscase,depending
onthekind of error, eitherthepreviouscodewordis wrongly
retained,or a new codeword is erroneouslywritten in the
register. In bothcases,theerrorcannotbedetectedby Cd p.

Also in thiscase,theproblemmaybein orderevenif only
a fractionof flip-flops is affectedby thefault (Fig. 2b).

3 Basicidea

In order to avoid the problemdescribedin the previous
section,we proposea schemewherethecontrol signalsare
duplicated(this is possiblesincethecontrolunit is typically
smallerthanthedata-path)andsubsequentlyexploitedin or-



derto makeopenfaultsresultin anoncodewordattheoutput
of thecontrolledmultiplexersor registers.If thelogic in the
fan-outof suchblocks is code-disjoint(CD), thensuchan
errorindicationmaybepropagatedto Cd p.

Conversely, if the consideredsignals are individually
checked,theerrorsareimmediatelyrecognized.

Thekey block of the proposedmethodis very similar to
a two-waymultiplexercontrolledby theselectionsignaland
its complement,thusmatchingwith thecasewherethecon-
trol unit is implementedby usinga two rail approach.

The ideais to produceanerror indicationif the two sig-
nalsarenot two-railedbecauseoneof themis faulty.

Working with unidirectionalerrordetectingcodes,a first
approachminimizing thelatency of errorscouldprovide al-
waysan unidirectionalerror in the presenceof an error af-
fectingthetwo controlsignals.Unfortunately, by usingthis
approach,it is very difficult to designthe multiplexer to be
STwith respectto internalfaults.

As analternative,themultiplexercanbedesignedin such
a way (Fig. 3a) that, in the presenceof an error on oneof
the selectionsignals(p, n), eitherthe correctoutputis pro-
duced,or anerror is produced.Suchanerror is univoquely
determinedby thekind of errorsaffectingtheselectionsig-
nals(i.e. it is independentfrom themultiplexerdatainputs).
This latter propertyensuresthat, if all (or a fraction) of bit
levelmultiplexersareaffectedby thesamefaultontheircon-
trol signals,theneithera correctword is producedor a non
codeword is produced(with theusedkind of codes).

Fig. 3b illustratesthis kind of behavior on a Karnaugh
map. In particular, when the two railed selectionsignals
have the 00 logic values,all the affectedmultiplexershave
the outputat 0 independentlyof the datainputs. If the er-
ror producesa 11 value,two casesmaybein order: a) data
inputshavethesamevalue;b) datainputshavedifferentval-
ues.In casea), thecorrectoutputis produced.In caseb), a
logic 1 is alwaysproduced.Therefore,the correctvalueis
producedif the signalselectedin the fault-freecircuit is at
logic 1, otherwise,anerroris produced.

By consideringmorethanonemultiplexer, it canbe no-
ticedthat,for agivenbehavior of thefaultysignal,theerrors
are always unidirectional,thus never resulting in a wrong
codeword andensuringtheFSproperty. Conversely, if both
selectionsarepossiblewith datainputsat differentvalues,
theST propertyis ensured(this maynot beensuredin case
of strongcorrelationsbetweencontrolanddatavalues).

Thesameapproachcanbeusedto designthemultiplexer
which selectsbetweendata writing/retention in registers.
Theproposedschemeis thatillustratedin Fig.4a,whereW E
andWD arethetwo-railedversionof thewrite enable.

Also in this case,eitherthecorrectword is written inside
theregisteror anoncodewordis written. Thisholdstrueif a
wholeregisteror only asubsetof its flip-flopsareaffectedby
anerrorononeof thetwo railedselectionsignals.Therefore,

theregistersareFSwith respectto suchkind of faults.
As it canbeseenfrom Figs.4b-c, theST propertyis en-

suredif thefollowing sequencescanbeappliedto theregis-
ter:

dat � WE � W D ��� 110� 101 � �
������� � 110 � � � 110� 010 � � � 010� 101 � (1)

Therefore,theTSCpropertyis verified.

4 Implementation dependentconsiderations
In the CMOS technology, multiplexers can be imple-

mentedin waysdifferentfrom their mappingon elementary
logic gates(NAND/NOR). As it canbe seenin Figs.5,this
hold true alsofor the proposedmethodology, which canbe
easilyimplementedby usingpass-transistorslogic (Fig. 5a)
or a FCMOS macro-gate(Fig. 5b). Unfortunately, these
structuresmatch the logic behavior outlined in the previ-
oussectiononly underfault free conditions. Both of them
presenta high impedancestateof thenodex in thepresence
of anopenresultingin awronglogic 0 ononecontrolsignal.
This mayleadto theretentionof previousoutputvaluesand
to consequentbidirectionalerrors.

Therefore,it is moreconvenientto usea directmapping
of themultiplexer logic functionof CMOSgates(Fig. 5c).

5 Openswith non ideal behavior
In the previoussection,we have consideredan ideal be-

havior of openfaults.Thisbehavior occursif: a) thefloating
partof thesignalpresentsleakagestowardthepowersupply
or the ground;b) it hasa capacitive couplingwith another
signal.TheAC andDC couplings,however, maynot verify
thesehypotheses,giving rise to a more complex behavior.
For instance,the floating part of the wire may be coupled
with more than one signal. Conversely, the openmay be
only partial, thusgiving rise to a resistive open. Therefore,
theproposeddesigntechniquehasto bevalidatedalsoin the
presenceof suchnonidealbehaviors.

5.1 Resistiveopens
In thecaseof resistiveopens,thefaulty line hasaslow to

switch(riseandfall) behavior. Dependingon thesizeof the
resultingadditionaldelayandontheslackonthemultiplexer
outputwith respectto the clock samplinginstant,this kind
of behavior mayor maynot resultin somedata-pathregister
samplinga wronglogic value.

Therefore,thedetectionof thiskind of faultsstronglyde-
pendson the logic blocks placedbetweenthe multiplexer
outputandtheflip-flops samplingthesignalswhich maybe
affectedby theadditionaldelay.

To analyzethe detectability of thesefaults in a self-
checkingsystem,somehypothesisshouldbe maderegard-
ing thekind of samplederrors.At thisregard,accordinglyto
thehypothesismadein theprevioussection,wewill suppose
that the logic belongingto themultiplexer fan-outlet allow
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Figure 3. Proposed multiple xer scheme for on-line detection of open faults affecting the selection signals a). Its true
table b) and its behavior in the presence of a fault on one selection signal c).

d

D Q 

WE  

WD  

 at 

dat WE WD  
 Q n 

0 1 

1 

1 

0 0 

0 0 

0 

000 

010  

011 

001  0  

1 0  

100  

110   

111  

101   

0  0  

1  1  

1  1  

1  0  dat WE WD  
Q n 

100/101 

000/010 

000/001 0/1  

0/1  

0/1  0/1  

0 

0 

0 

0 

111/110 

0 

0 

100/110 

011/001 

011/010 

111/101 

  1  

  1  

  1    1  

1/0 

1/0 

a) b) c)

Figure 4. Proposed register cell scheme for on-line detection of open faults affecting the selection signal a). State
transition table of the corresponding FSM b). State transition table in the presence of an error one of the two selection
signals c). The table rows sho w the faulty values of dat � WE � WD and their fault-free values exciting the fault. The table
entries sho w the faulty/fault-free values of Qn � 1.

the transitionsat its inputsto propagatethroughpathswith
thesameparity of inversions.

In orderto guaranteetheFSpropertyalsowith respectto
this kind of faults, we have to show that it is not possible
thatbotha rising anda falling transitionoccurringat differ-
ent multiplexer’s outputsaredelayed,thus resultingin the
samplingof bidirectionalerrors.

Let usfirst considerthecasewherethetransitionis orig-
inatedby a transitionof themultiplexercontrolsignalsonly
(Fig. 6). In sucha case,the multiplexer datainputs have
differentvaluesthatdonotchangein thetwo consideredpe-
riods. In caseone of the two selectionsignalsis affected
by a resistive open,its rising and falling transitionwill be
affectedby an additionaldelay. In the first case,the inter-
mediateconfiguration00 will be presentat the multiplexer
(selection)inputs,while in thesecondone,theconfiguration
11will bepresent.In thefirst case,all theaffectedmultiplex-
ersmayhave a 0 sampledinsteadof a 1, andin the second
case,they have a logic 1 insteadof a 0. In both cases,no
bidirectionalerrorcanbeproduced.

Thecasewhereboththedatainputsandtheselectionsig-
nalsswitch,instead,is slightly morecomplex becausea dy-
namichazardcanbegenerated.It canbeverified,however,
thatalsoin thesecases,it is not possibleto generatea bidi-
rectionalerror if the transitionsof datasignalsare not af-
fectedthemselves(asaconsequenceof amultiple fault)by a
timing violation. In fact,a delayed1 to 0 (0 to 1) transition

mayresultin thesamplingof a wrongfinal logic valueonly
if thetwo controlsignalstraversethe11 (00)configuration.

Therefore,alsoin thecaseof resistiveopens,theFSprop-
erty is verified. Notice that this holds true even if only a
fraction (or none)of thepathsconnectingtheaffectedmul-
tiplexerswith thesamplingelementshasa timing which re-
sultsin thesamplingof wronglogic values.If theadditional
delayis largeenough,alsotheST propertywill beverified.
Otherwise,theTSCpropertyis notverified(thisof courseis
normal in the caseof parametricfaults)andthe SFSprop-
erty shouldbeanalyzed.Thisproperty, however, is complex
becauseit involvessequencesof faults.

5.2 Opensleading to intermediate voltages

Theinsulatedpartof theaffectedwire mayhaveaninter-
mediatevoltagebecauseof the couplingwith othersignals
and/orof leakagecurrents.Fromthepointof view of steady
stateconditions,theFSpropertyis ensuredbecausenoneof
the possibilitiesin ordermay leadto a wrong codeword at
theoutputof themultiplexer.

This case,instead,is verydangerousunderdynamiccon-
ditions: let ussupposethat thefault-freevalueof thesignal
is 1, while its faulty voltageis interpretedasa high but de-
gradedvoltage.Supposealsothattheaffectedsignalcontrol
two multiplexerswhich presenttwo oppositetransitionsat
thedatainput which is selectedunderfault-freeconditions.

Dependingon the multiplexers’ way to interpret such
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voltages,it is possiblethatbothtransitionsaredelayed,thus
possiblygiving rise to a bidirectionalerror. At this regard,
it is worth mentioningthat the NAND gateimplementation
doesnot suffer from this problem. In fact, an intermediate
voltageon a control signal may delay only the pull-down
path of NAND gate. Therefore,only rising transitionsof
datainputscanbedelayedandnobidirectionalerrormaybe
produced.Thesamedoesnotholdtruefor thepass-transistor
implementation.

6 TSC property with respectto internal faults

In this section,we will analyzetheTSCpropertiesof the
consideredmultiplexersandregisterswith respectto internal
faults. In particular, we will first considerstuck-at,transis-
torsandgrossdelay(i.e. transition)faultsat the logic level.
Then,we will supposea CMOSimplementationof themul-
tiplexerandwe will analyzeresistivebridgingfaults.

Notice that,a part from thecaseof bridgings,theeffects
of the consideredfaultsaffect only an outputsignalof the
whole block. At the word level, suchfaultswill result in a
singlebit error, thusverifying theFSproperty.

6.1 Stuck-at faults

Theproposedmultiplexer, for which we have considered
thegatelevel structureof Fig. 3, hasbeenverifiedto beST

with respectto stuck-atfaults.In particular, thetests

n � d0 � p � d1
�	� 110� � � � 0110 � � � 1001 � � � 0 � 11 � (2)

aresufficient to testfor all themultiplexerstuck-ats.
The registercell is alsoST with respectto stuck-ats.In

suchacase,thetestsfor theinput multiplexeraregivenby:

dat � WE � W D � Q ��� 110� � �
� 1010� � � 0101� � �
� 011 � (3)

which needtheapplicationof thefollowing testpairs:

dat � WE � W D ���
����� � 110 � �
� 010� 101 � � � 110� 010 � � � 110� � 01 �
� (4)

which have beenverified to testalsoall the stuck-atfaults
insidethemultiplexer.

6.2 Grossdelay faults
A grossdelay fault is an additionaldelay in a gateout-

put transitionwhich is characterizedby a sizewhich is large
enoughto resultin thesamplingof awronglogic valueinde-
pendentlyof theactualsignalandcircuit timing. In practice,
thebehavior inducedby suchakind of faultsis oftenhandled
by usingthetransitionfaultmodel.

The grossdelayfaultsaffecting the two AND gatesand
theoutputORgatein theschemeof Fig. 3 areall detectable
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by applyinginput codewordsto theconsideredmultiplexer.
Therefore,theSTpropertyis verified.

6.3 Transistor faults

It hasbeenverifiedthat theCMOSgatelevel implemen-
tation of the proposedmultiplexer (Fig. 5c) is testablewith
respectto all transistorstuck-openandon faults. Thesame
doesnothold for thetwo alternateimplementations.

6.4 Bridging faults

In the caseof bridging faults, we have consideredthe
threecircuitsof Fig. 5. Thecircuitsof Fig.5aandb arecon-
sideredonly to thepurposeof comparison.In suchcircuits,
we will supposethat data, control and multiplexer output
drivershavethesametransistorsizing.

Thechoiceof thefault set,of course,requirestheknowl-
edgeof theactualIC’s layoutandtheuseof inductive fault
analysis[10] basedtools.To beindependentfrom it, wewill
considerall thepossibleresistivebridgings[11] between:a)
thenodesbelongingto amultiplexer(includingits inputand
outputnodes);b) the internalnodesof a multiplexer; c) the
input/outputsignalsof anothermultiplexer.

For eachfault, thecircuit (constitutedby two multiplex-
ers,dataandcontroldrivers)hasbeensimulatedat theelec-
trical level for 100 randomvectorsunderdynamiccondi-
tions. Theresultsachievedareshown in Fig. 7 asa function
of thebridgingresistance.

As can be seen,the ST property is verified for a good
fractionof resistivebridgingfaults.Unfortunately, thereis a
fraction(18%)of faultswhichdonot verify theFSproperty.
Thesefaultsaredue to resistive bridgingsbetweencontrol
signalsandgroundor powersupplies.If thesefaultsgiverise
to intermediatevoltagevalueson theaffectedsignal,thereis
thesameproblemdiscussedin Sect.5.2 in thecaseof opens
originatingintermediatevoltages.This is mainly dueto the
useof symmetricgates(with equaldrivingstrengthandlogic
thresholdscloseto VDD

�
2). Theproblemcanbeavoidedby

usingstrongdriversfor thecontrolsignals.

7 Conclusions
This paperaddressesthe problemof openfaultsin self-

checkingcircuitscomposedby controlanddata-path.In par-
ticular, it is shown that,in casethecontrolandthedata-path
areseparatelychecked,openfaultsaffectingthecontrolsig-
nalsof multiplexersandregistersmay result in undetected
errors. Thesefaultscannotbe neglectedbecauseof control
wiresaretypically long thusexposinga largecritical areato
breaksandopens.Differentlyfrom thestuck-atfaultscase,a
separatecheckingof controlsignalsmaybenoteffective for
severalfault locations.

In order to approachthis problem,a new 2-way multi-
plexerdesignis proposedwhich allows to designword level
multiplexers and registerswhich are TSC with respectto
openfaultsaffectingtheinterconnections.

Theproposedcircuitshave beenshown to maintainsuch
propertiesevenif theopenfaultsexhibit a non-idealbehav-
ior. In addition,they areTSCwith respectto stuck-atsand
transistorfaults. While they have goodST propertieswith
respectto resistivebridgingfaults.
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