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Abstract: Fault analysisof memorydevicesusingdefect
injection and simulationis becomingincreasinglyimpor-
tantasthecomplexityof memoryfaultybehaviorincreases.
In this paper, this approach is usedto study the effects
of opensand shortson the faulty behaviorof embedded
DRAM (eDRAM)devicesproducedby InfineonTechnolo-
gies. The analysisshowsthe existenceof previouslyde-
finedmemoryfault models,andestablishesnew ones.The
paperalso investigatesthe conceptof dynamicfaulty be-
havior andestablishesits importancefor memorydevices.
Conditionsto test the newly establishedfault modelsare
alsogiven.
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1 Intr oduction

The continuedincreasein the integration densityof ICs
hasmadeit possibleto useon-chipdynamicRAM cores,
referredto as EmbeddedDRAMs(eDRAMs), along with
otherelectricalcomponents.On the onehand,eDRAMs
have many advantagesover commodityDRAMs, suchas
anincreasedbandwidth,reducedpowerconsumption,suit-
ablememoryorganizationandlow electromagneticinter-
ference[Iyer99]. On the other hand,eDRAMs createa
numberof new testchallengesasa resultof the nonstan-
dardmemorymanufacturingtechniquesused,the limited
externalcontrol on the internalbehavior, and the limited
numberof partsmanufacturedascomparedwith commod-
ity DRAMs.

To face thesechallenges,the faulty behavior of spe-
cific memorydesignsshouldbeanalyzedusingrobustfault
modelingtechniquesthat preciselydescribethe observed
faultybehavior. Muchof thework onfunctionalfaultmod-
eling hasbeenconcernedwith modelingfaultssensitized
by a singleperformedoperation,which arereferredto as
static FFMs [vdGoor98, Adams96]. In this paper, it is
shown that a large numberof FFMs exist that have to be
sensitizedby a sequenceof two or more operations,re-

ferredto asdynamicFFMs, that areespeciallyimportant
for DRAMs.

This paperestablishesall static and a numberof 2-
operationdynamicFFMs in the memorycell arrayof an
eDRAM, by injectingelectricalopenandshortdefectsinto
the electricalmodelof an eDRAM. The impactof bridge
defectson thebehavior of theeDRAM memorycell array
hasalreadybeenanalyzed[Al-Ars00]. Naik[93] hasused
this approachfor staticFFMs in SRAMs, while Nagi[96]
hasappliedit to moregeneralelectricaldevices.

This paperis organizedasfollows. Section2 describes
theusedeDRAM simulationmodel,thenSection3 defines
thestaticanddynamicFFMstargetedin thispaper. In Sec-
tion 4, thedefectsto beinjectedinto thesimulationmodel
aredefinedandclassified.Section5 givesthemethodology
to be usedfor performingthe simulationsandextracting
theFFMs. Section6 discussesthesimulationresults,and
Section7 usestheseresultsto derive detectionconditions
andextendcurrentfunctional teststo detectthe dynamic
faulty behavior. Finally, Section8 endswith the conclu-
sions.

2 eDRAM simulation model

ThissectionintroducestheeDRAM simulationmodelused
in the fault analysis. The simulationmodel is basedon
a design-validationmodelof an actualeDRAM produced
by Infineon Technologies. A generaldescriptionof this
eDRAM and its test conceptcan be found in the litera-
ture[McConnell98]. Sincethetime neededfor simulating
a completememorydevice is excessively long, the sim-
ulation model is simplified, taking two factorsinto con-
siderationin order to preserve the modelaccuracy. First,
removedcomponentsshouldbe electricallycompensated,
andsecond,theresultingsimplifiedcircuit shoulddescribe
enoughof the memoryto enableinjecting the defectsof
interest.

Figure1 shows a block diagramof the cell arraycol-
umnof thesimulatedeDRAM. (TheblockslabeledOB1s,
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Figure 1. Cell arraycolumnof theeDRAM, wherethepossiblelocationsof opensonBT andBC areindicated.

OB1c,OB2s,etc.,arelocationsof opensonbit linesasdis-
cussedin Section4.2. In a defectfreemodel,theseblocks
representno resistanceon the bit lines.) This simplified
simulationmodelcontainsa 2 � 2 cell array, in additionto
two referencecells, prechargecircuits anda senseampli-
fier. The removed memorycells arecompensatedby re-
sistancesandcapacitancesalongthe bit line. In addition
to theshown cell arraycolumn,thesimulationmodelcon-
tainsonedataoutputbuffer neededto examinedataonout-
put lines,andawrite driverneededto performwrite opera-
tions.Althoughthegeneralstructureof theeDRAM model
above is similar to that of a commodityDRAM, the used
deviceparametersaremodeledbasedonaneDRAM fabri-
cationprocess.Therefore,thefaultanalysisresultsderived
from this modelmaynot preciselyapplyfor othertypesof
DRAM.

At the beginning of eachsimulationround,all capaci-
tor voltagesareproperly initialized while the dataoutput
buffer is forcedto containa logic 1 at thetrueside. Since
theassumptionof propervoltageinitializationis only valid
for non-defectivecircuits,simulationsareperformedasthe
voltagelevel of defectivenodesis modifiedasdiscussedin
Section5.

3 Definition of FFMs

In this section,the FFMs usedin this paperare defined.
First, a classificationof theFFMsis presentedwith which
the total spaceof faultscanbe divided into a numberof
classes.Then,four of theseclassesarediscussedandused
to definethetargetedFFMs.

3.1 Classificationof fault models

Two basicingredientsareneededto defineany faultmodel:
a list of performedmemoryoperationsanda list of cor-
respondingdeviations in the observed behavior from the
expectedone. The only functionaldeviationsconsidered
relevantto thefaulty behavior arethestoredlogic valuein
thecell andtheoutputvalueof a readoperation.

Any difference betweenthe observed and expected
memorybehavior canbe denotedby the following nota-
tion ���������	��
 , referredto asa fault primitive(FP). � de-
scribesthesensitizingoperation sequence(SOS)thatsen-
sitizesthe fault; � describesthe valueof the faulty cell,
����������	� ; and � describesthe logic output level of a
readoperation,����������������� . The ’–’ is usedin casea
write, andnot a read,is the operationthat sensitizesthe
fault.

FPscanbe classifiedaccordingto ��� , the numberof
differentcells accessedduring an SOS,andaccordingto
�� , the numberof differentoperationsperformedin an
SOS.A taxonomyof FPsis shown in Figure 2. A gen-
eraltreatmentof possibleSOS’sperformedonDRAMs has
beendoneby vdGoor[00].In this paper, we areonly inter-
estedin SOS’sperformedononememorycell, becausewe
assumethat fault effectsof opensandshortsarelocalized
to a singlecell.
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Figure 2. Taxonomyof fault primitives.

The notion of FPsmakes it possibleto give a precise
definition of an FFM asunderstoodfor memorydevices.
Thisdefinitionis presentednext.

A functional fault model (FFM) is anon-emptyset
of fault primitives(FPs).

3.2 Single-cellstatic FFMs

Single-cellstaticFFMs describefaultssensitizedby per-
forming at mostoneoperationon thefaulty cell. As men-



Table 1. All possiblecombinationsof thevaluesin the !#"%$'&�$)(+* no-
tationresultingin single-cellstaticFPs.

# , - . FP Faultmodel

1 0 1 – /1032	4)2	576 SF8
2 1 0 – /94)2�032	576 SF:
3 0�;<0 1 – /=0�;>0�2�4?2	5@6 WDF8
4 0�;�4 0 – /=0�;A4?2�0�2	5@6 TFB
5 4C;<0 1 – /D4';>0�2�4?2	5@6 TFE
6 4C;�4 0 – /D4';A4?2�0�2	5@6 WDF :
7 0�F30 0 1 /=0�F�0�2�0�2	4�6 IRF8
8 0�F30 1 0 /=0�F�0�2�4?2�0G6 DRDF8
9 0�F30 1 1 /=0�F�0�2�4?2	4�6 RDF8
10 4CFH4 0 0 /D4'F	4?2�0�2�0G6 RDF:
11 4CFH4 0 1 /D4'F	4?2�0�2	4�6 DRDF:
12 4CFH4 1 0 /D4'F	4?2�4?2�0G6 IRF :

tioned earlier, a particularFP is denotedby ���������	��
 .
� describesthevalueor operationthatsensitizesthefault,
�I�J�3�����H�C�	K��L�M�	KN�H����K�������KO���M�HP��L����P%�H� for staticFPs.
� and � havealreadybeendefinedin Section3.1.

Now thatthepossiblevaluesfor � , � and � areknown
for single-cellstaticFPs,it is possibleto list all detectable
FPsusingthis notation.Table1 lists all 12 possiblecom-
binationsof the values,in the ���������	��
 notation, that
result in FPs. The column ’Fault model’ statesthe FFM
definedby thecorrespondingFP.

All FPslisted in Table1 aretargetedin this paper. Be-
low, they areusedto define6 differentFFMsdescribedin
termsof non-emptysetsof FPs.

1. State faults (SFQ )—A cell is said to have an SF if
the logic valueof the cell flips beforeit is accessed,
evenif nooperationis performedonit1. Two typesof
SFexist: SFR = �%�A�%�S���T�G
�� , with FP#1,andSFU =
�%�G���	�%�T�G
�� , with FP#2.

2. Transition faults (TF V )—A cell is said to have a
TF if it fails to undergo a transition (0 W 1 or 1
W 0) when it is written. Two types of TF ex-
ist: TFX = ���A�	KN�����T�T�G
�� , with FP #4, and TFY =
�%�G��K��T�T���T�G
�� , with FP#5.

3. Read disturb faults (RDF Q ) [Adams96]—A cell is
said to have an RDF if a readoperationperformed
on the cell changesthe data in the cell and returns
an incorrectvalueon the output. Two typesof RDF

1It shouldbe notedthat the statefault shouldbe understoodin the
static sense.That is, the cell shouldflip in the short time period after
initializationandbeforeaccessingthecell.

exist: RDFR = �%�A�	P��%�S���T��
�� , with FP#9,andRDFU
= ���G��P%�����T����
�� , with FP#10.

4. Write disturb faults (WDF Q )—A cell is saidto have
a WDF if a non-transitionwrite operation( �	K�� or
��KO� ) causesa transition in the cell. Two types of
WDF exist: WDFR = �%�A�	K��T�T���S�G
�� , with FP #3,
andWDFU = �%�G��KO�����T�T�G
�� , with FP#6.

5. Incorr ect readfaults (IRF Q )—A cell is saidto have
an IRF if a readoperationperformedon the cell re-
turnstheincorrectlogic value,while keepingthecor-
rect storedvalue in the cell. Two typesof IRF ex-
ist: IRFR = ���A�HP��%���T�T��
�� , with FP #7, andIRFU =
�%�G��PT���S���	��
�� , with FP#12.

6. Deceptive read disturb faults (DRDF Q )
[Adams96]—A cell is said to have a DRDF if a
read operation performed on the cell returns the
correct logic value, while it resultsin changingthe
contentsof the cell. Two types of DRDF exist:
DRDFR = �%�A�	P��%�S�����L
�� , with FP#8,andDRDFU =
�%�G��PT���	�%�S�H
�� , with FP#11.

The 6 FFMs definedabove cover the spaceof all 12
single-cellstaticFPsof Table1. Any single-cellstaticFFM
canberepresentedastheunionsetof two or moreof these
12FPs.For example,if adefectresultsin afaultybehavior
representedby anincorrectread-1fault (IRFU ) andaread-
0 disturbfault (RDFR ), thenthecorrespondingbehavior is
describedas ���G��PT���T���	��
���Z����A�HP��T�T���T�H
�� = IRFU[Z
RDFR .

3.3 Single-celldynamic FFMs

FFMs sensitizedby performingmore thanoneoperation
onthefaultymemorycell arecalleddynamicfault models.
Thereare2-operation,3-operation,..., dynamicfaultmod-
els,dependingon �� . Here,we restrictourselvesto the
analysisof 2-operationdynamicFFMs.

Thereare30 differentsingle-cell2-operationdynamic
FPspossible,but in orderto reducesimulationtime,notall
30 FPsareconsidered.We chooseonly to targetthe4 dy-
namicSOS’s �HK��	P�� , �HKO��PT� , ��K��HP�� and ��KO��PT� (in short
V\KA]TP3] ), becausein memorydevices,anisolatedwrite op-
erationmaynot besufficient to detecta fault since,exter-
nally, a cell needsto bereadto detectthestoredvalueset
duringthewrite.

The 4 targeted SOS’s are capableof sensitizing12
single-cell2-operationFPs,which areusedto definethe
following 3 FFMs. The namesof theseFFMs arechosen
in suchawaythatthey representanextensionof thesingle-
cell staticFFMsdefinedin Section3.2.



1. Dynamic read disturb fault (RDF Q�^ ) is a fault
whereby an V\KA]TP3] SOS changes the stored
logic value to ] and gives an incorrect output.
Four types of dynamic RDF exist: RDFRMR =
�%�A�	K��HP��%�T���T��
�� , RDFUMU = �%�G��KO��P%�����T����
�� ,
RDFR)U = ���A�	KN��PT���	�%���L
�� , and RDFU_R =
�%�G��K��HP��%�T���T��
�� .

2. Dynamic incorr ect read fault (IRF Q�^ ) is a fault
wherebyan V\KA]TP�] SOS returns the logic value ]
while keepingthecorrectstateof thecell. Four types
of dynamic IRF exist: IRFRCR = �%�A�	K��HP��T���T�T�H
�� ,
IRFUCU = �%�G��KO��P%���T������
�� , IRFR)U = ���A�HKO��PT���S���	��

� , andIRFU`R = ���G��K��	P��%�	�%�S�H
�� .

3. Dynamic deceptive read disturb fault (DRDF Q3^ )
is a fault wherebyan VLKA]TP�] SOS returnsthe cor-
rect logic value ] while destroying the stateof the
cell. Four typesof dynamicDRDF exist: DRDFRCR
= �%�A�	K��HP��%�T�����L
�� , DRDFUMU = ���G��KO��PT���	�%�S�H

� , DRDFR)U = ���A�	KN��PT���	�%�T��
�� , and DRDFU_R =
�%�G��K��HP��%�T�����L
�� .

4 Simulateddefects

In this sectionwe discussthedefectsto be injectedin the
eDRAM model.

4.1 Classificationof defects

The defectsto be consideredfor injection and analysis
aremodeledat theelectricallevel by parasiticcomponents
with a givenimpedance.Theimpedance( a ) consistsof a
resistance( � ) anda capacitance( � ) connectedin parallel
betweentwo defective nodes.Dependingon thedefective
nodestheinjecteddefectsareconnectedto, thedefectsmay
beclassifiedinto opens,shortsandbridges.Theeffect of
bridgeshasbeenaddressedin anearlierpaper[Al-Ars00].

Opensrepresentunwantedimpedanceson a signalline
that is supposedto conductperfectly, while shortsrepre-
sentunwantedimpedancesbetweena signalline and bdcdc
or GND. For anopendefect,theimpedancevalueis given
by aAegf andis predominantlyresistive (i.e., �hegfjik� mak-
ing alegfmin��egf ). Theopenresistancemaytake any value
in the resistancedomain,which gives �Dopa+q_rsoItvu .
Thefactthatopensresultin negligible capacitivecoupling
betweenthebrokennodeshasbeensubstantiatedby Hen-
derson[91]. For a short, the impedancevalue is denoted
by axwzy andmayhaveresistiveandcapacitivecomponents.
The value of ��wzy for a short may againhave any value
( �{o|��wzy}ont~u ), while ��wzy is boundedby somegiven
realisticlimits ( �l�+���D�|� wzy �|�l���`� ). The lower bound
of the shortcapacitanceis taken to be 0 F ( �l�+���1��� F),

Table 2. Single-cellFFMsandcomplementaryFFMs.

Faultmodel ComplementaryFault model Complementary

SF8 SF: IRF8_8 IRF :_:
IRF8 IRF : DRDF8_8 DRDF:_:

DRDF8 DRDF: RDF8_8 RDF:_:
RDF8 RDF: IRF8C: IRF :�8
WDF8 WDF : DRDF8C: DRDF:�8
TF� TF� RDF8C: RDF:�8

while themaximumboundis consideredto beequalto the
bit line capacitancein thememory( � �l�`� ����� ). Therea-
sonbehindthis choiceis that the bit line hasthe highest
capacitancealonga singlecell arraycolumn.Therefore,it
is highly unexpectedfor aparasiticcapacitanceto haveyet
ahighervalue.

By analyzingthe electricalcircuits of the cell array col-
umn, we noticesomesymmetryin the topologyof these
circuits. This resultsin a symmetryin thefaulty behavior,
which canbe usedto reducethe numberof defectsto be
simulatedandanalyzed.A defectD1 at a given position
showsthecomplementaryfaulty behavior to adefectD2
atanotherposition,if thefaultybehavior of D1 is thesame
as that of D2, with the only differencethat all 1s arere-
placedby 0s, andvice versa. Table2 lists the single-cell
FFMsdefinedin Section3 andtheir complementarycoun-
terparts.

4.2 Locationsof opens

The locationsof openswithin memorycells (OC), along
bit lines(OB) andonword lines(OW) areenumeratedand
providedwith a labelfor futurereference.All possibledif-
ferentopensaretakeninto considerationwhich eliminates
theneedto uselayoutinformation.

Opens within a memory cell (OC) can occur at any
nodewithin thestoragecell. Figure3(a)shows onemem-
ory cell wherethe threepossibledefectlocationsare in-
dicated.Thechoicehasbeenmadeto simulatethe opens
within a cell on the true bit line (BT), and thesedefects
are thereforelabeledasOCV s (’s’ for simulated,seeTa-
ble 3). Consequently, the faulty behavior of an openin a
cell on the complementbit line (BC), which is labeledas
OCV c (’c’ for complementary),may be derived from the
correspondingsimulatedonebecauseit showsthecomple-
mentaryfaulty behavior.

Opensalonga bit line (OB) canoccuranywhereon the
bit line. Figure1 showsa completecell arraycolumnwith
BT andBC togetherwith thebit line opens.Thebit lines
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Table3. Simulatedandcomplementaryopenswithin acell.

OC onBT OC onBC Description

OC1s OC1c Passtransistorconnectionto bit line
broken

OC2s OC2c Passtransistorconnectionto storage
capacitorbroken

OC3s OC3c Cell connectionto groundbroken

aredividedinto 10 regions,eachof which maycontainan
open. Every openon BT hasits complementaryopenon
BC andvice versa. Thus,only openspresenton BT are
simulated. Every defecton BT is given the nameOBV s,
while its counterparton BC is giventhenameOBV c.

Openson a word line (OW) canonly beatoneposition
betweenthe row decoderandthe gateof the passtransis-
tor of a memorycell. The behavior of the cell with an
openon its word line is thesamefor every cell on BT and
complementaryto that on BC. Therefore,only oneopen
is simulated,namelythaton WL0, which is calledOW1s.
TheopenlocatedonWL1 is calledOW1c.

4.3 Locationsof shorts

Thepossiblelocationsof shortswithin memorycells(SC)
andalongbit lines(SB)areenumeratedandprovidedwith
a label for future reference.All possibleshortsareana-
lyzed with the exceptionof: 1) shortsbetweenbdcdc and
ground since they are power shorts, and 2) gate oxide
shorts(GOS’s) sincethey arelayoutdefectsthataremod-
eledat theelectricallevel asbridges[Al-Ars00].

Shorts within a memory cell (SC) can be injected
within the storagecell at only one node betweenthe
passtransistorandthestoragecapacitor, asshown in Fig-
ure 3(b). This givestwo possibleshorts,SC1which is a
connectionbetweenthe cell and b�c�c , andSC2which is

a connectionbetweenthe cell andGND. Every short in a
cell on BT hasits complementaryshort in a cell on BC
andvice versa.Thus,only shortsin cells on BT aresim-
ulated. Shortsin cellson BT arecalledSCV s, while their
counterpartson BC arecalledSCV c.

Shortsalonga bit line (SB) canconnecteachof BT and
BC to either b�cdc or GND.A bit line shortto bdcdc is called
SB1, while a bit line short to GND is calledSB2. Every
shorton BT hasits complementaryshorton BC andvice
versa. Thus,only shortsalongBT aresimulated. Shorts
onBT arecalledSBV s,while their counterpartson BC are
calledSBV c.

5 Simulation methodology

This sectiondiscussesthesimulationperformedfor opens
andshorts.The simulatorusedis calledPstar, which is a
spicebasedanalogsimulatorusedby Philips.

5.1 Simulation of opens

The behavior of the eDRAM is studied after injecting
andsimulatingeachof the opensdefinedin Section4.2.
The analysisconsidersopenresistanceswithin the range
( ����o7��egf�o���� M u ) onalogarithmicscaleusing5 points
per decade,in addition to ��egf|�t�u . Each injected
openin thememorymodelcreatesfloatingnodes,thevolt-
ageof which is variedbetweenbdcdc andGND on a linear
scaleusing10 points. Whenan interestingfaulty behav-
ior is observed,moredetailedsimulationsareperformed.
Determiningthefloatingnoderesultingfrom eachinjected
opendependson thetypeof theopen.For opensalongbit
lines, thefloatingnodeis alwaystaken to be theonecon-
nectedto column accessdevices, not the one connected
to the precharge devicessincethis nodeis prechargedto
a known voltageat the beginning of eachoperation.The
floatingnodefor openswithin memorycells is takento be
thenodeconnectedto thecell capacitor. Foropensonword
linesthefloatingnodeis thenodeconnectedto thememory
cell.

For eachvalueof theopenresistance( ��egf ) andof the
initial floating nodevoltage( �x���3��� ), all the SOS’s associ-
atedwith the targetedFPsdefinedin Section3 are per-
formedandinspectedfor properfunctionality. As a result,
the faulty behavior resultingfrom theanalysisof opensis
representedasregionsin the �z� ������� �C� egfT� plane.Eachre-
gion containsa numberof sensitizedFPsthatdescribethe
FFM of thememoryin this region.

As an example, the resultsof the fault analysisper-
formed on OC1s (see Figure 3(a)) are given in Fig-
ure 4, which shows the observed faulty behavior in the



�g�x���3���)�M��egf � plane.In thefigure,TFd standsfor TFY , TFu
standsfor TFX , while b���f is the mid-point voltage(the
thresholdvoltagebetweenlogic 0 and logic 1). The fig-
ureshows a numberof differentfault regionsfor different
combinationsof � ������� and � egf . Thefault regionsmaybe
classifiedaccordingto theinitial floatingnodevoltageun-
derwhich they canbedetectedasfollows:

A. Faultsdetectablewith ��� �C� �L�{�H T 
A1. Fault region TF��¡ RDF:�8
A2. Fault region RDF:�8

B. Faultsdetectablewith ��� �C� � = GND

B1. Fault region IRF8 ¡ TF��¡ IRF8_8 ¡ DRDF8C:
B2. Fault region IRF8 ¡ TF��¡ IRF8_8
B3. Fault region IRF8#¡ TF��¡ RDF8_8
B4. Fault region RDF8 ¡ RDF8_8
B5. Fault region TF�

C. Faultsonly detectablewith GND !m��� �C� �d!¢�H T 
C1. Fault region RDF8 ¡ WDF8 ¡ RDF8_8
C2. Fault region RDF8
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Figure4. Summaryof thefault analysisresultsof thedefectOC1sin the£ �\� �M� �`¤g(+¥§¦3¨ planeunder©ª�ª«?¬) C.

Inspectingthe faulty behavior shown in the figure re-
vealsthat thereare two fault regionsC1 andC2 not de-
tectableat a � ���3��� equalto either b cdc or GND. Moreover,
thefault regionC1 containstheFFM WDFR which cannot
be detectedin any other fault region. This indicatesthat
performingthe fault analysiswith all possible � ���3��� val-
uesis importantif all thesensitizedFFMsresultingfrom a
givendefectareto beestablished.

The fault region A2 only containsthe FFM RDFU_R ,
which meansthat ��K®�	P�� is the only failing SOSin this
region. This, in turn,meansthatperformingthetraditional
static analysison this fault region reveals no improper
memorybehavior. Only by applying dynamicSOSis it
possibleto detectthis improperbehavior. This shows the
significanceof performingthedynamicanalysison mem-
ory devices.

5.2 Simulation of shorts

Thebehavior of theeDRAM is studiedafter injectingand
simulatingeachof the shortsdefinedin Section4.3. The
shortimpedancecanhavearesistiveandacapacitivecom-
ponent. The short resistorand short capacitorare con-
nectedin parallelbetweenthedefectivenodeandthepower
supply. The short resistance( �Gw¯y ) is varied in the same
way as � egf , while the short capacitance( ��wzy ) is varied
between0 F and �<� on a linearscaleusing10 points.

For eachvalueof �Gw¯y and �lwzy , all the SOS’s associ-
atedwith the targetedFPsdefinedin Section3 are per-
formedandinspectedfor properfunctionality. As a result,
the faulty behavior resultingfrom theanalysisof shortsis
representedasregionsin the �¯�lwzy\�M�Gw¯y � plain.

As an example, the resultsof the fault analysisper-
formedonSC1s(shortbetweenmemorycell and b cdc ) are
shown in Figure5, whereTFd standsfor TFY . According
to thefigure,thefaulty behavior of SC1sdependsmoreon
�Gw¯y thanit dependson ��wzy . Therearetwo fault regions
shown in thefigure,listednext with increasing�Gwzy value.

1. Fault region SF°²± RDF°�± WDF°�± TF³d± RDF°z°\± RDF́§°
2. Fault region RDF°\± WDF°\± TF³�± RDF°z°\± RDF́§°
Thefigureshows a relatively simplefaulty behavior of

the short defectSC1sascomparedwith that of the open
defectOC1sof Figure4. As theshortresistanceincreases,
the numberof faulty SOS’s decreasesuntil the memory
starts to function properly with � wzy 
vµ%�H� k u when
� wzy �¶� F. On the otherhand,the faulty behavior is, to
a largeextent,independentof thevalueof theshortcapac-
itance. Nevertheless,asthe defectcapacitanceincreases,
the regions of faulty behavior decreaseslightly in size,
while thesizeof the region of properoperationincreases.
Generally, the faulty behavior resultingfrom a short re-
mainsalmostthe sameas long as � w¯y remainslessthan
thestoragecapacitanceof thememorycell � w .

6 Simulation results

All opens and shorts defined in Section 4 have been
injected, simulatedand analyzed. The analysisresults
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of opensare organizedin figures depicting parts of the
�g�x���3���)�M��egf � plane,while theanalysisresultsof shortsare
organizedin figures depicting a part of the �¯� w¯y �C� wzy �
plane[Al-Ars99]. In the following, the resultsof opens
arediscussedfirst, thentheresultsof shorts.

6.1 Resultsof opens

Table 4 givesa summaryof the detectedFFMs for each
opendefectwithin memorycells, along bit lines and on
word lines. The first columnin the tablespecifiesthean-
alyzeddefects(in casea numberof defectssensitizethe
sameFFMsthey arelistedtogether),while thesecondand
third columnslist theFFMsdetectedfor thesimulatedand
complementaryinstancesof thesedefects,respectively. In-
spectingthetablerevealsthatall FFMsdefinedin Section3
arepresentandresultfrom at leastonedefect.

The table shows that all openswithin cells causethe
samefaulty behavior, while thebehavior causedby opens
on bit lineschangessignificantlyby changingtheposition
of theopen.Moreover, someopenscancausea faulty be-
havior moreeasily thanothers(i.e., with lessopenresis-
tance). The mostsensitive positionfor an openis that at
OB7,whereanopenwith anopenresistanceaslow as200
u canresultin a faultymemorybehavior. Thetableshows
thatall defectscausestaticFFMs,andthatmostopensre-
sult in 2-operationdynamicFFMs (with the exceptionof
OB1,OB2 andOB3).

It is importantfrom a testingpoint of view to statethe
detectedfault regions that only show dynamicfaulty be-
havior, sincefor theseregionstestingfor staticfaulty be-
havior cannotdetectthedefect.Table5 listsall strictly dy-

Table 4. Summaryof theobservedFFMsfor eachopen.

Open Simulated Complementary

OC1–3 TF¼ , TF³ , WDF° , RDF° , IRF° ,
RDF°z° , RDF°g´ , RDF́�° , IRF°z° ,
DRDF°_´

TF³ , TF¼ , WDF ´ , RDF́ , IRF ´ ,
RDF́¯´ , RDF́�° , RDF°_´ , IRF ´z´ ,
DRDF́�°

OB1–3 RDF́ RDF°
OB4–5 TF¼ , WDF ´ , RDF́ , DRDF́ ,

RDF°_´ , RDF́z´ TF³ , WDF° , RDF° , DRDF° ,
RDF́§° , RDF°z°

OB6 TF³ , WDF° , RDF° , RDF́ ,
IRF ´ , RDF°g´ , RDF́z´ , IRF°_´ ,
IRF ´z´ , DRDF°z° , DRDF́�°

TF¼ , WDF ´ , RDF́ , RDF° ,
IRF° , RDF́§° , RDF°¯° , IRF ´�° ,
IRF°z° , DRDF́z´ , DRDF°_´

OB7–8 TF³ , WDF° , RDF́ , IRF ´ ,
DRDF° , RDF°_´ , RDF́¯´ ,
IRF°_´ , IRF ´z´ , DRDF°¯° ,
DRDF́�°

TF¼ , WDF ´ , RDF° , IRF° ,
DRDF́ , RDF́§° , RDF°z° ,
IRF ´�° , IRF°¯° , DRDF́z´ ,
DRDF°_´

OB9 RDF° , IRF° , DRDF°¯° ,
DRDF́�° RDF́ , IRF ´ , DRDF́z´ ,

DRDF°_´
OB10 TF³ , IRF° , RDF́�° , DRDF́�° TF¼ , IRF ´ , RDF°_´ , DRDF°_´
OW1 SF° , TF¼ , TF³ , RDF° , IRF° ,

RDF°z° , RDF́�° , IRF°z° , IRF ´�° SF́ , TF¼ , TF³ , RDF́ , IRF ´ ,
RDF́¯´ , RDF°_´ , IRF ´z´ , IRF°_´

Table 5. Strictly dynamicfault regionsresultingfrom opens.

Open Simulated Complementary Region

OC1–3 RDF́�° RDF°_´ ´�½z°S¾_¿lÀ�Á�Â�Ã#À>Äg½¯°�¾_¿
OB4–5 RDF°_´ RDF́�° ´�°S¾_¿�ÀlÁ Â�Ã À<Åz°S¾_¿
OB6 RDF°_´ RDF́�° Åz½S¾_¿�ÀlÁSÂ�ÃÆÀ�Ç¯½S¾_¿

RDF°_´�È RDF ´¯´ RDF́�°SÈ RDF°¯° Ç¯½S¾_¿�ÀlÁSÂ�ÃÆÀl´�Åz½�¾_¿
namicfault regionsdetectedin theanalysis.Thefirst col-
umnstatestheopenresultingin thefaultregion,thesecond
columndescribesthe faulty behavior of thedynamicfault
region, and the third columngives informationaboutthe
fault region in the �z�x�������)�C��egf � plane.Accordingto theta-
ble, thereare four 2-operationFFMs that appearin fault
regionswith strictly dynamicbehavior; they are the four
typesof thedynamicreaddisturbfault (RDFQ3^ ).

6.2 Resultsof shorts

Table6 givesa summaryof the detectedFFMs for each
shortdefectwithin memorycellsandalongbit lines. The
first columnin thetablelists theanalyzedshorts,while the
secondand third columnslist the FFMs detectedfor the
simulatedandcomplementaryinstancesof thesedefects,
respectively. Inspectingthe tablerevealsthat, contraryto
opens,not all the FFMs definedin Section3 result from
shortdefects. The tableshows that all shortscauseboth
staticand2-operationdynamicFFMs.

The only strictly dynamicfault region detectedin the
analysisof shortsis causedby SC2. Thesimulatedfaulty
behavior of this region is RDFR)U Z RDFUCU , while the
complementaryfaulty behavior is RDFU`R Z RDFRCR . This
strictly dynamicregion spreadsacrossÉ��H�mÊSup����wzyË�
��Ì Í[Î}u with a shortcapacitanceof 0 F. Justlike thecase
with opens,the FFMs presentin this fault region are the
four typesof thedynamicreaddisturbfault (RDFQ3^ ).



Table 6. Summaryof theobservedFFMsfor eachshort.

Short Simulated Complementary

SC1 SF° , TF³ , WDF° , RDF° ,
RDF°z° , RDF́�° SF́ , TF¼ , WDF ´ , RDF́ ,

RDF́¯´ , RDF°_´
SC2 SF́ , TF¼ , WDF ´ , RDF́ ,

RDF°_´ , RDF́z´ SF° , TF³ , WDF° , RDF° ,
RDF́§° , RDF́z´

SB1 TF³ , WDF° , RDF° , RDF°¯° ,
RDF́�° TF¼ , WDF ´ , RDF́ , RDF́¯´ ,

RDF°g´
SB2 TF¼ , WDF ´ , RDF° , RDF́ ,

RDF°z° , RDF°g´ , RDF́§° ,
RDF́z´

TF³ , WDF° , RDF́ , RDF° ,
RDF́¯´ , RDF́§° , RDF°g´ ,
RDF°¯°

7 Testimplications

The fault analysisperformedon the cell arraycolumnof
theeDRAM shows thatall definedstaticandtargeteddy-
namicFPsdo occur. Moreover, somedefectsresult in a
faulty behavior with only dynamic fault modelsby per-
forming certain SOS’s on a memory cell. In order to
ensurethat a particularmemorycell array is not faulty,
testsshouldbedevelopedto sensitizeanddetectall static
and dynamic FFMs resulting from the sensitizedFPs.
Many tests have been proposedto detect static FFMs,
suchas MATS+, March C– [vdGoor98] and March LA
[vdGoor97].

In orderto constructatestthatuncoversdynamicFFMs,
it is importantfirst to derive detectionconditionsfor these
FFMs. As shown in Tables4 and6, all targeteddynamic
FFMs have beenobserved in our study. Thesedynamic
FFMs areRDFQ�^ , IRFQ3^ andDRDFQ3^ , where V and ]{�
�������H� . ThesedynamicFFMs canbe detectedby a given
marchtestif it containsamarchelementwith thefollowing
operationsequences:

1. ÏÑÐgÒ�Ò�Ò 0	ÓÔ;<0	Ó_F30	Ó`F30	Ó'Ò�Ò�Ò Õ for RDF8_8 , IRF8_8 & DRDF8_8
2. ÏÑÐgÒ�Ò�Ò 0	ÓÔ;�4�Ó_FH4�Ó`FH4�Ó'Ò�Ò�Ò Õ for RDF8C: , IRF8C: & DRDF8C:
3. ÏÑÐgÒ�Ò�Ò�4�ÓÔ;<0	Ó_F30	Ó`F30	Ó'Ò�Ò�Ò Õ for RDF:�8 , IRF :�8 & DRDF:�8
4. ÏÑÐgÒ�Ò�Ò�4�ÓÔ;�4�Ó_FH4�Ó`FH4�Ó'Ò�Ò�Ò Õ for RDF:_: , IRF :_: & DRDF:_:
where �ÔÌ�Ì�Ì � � and �`Ì�Ì�Ì�� � specifythestateof thecell before

performingthefirst write operations.Thefirst readopera-
tion in theconditionsabovesensitizesanddetectsdynamic
RDFQ3^ andIRFQ�^ , while DRDFQ3^ is sensitizedby thefirst
readoperationanddetectedby thesecond.

The above detectionconditions can be used to ex-
tend existing testsdesignedfor static FFMs to detect2-
operationdynamicFFMs. As anexample,MarchLA is a
marchtestdesignedto detectsomestaticFFMs.A number
of operationscanbeaddedto themarchelementsof March
LA basedon thedetectionconditionsto make it capableof
detectingtheobserveddynamicFFMs. Figure6(a)shows
the conventionalMarchLA test,while Figure6(b) shows
theextendedversiondesignedto detectthe2-operationdy-
namicFFMs [Al-Ars99]. The operationsaddedto March
LA areshown in thefigurein bold face.

ÖÔ×\£�ØÆÙ ¨_Ú¯Û £�Ü)Ù ¤ ØxÝ ¤ Ø�Ù ¤ Ø>Ý ¤ Ü3Ý ¨gÚ¯Û £�Ü�Ý ¤ ØÆÙ ¤ ØxÝ ¤ Ø�Ù ¤ Ü)Ù ¨gÚÞ £�Ü'Ù ¤ ØxÝ ¤ ØÆÙ ¤ ØxÝ ¤ Ü3Ý ¨_Ú Þ £�Ü3Ý ¤ Ø�Ù ¤ Ø>Ý ¤ ØÆÙ ¤ Ü'Ù ¨_Ú Þ £�Ü)Ù ¨¯ß
(a)ÖÔ×\£�ØÆÙ ¨_Ú�Û £�Ü)Ù ¤ Ø>Ý ¤ Ø�Ù ¤ Ø>Ý ¤ Ü3Ý ¤zà�á�¨gÚ¯Û £�Ü�Ý ¤ ØÆÙ ¤ ØxÝ ¤ Ø�Ù ¤ Ü)Ù ¤zà'â	¨_ÚÞ £�Ü)Ù ¤ Ø>Ý ¤ ØÆÙ ¤ ØxÝ ¤�ãhá	¤zà�á�¤ Ü3Ý ¨gÚ Þ £�Ü3Ý ¤ ØÆÙ ¤ Ø>Ý ¤ Ø�Ù ¤�ãlâ%¤zà'â%¤ Ü)Ù ¨gÚÞ £�Ü)Ù ¨¯ß
(b)

Figure 6. (a) ConventionalMarchLA test. (b) ExtendedMarchLA ver-
siondesignedto detecttheobserved2-operationdynamicFFMs.

8 Conclusions

In this paper, the faulty behavior of an eDRAM hasbeen
analyzedusing openand short injection and circuit sim-
ulation. The fault analysishasnot beenrestrictedto the
staticmemorybehavior, but the 2-operationdynamicbe-
havior hasalsobeenincluded. Known staticFFMs have
beenobservedandrelatedto given opensor shortsin the
memory. New staticFFMs(SFQ andWDFQ ) andanumber
of new dynamicFFMs(RDFQ3^ , IRFQ�^ andDRDFQ3^ ) have
beenintroducedandestablished.Theanalysisshowedthat
dynamicfaulty behavior cantake placein the absenceof
static faulty behavior. Finally, the resultsof the analysis
have beenusedto derive detectionconditionsfor the ob-
serveddynamicFFMs.
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