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Abstract:  Fault analysisof memorydevicesusingdefect
injection and simulationis becomingincreasinglyimpor-
tantasthecompleity of memonyfaulty behaviorincreases.
In this paper this approad is usedto studythe effects
of opensand shortson the faulty behaviorof embedded
DRAM (eDRAM)devicesproducedby InfineonTednolo-
gies. Theanalysisshowsthe existenceof previously de-
finedmemoryfault models,andestablishesmew ones.The
paperalso investigateghe conceptof dynamicfaulty be-
havior and establishedts importancefor memorydevices.
Conditionsto testthe newly establishedault modelsare
alsogiven.
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1 Intr oduction

The continuedincreasein the integration density of ICs

hasmadeit possibleto useon-chipdynamicRAM cores,
referredto as EmbeddedRAMs (eDRAMSs) along with

other electricalcomponents.On the one hand,eDRAMs

have mary advantagesover commodityDRAMSs, suchas
anincreasedbandwidthreducedower consumptionsuit-

able memoryorganizationandlow electromagnetiinter-

ference[lyer99]. On the other hand,eDRAMSs createa
numberof new testchallengesasa resultof the nonstan-
dard memorymanugcturingtechniquesused,the limited

external control on the internal behaior, andthe limited

numberof partsmanufcturedascomparedvith commod-
ity DRAMS.

To facethesechallengesthe faulty behaior of spe-
cific memorydesignshouldbeanalyzedisingrobustfault
modelingtechniqueghat preciselydescribethe obsened
faulty behavior. Much of thework onfunctionalfaultmod-
eling hasbeenconcernedvith modelingfaults sensitized
by a single performedoperationwhich arereferredto as
static FFMs [vdGoor98 Adams96. In this paper it is
shawn that a large numberof FFMs exist that have to be
sensitizedby a sequenceof two or more operations,re-

ferredto asdynamicFFMs, that are especiallyimportant
for DRAMS.

This paperestablishesall static and a numberof 2-
operationdynamic FFMs in the memorycell array of an
eDRAM, by injectingelectricalopenandshortdefectinto
the electricalmodelof aneDRAM. Theimpactof bridge
defectson the behaior of the eDRAM memorycell array
hasalreadybeenanalyzedAl-Ars00]. Naik[93] hasused
this approachfor staticFFMsin SRAMs, while Nagi[96]
hasappliedit to moregeneraklectricaldevices.

This paperis organizedasfollows. Section2 describes
theusedeDRAM simulationmodel,thenSection3 defines
thestaticanddynamicFFMstargetedin this paper In Sec-
tion 4, thedefectsto beinjectedinto the simulationmodel
aredefinedandclassified.Sections givesthemethodology
to be usedfor performingthe simulationsand extracting
the FFMs. Section6 discusseshe simulationresults,and
Section7 usestheseresultsto derive detectionconditions
and extend currentfunctional teststo detectthe dynamic
faulty behavior. Finally, Section8 endswith the conclu-
sions.

2 eDRAM simulation model

ThissectionintroducegsheeDRAM simulationmodelused
in the fault analysis. The simulationmodelis basedon
a design-alidationmodelof anactualeDRAM produced
by Infineon Technologies. A generaldescriptionof this
eDRAM and its test conceptcan be found in the litera-
ture[McConnell9§. Sincethetime neededor simulating
a completememorydevice is excessively long, the sim-
ulation modelis simplified, taking two factorsinto con-
siderationin orderto presere the modelaccurag. First,
removed componentshouldbe electrically compensated,
andsecondtheresultingsimplifiedcircuit shoulddescribe
enoughof the memoryto enableinjecting the defectsof
interest.

Figure 1 shaws a block diagramof the cell array col-
umnof thesimulatedeDRAM. (TheblockslabeledOB1s,



V( OBls)—T—( oszs)—T{ osss}T{ OB4S)—T{ osss}ﬁ OB6s ) (oB7s) 1

cell cell c. Ref. BT T

2 0 b [

Sense \ T L = Sense
Prec_harge amplifier WL2 WLO - Reference WL1 amplifier Column
devices part 1 part 2 select |
WL3 WL1 = Reference WLO

| | |

cell cell| C ; Ref.

3 1 cell 0 BC .
| (OBLe )+ OB2c ) OB3C )+ OBdc }+{ OBSC )+ OB6e }+—( OBTC)—

Figure 1. Cell arraycolumnof theeDRAM, wherethe possibldocationsof openson BT andBC areindicated.

OB1c,0B2s,etc.,arelocationsof opensonbit linesasdis-
cussedn Sectiond.2. In adefectfree model,theseblocks
represenho resistanceon the bit lines.) This simplified
simulationmodelcontainsa 2x 2 cell array in additionto

two referencecells, prechage circuits anda senseampli-
fier. The removed memorycells are compensatedy re-
sistancesnd capacitancealongthe bit line. In addition
to theshawn cell arraycolumn,the simulationmodelcon-
tainsonedataoutputbuffer neededo examinedataon out-
putlines,andawrite driverneededo performwrite opera-
tions. Althoughthegenerabtructureof theeDRAM model
above is similar to that of a commodityDRAM, the used
device parameteraremodeledbasebnaneDRAM fabri-

cationprocessThereforethefaultanalysisesultsderived
from this modelmaynot preciselyapplyfor othertypesof

DRAM.

At the beginning of eachsimulationround, all capaci-
tor voltagesare properlyinitialized while the dataoutput
buffer is forcedto containalogic 1 atthetrue side. Since
theassumptiorof propervoltageinitializationis only valid
for non-defectvecircuits,simulationsareperformedasthe
voltagelevel of defective nodess modifiedasdiscussedn
Sectionb.

3 Definition of FFMs

In this section,the FFMs usedin this paperare defined.
First, a classificatiorof the FFMsis presentedvith which
the total spaceof faults can be divided into a numberof
classesThen,four of theseclassesarediscusse@ndused
to definethetargetedFFMs.

3.1 Classificationof fault models

Two basicingredientsareneededo defineary faultmodel:
a list of performedmemoryoperationsand a list of cor
respondingdeviationsin the obsened behaior from the
expectedone. The only functional deviations considered
relevantto the faulty behavior arethe storedlogic valuein
the cell andthe outputvalueof areadoperation.

Any difference betweenthe obsered and expected
memorybehaior canbe denotedby the following nota-
tion <S/F/R>, referredto asafault primitive (FP). S de-
scribesthe sensitizingoperation sequenc€SOS)that sen-
sitizesthe fault; F' describeghe value of the faulty cell,
F € {0,1}; and R describeghe logic outputlevel of a
readoperation,R € {0,1,—}. The’- is usedin casea
write, and not a read, is the operationthat sensitizeshe
fault.

FPscanbe classifiedaccordingto #C, the numberof
differentcells accessedluring an SOS,and accordingto
#0, the numberof differentoperationsperformedin an
SOS.A taxonomyof FPsis showvn in Figure2. A gen-
eraltreatmenbdf possibleSOS5 performedon DRAMs has
beendoneby vdGoor[00].In this paperwe areonly inter-
estedn SOS5s performedon onememorycell, becauseve
assumehatfault effectsof opensandshortsarelocalized

to asinglecell.

Static
fault primitive

Single-cell
fault primitive

2-coupling
fault primitive

Coupling
fault primitive

Dynamic
fault primitive

2-operation
dynamic

3-coupling
fault primitive
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Figure 2. Taxonomyof fault primitives.

The notion of FPsmakesit possibleto give a precise
definition of an FFM as understoodor memorydevices.
This definitionis presentedhext.

A functional fault model (FFM) is anon-emptyset
of faultprimitives(FPs).

3.2 Single-cellstatic FFMs

Single-cellstatic FFMs describefaults sensitizedby per
forming at mostoneoperationon the faulty cell. As men-



Table 1. All possiblecombinationsf the valuesin the <S/F/R> no-
tationresultingin single-cellstaticFPs.

# S F R FP Faultmodel
1 0 1 - <0/1/— > Sh
2 1 0o - <1/0/— > Sk
3 w0 1 - <O0wl0/1l/—> WDF,
4 0wl 0 - <O0wl/0/—> TFt
5 1wd0 1 - <1w0/1/—> TF)
6 1wl 0 - <1lwl/0/—> WDF,
7 00 O 1 <0r0/0/1> IRFo
8 00 1 0 <0r0/1/0> DRDFy
9 o0 1 1 <0r0/1/1> RDFy
10 1rv1 0O 0 <1r1/0/0> RDF
11 111 0 1 <1r1/0/1> DRDF
2 1711 1 0 <1r1/1/0> IRF;

tioned earlier, a particularFP is denotedby <S/F/R>.
S describeghevalueor operationthatsensitizeghefault,
S € {0,1,0w0, 0wl, 1w0, 1wl, 010, 171} for static FPs.
F andR have alreadybeendefinedin Section3.1.

Now thatthe possiblevaluesfor S, F' andR areknown
for single-cellstaticFPsi,it is possibleto list all detectable
FPsusingthis notation. Table 1 lists all 12 possiblecom-
binationsof the values,in the <S/F/R> notation, that
resultin FPs. The column’Fault model’ statesthe FFM
definedby the correspondind-P

All FPslistedin Tablel aretargetedin this paper Be-
low, they areusedto define6 differentFFMsdescribedn
termsof non-emptysetsof FPs.

1. State faults (SF,)—A cell is saidto have an SF if
the logic value of the cell flips beforeit is accessed,
evenif nooperationis performedonit®. Two typesof
SFexist: Sk = {<0/1/—>}, with FP#1,andSk =
{<1/0/=>}, with FP#2.

2. Transition faults (TFz)—A cell is saidto have a
TF if it fails to undego a transition(0 — 1 or 1
— 0) when it is written. Two types of TF ex-
ist: TFt= {<0wl1/0/—>}, with FP #4, and TF|=
{<1w0/1/—>}, with FP#5.

3. Readdisturb faults (RDF,) [Adams96—A cell is
saidto have an RDF if a readoperationperformed
on the cell changeghe datain the cell and returns
anincorrectvalue on the output. Two typesof RDF

1t shouldbe notedthat the statefault should be understoodn the
static sense. That is, the cell shouldflip in the shorttime period after
initialization andbeforeaccessinghecell.

exist: RDR = {<0r0/1/1>}, with FP#9,andRDF,
= {<1r1/0/0>}, with FP#10.

4. Write disturb faults (WDF,)—A cellis saidto have
a WDF if a non-transitionwrite operation(Ow0 or
1lwl) causesa transitionin the cell. Two types of
WDF exist: WDFy = {<0w0/1/—>}, with FP #3,
andWDF; = {<1wl/0/—>}, with FP#6.

5. Incorr ectreadfaults (IRF,)—A cell is saidto have
an IRF if areadoperationperformedon the cell re-
turnstheincorrectlogic value,while keepingthe cor-
rect storedvaluein the cell. Two typesof IRF ex-
ist: IRFy = {<0r0/0/1>}, with FP#7, andIRF; =
{<1r1/1/0>}, with FP#12.

6. Deceptve read disturb faults (DRDF,)
[Adams9§—A cell is said to have a DRDF if a
read operation performed on the cell returns the
correctlogic value, while it resultsin changingthe
contentsof the cell. Two types of DRDF exist:
DRDF, = {<0r0/1/0>}, with FP#8,andDRDF; =
{<1r1/0/1>}, with FP#11.

The 6 FFMs definedabove cover the spaceof all 12
single-celistaticFPsof Tablel. Any single-cellstaticFFM
canberepresentedstheunionsetof two or moreof these
12 FPs.For example,if adefectresultsin afaulty behavior
representedly anincorrectread-1fault (IRF,) andaread-
0 disturbfault (RDF,), thenthe correspondindehavior is
describedas {<1r1/1/0>} U {<0r0/1/1>} = IRF; U
RDF.

3.3 Single-celldynamic FFMs

FFMs sensitizedoy performingmore than one operation
onthefaulty memorycell arecalleddynamicfault models
Thereare2-operation3-operation, .., dynamicfaultmod-
els,dependingon #0. Here,we restrictoursehesto the
analysisof 2-operatiordynamicFFMs.

Thereare 30 differentsingle-cell2-operationdynamic
FPspossibleputin orderto reducesimulationtime, notall
30 FPsareconsideredWe chooseonly to tamgetthe 4 dy-
namic SOSs Qw0r0, Owlrl, 1w0r0 and1lwlrl (in short
zwyry), becausén memorydevices,anisolatedwrite op-
erationmay not be sufficient to detecta fault since,exter-
nally, a cell needgo bereadto detectthe storedvalueset
duringthewrite.

The 4 tamgeted SOS5 are capableof sensitizing 12
single-cell2-operationFPs,which are usedto definethe
following 3 FFMs. The namesof theseFFMs arechosen
in suchaway thatthey represenainextensionof thesingle-
cell staticFFMsdefinedin Section3.2.



1. Dynamic read disturb fault (RDF,,) is a fault
whereby an zwyry SOS changes the stored
logic value to 7 and gives an incorrect output.
Four types of dynamic RDF exist: RDFRy =
{<0w0r0/1/1>}, RDF; = {<1lwlrl/0/0>},
RDFy; = {<0w1r1/0/0>}, and RDF, =
{<1w0r0/1/1>}.

2. Dynamic incorrect read fault (IRF,,) is a fault
whereby an zwyry SOS returnsthe logic value
while keepingthe correctstateof the cell. Four types
of dynamicIRF exist: IRFyo = {<0w0r0/0/1>},
IRF1; = {<1wlrl/1/0>}, IRF; = {<0wlrl/1/0>
}, andIRFyg = {<1w0r0/0/1>}.

3. Dynamic deceptive read disturb fault (DRDF,)
is a fault wherebyan zwyry SOS returnsthe cor-
rect logic value y while destrging the stateof the
cell. Four typesof dynamicDRDF exist: DRDFyq
= {<0w0r0/1/0>}, DRDF; = {<lwlrl/0/1>
}, DRDRy; = {<0wlrl/0/1>}, and DRDFy =
{<1w0r0/1/0>}.

4 Simulated defects

In this sectionwe discussthe defectsto be injectedin the
eDRAM model.

4.1 Classificationof defects

The defectsto be consideredfor injection and analysis
aremodeledattheelectricallevel by parasiticcomponents
with agivenimpedanceTheimpedancgZ) consistsof a
resistancgR) anda capacitanc€C’) connectedn parallel
betweerntwo defective nodes.Dependingon the defective
nodegheinjecteddefectsareconnectedo, thedefectanay
be classifiedinto opens,shortsandbridges. The effect of
bridgeshasbeenaddresseth anearlierpaperfAl-Ars00].
Opensrepresentinwantedimpedancesn a signalline
thatis supposedo conductperfectly while shortsrepre-
sentunwantedimpedanceb®etweera signalline andVpp
or GND. For anopendefect,theimpedancevalueis given
by Z,, andis predominantlyresistie (i.e., C,p ~ 0 mak-
ing Z,p, = R,p). Theopenresistancenay take ary value
in the resistancelomain,which gives0 < Z,, < oo .
Thefactthatopensresultin negligible capacitve coupling
betweerthe broken nodeshasbeensubstantiatethy Hen-
derson[91]. For a short, the impedancevalueis denoted
by Z,, andmayhave resistve andcapacitve components.
The value of R, for a short may againhave ary value
(0 € Ry, < 00 ), while Oy, is boundedby somegiven
realisticlimits (Cynin < Csp < Chaz)- Thelower bound
of the shortcapacitancés takento be O F (C\in = 0 F),

Table 2. Single-cellFFMsandcomplementar§FMs.

Faultmodel ComplementaryFauItmodel Complementary

Sk Sk IRFoo IRF11
IRFo IRFy DRDFoo DRDFy;

DRDF DRDF; RDFyo RDF;
RDRy RDF; IRFo1 IRF1o

WDF WDF, DRDFo; DRDFyg
TFt TFL RDFo; RDFyq

while the maximumboundis consideredo beequalto the
bit line capacitancén thememory(C,,., = Cp). Therea-
son behindthis choiceis thatthe bit line hasthe highest
capacitancalonga singlecell arraycolumn. Therefore jt
is highly unexpectedor a parasiticcapacitancéo have yet
ahighervalue.

By analyzingthe electricalcircuits of the cell array col-

umn, we notice somesymmetryin the topology of these
circuits. This resultsin a symmetryin thefaulty behaior,

which canbe usedto reducethe numberof defectsto be
simulatedandanalyzed. A defectD1 at a given position
shavsthecomplementaryfaulty behavior to adefectD2

atanotherposition,if thefaulty behavior of D1 is thesame
asthat of D2, with the only differencethatall 1s arere-

placedby 0s, andvice versa. Table 2 lists the single-cell
FFMsdefinedin Section3 andtheir complementargoun-
terparts.

4.2 Locations of opens

The locationsof openswithin memorycells (OC), along
bit lines(OB) andonword lines (OW) areenumerate@nd
providedwith alabelfor futurereferenceAll possibledif-
ferentopensaretakeninto consideratiorwhich eliminates
theneedto uselayoutinformation.

Opens within a memory cell (OC) can occur at ary

nodewithin the storagecell. Figure 3(a) shavs onemem-
ory cell wherethe three possibledefectlocationsare in-

dicated. The choicehasbeenmadeto simulatethe opens
within a cell on the true bit line (BT), andthesedefects
arethereforelabeledas OCzs ('s’ for simulated,seeTa-

ble 3). Consequentlythe faulty behaior of anopenin a
cell on the complementit line (BC), which is labeledas
OCxzc ('c’ for complementary)may be derived from the
correspondingimulatedonebecausé shavsthecomple-
mentaryfaulty behavior.

Opensalonga bit line (OB) canoccuranywhereonthe
bit line. Figurel shavs a completecell arraycolumnwith
BT andBC togetherwith the bit line opens.The bit lines
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Figure 3. OneeDRAM cell with possiblelocationsof (a) opensand(b)
shorts.

Table 3. Simulatedandcomplementarppenswithin acell.

OConBT OConBC Description

OCl1s OClc Passtransistorconnectiorto bit line
broken

OCz2s 0OC2c Passtransistorconnectiorto storage
capacitobroken

0OC3s 0OC3c Cell connectiorto groundbroken

aredividedinto 10 regions,eachof which may containan
open. Every openon BT hasits complementanppenon
BC andvice versa. Thus, only openspresenton BT are
simulated. Every defecton BT is given the nameOBzs,
while its counterparbn BC is giventhe nameOBzc.

Openson aword line (OW) canonly beatoneposition
betweerthe row decoderandthe gateof the passtransis-
tor of a memorycell. The behaior of the cell with an
openon its word line is the samefor every cell on BT and
complementaryto that on BC. Therefore,only one open
is simulatednamelythaton WLO, which is calledOW1s.
Theopenlocatedon WL1 is calledOW1c.

4.3 Locationsof shorts

The possiblelocationsof shortswithin memorycells (SC)
andalonghbit lines(SB) areenumerateé@ndprovidedwith
a label for future reference. All possibleshortsare ana-
lyzed with the exceptionof: 1) shortsbetweenVpp and
ground since they are power shorts, and 2) gate oxide
shorts(GOS5) sincethey arelayoutdefectsthataremod-
eledattheelectricallevel asbridges[Al-Ars00Q].

Shorts within a memory cell (SC) can be injected
within the storagecell at only one node betweenthe
passtransistorandthe storagecapacitoy asshavn in Fig-
ure 3(b). This givestwo possibleshorts,SC1which is a
connectionbetweenthe cell and Vpp, and SC2which is

a connectiorbetweerthe cell and GND. Every shortin a
cell on BT hasits complementaryhortin a cell on BC
andvice versa. Thus,only shortsin cellson BT aresim-
ulated. Shortsin cellson BT arecalled SCs, while their
counterpart®n BC arecalledSCzc.

Shortsalonga bit line (SB) canconnecieachof BT and
BCto eitherVpp or GND. A bit line shortto Vpp is called
SB1, while a bit line shortto GND is called SB2. Every
shorton BT hasits complementaryghorton BC andvice
versa. Thus, only shortsalongBT are simulated. Shorts
on BT arecalledSBzs, while their counterpart®n BC are
calledSBec.

5 Simulation methodology

This sectiondiscusseshe simulationperformedfor opens
andshorts. The simulatorusedis called Pstar which is a
spicebasedanalogsimulatorusedby Philips.

5.1 Simulation of opens

The behaior of the eDRAM is studied after injecting
and simulatingeachof the opensdefinedin Section4.2.
The analysisconsidersopenresistancesvithin the range
(10 £ R,p < 10MQ) onalogarithmicscaleusing5 points
per decade,in additionto R,, = oo 2. Eachinjected
openin thememorymodelcreatedloatingnodesthevolt-
ageof whichis variedbetweenV/pp andGND on alinear
scaleusing 10 points. Whenan interestingfaulty beha-
ior is obsened, more detailedsimulationsare performed.
Determiningthefloatingnoderesultingfrom eachinjected
opendepend®n thetype of the open.For opensalongbit
lines, the floating nodeis alwaystakento be the onecon-
nectedto column accessdevices, not the one connected
to the prechage devices sincethis nodeis prechagedto
a known voltageat the beginning of eachoperation. The
floatingnodefor openswithin memorycellsis takento be
thenodeconnectedo thecell capacitor For opensonword
linesthefloatingnodeis thenodeconnectedo thememory
cell.

For eachvalueof the openresistanc€R,,) andof the
initial floating nodevoltage(U;,;:), all the SOS5 associ-
atedwith the targetedFPsdefinedin Section3 are per
formedandinspectedor properfunctionality. As aresult,
the faulty behavior resultingfrom the analysisof opensis
representeasregionsin the (U;n;t, Rop) plane. Eachre-
gion containsa numberof sensitized-Psthatdescribethe
FFM of the memoryin this region.

As an example, the resultsof the fault analysisper
formed on OC1s (see Figure 3(a)) are given in Fig-
ure 4, which shavs the obsened faulty behaior in the



(Uinit, Rop) plane.In thefigure, TFd standsfor TR, TFu
standsfor TFt, while V,,,,, is the mid-point voltage (the
thresholdvoltagebetweenlogic 0 andlogic 1). The fig-
ure shows a numberof differentfault regionsfor different
combinationsof U;,;; andR,,. Thefault regionsmay be
classifiedaccordingto theinitial floatingnodevoltageun-
derwhichthey canbe detectedasfollows:

A. Faultsdetectablevith U,,;; = Vpp

Al. Faultregion TF| U RDFjg
A2. Faultregion RDF¢

B. Faultsdetectablavith U;,;; = GND

B1. FaultregionIRFy U TFt U IRFoo U DRDFy;
B2. FaultregionIRFy U TFT U IRFgo

B3. FaultregionIRFy U TFt U RDFyo

B4. Faultregion RDFy U RDFyp

B5. Faultregion TFt

C. Faultsonly detectablevith GND < Uiyt < Vpp

C1. Faultregion RDFy U WDFg U RDFgyo
C2. Faultregion RDFy

R ][ IRFO TFu™ (B1) (82) /(83)/ (84 [(C1) (A1)
P IRFOO

DRDFO01
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Figure4. Summaryof thefaultanalysisresultsof thedefectOC1sin the
(Uinit, Rop) planeunderT” = 27° C.

Inspectingthe faulty behaior shovn in the figure re-
vealsthat thereare two fault regions C1 and C2 not de-
tectableata U,,;; equalto eitherVpp or GND. Moreover,
thefaultregion C1 containsthe FFM WDF; which cannot
be detectedn ary otherfault region. This indicatesthat
performingthe fault analysiswith all possibleU;,;; val-
uesis importantif all the sensitized~FMsresultingfrom a
givendefectareto beestablished.

The fault region A2 only containsthe FFM RDFyg,
which meansthat 1w0r0 is the only failing SOSin this
region. This, in turn, meanghatperformingthetraditional
static analysison this fault region reveals no improper
memorybehaior. Only by applying dynamicSOSis it
possibleto detectthis improperbehaior. This shavs the
significanceof performingthe dynamicanalysison mem-
ory devices.

5.2 Simulation of shorts

Thebehaior of theeDRAM is studiedafterinjectingand
simulatingeachof the shortsdefinedin Section4.3. The
shortimpedanceanhave aresistize anda capacitve com-
ponent. The short resistorand short capacitorare con-
nectedn parallelbetweerthedefective nodeandthepower
supply The shortresistancgRyy,) is variedin the same
way as R,,, while the shortcapacitanc€Cy,) is varied
betweerD F andC} onalinearscaleusing10 points.

For eachvalue of R, and Cyy, all the SOS5 associ-
atedwith the targeted FPsdefinedin Section3 are per
formedandinspectedor properfunctionality. As aresult,
the faulty behavior resultingfrom the analysisof shortsis
representedsregionsin the (Cyp,, Rgp,) plain.

As an example, the resultsof the fault analysisper
formedon SC1s(shortbetweermemorycellandVpp) are
shawvn in Figure5, whereTFd standsfor TF|. According
to thefigure,thefaulty behaior of SC1lsdependsnoreon
R, thanit dependon Cy;,. Therearetwo fault regions
shavn in thefigure, listed next with increasingR;, value.

1. Faultregion Siy U RDFy U WDFg U TF| U RDFgp U RDFyg

2. Faultregion RDFy U WDFo U TF} U RDFgo U RDFyq

The figure shaws a relatively simplefaulty behaior of
the shortdefectSC1sas comparedwith that of the open
defectOC1sof Figure4. As theshortresistancéncreases,
the numberof faulty SOS5 decreasesintil the memory
startsto function properly with Rs, > 400 k2 when
C,sr, = 0 F. Onthe otherhand,the faulty behavior is, to
alarge extent,independenof thevalueof the shortcapac-
itance. Neverthelessasthe defectcapacitancéncreases,
the regions of faulty behavior decreassslightly in size,
while the size of the region of properoperationincreases.
Generally the faulty behaior resultingfrom a shortre-
mainsalmostthe sameaslong as C,;, remainslessthan
the storagecapacitancef thememorycell Cs.

6 Simulation results

All opensand shorts defined in Section 4 have been
injected, simulatedand analyzed. The analysisresults
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Figure 5. Summaryof the fault analysisresultsfor the SC1sshortto
Vpp inthe(Cs, Rgp,) planeunderT” = 27° C.

of opensare organizedin figures depicting parts of the
(Uinit» Rop) plane,while the analysisresultsof shortsare
organizedin figures depicting a part of the (Csp, Rsh)

plane[Al-Ars99]. In the following, the resultsof opens
arediscussedirst, thentheresultsof shorts.

6.1 Resultsof opens

Table 4 givesa summaryof the detected=FMs for each
opendefectwithin memory cells, along bit lines and on
word lines. Thefirst columnin the table specifieshe an-
alyzeddefects(in casea numberof defectssensitizethe
sameFFMsthey arelistedtogether) while the secondand
third columnslist the FFMsdetectedor the simulatedand
complementarynstance®f thesedefectsyespectiely. In-
spectinghetablerevealsthatall FFMsdefinedn Section3
arepresentaindresultfrom atleastonedefect.

The table shaws that all openswithin cells causethe
samefaulty behavior, while the behavior causediy opens
on bit lines changesignificantlyby changingthe position
of the open. Moreover, someopenscancausea faulty be-
havior more easily thanothers(i.e., with lessopenresis-
tance). The mostsensitve positionfor an openis that at
OB7,whereanopenwith anopenresistancaslow as200
Q canresultin afaulty memorybehavior. Thetableshowvs
thatall defectscausestaticFFMs,andthatmostopensre-
sultin 2-operationdynamicFFMs (with the exceptionof
OB1,0B2andOB3).

It is importantfrom a testingpoint of view to statethe
detectedfault regionsthat only shov dynamicfaulty be-
havior, sincefor theseregionstestingfor staticfaulty be-
havior cannotdetectthe defect. Table5 lists all strictly dy-

Table 4. Summaryof the obsened FFMsfor eachopen.

Open  Simulated Complementary

OC1-3 TFt, TR}, WDFy, RDF, IRFy, TF|, TFt, WDF1, RDF, IRFy,
RDFgg, RDFp1, RDFyg, IRFgp, RDF11, RDFyo, RDFg1, IRF11,
DRDF01 DRDFIO

OB1-3 RDFy RDFo

OB4-5 TFt, WDF;, RDF;, DRDF, TF|, WDFy, RDF;, DRDFy,
RDFOI, RDF11 RDFlo, RDFOO

OB6 TF|, WDFy, RDFy, RDF;, TFf, WDF;, RDF;, RDFp,
IRF1, RDFol, RDF11, |RF01, |RFO, RDFl(], RDF()(], |RF10,
IRF11, DRDFyo, DRDFy g IRFgo, DRDF11, DRDFy1

OB7-8 TF|, WDFy, RDF;, IRF;, TFt, WDF;, RDFy, IRFp,
DRDFy, RDFg1, RDF;1, DRDFq, RDFy0, RDFyo,
IRFo1, IRF11, DRDFyo, IRFig, IRFoo, DRDF11,
DRDF10 DRDFOl

OB9 RDFy, IRFg, DRDFyo, RDFy, IRFq, DRDF11,
DRDF10 DRDFOl

OB10 TF|, IRFg, RDFio, DRDFo TFt, IRF1, RDFy1, DRDFg1

ow1l Sk, TFf, TR}, RDRy, IRFy, Sk, TF, TFl, RDF, IRFq,

RDFgo, RDF10, IRFgo, IRF19  RDF11, RDFo1, IRF11, IRFo1

Table5. Strictly dynamicfault regionsresultingfrom opens.

Open Simulated Complementary Region

0C1-3 RDFy o RDFg1 150 kQ < Rop < 450 kQ
0B4-5 RDFq 1 RDF1 0 10 kQ < Rop < 20 kQ
0B6 RDFg1 RDF19 25 kQ < Rop < 75 kQ

RDFp; URDFy; RDFjg URDFgg 75 kQ < Rop < 125 kQ

namicfaultregionsdetectedn the analysis.Thefirst col-

umnstategheopenresultingin thefaultregion,thesecond
columndescribeghe faulty behaior of the dynamicfault

region, andthe third column givesinformationaboutthe

faultregionin the (U;nit, Rop) plane.Accordingto theta-

ble, thereare four 2-operationFFMs that appearin fault

regionswith strictly dynamicbehavior; they arethe four

typesof thedynamicreaddisturbfault (RDF,,).

6.2 Resultsof shorts

Table 6 givesa summaryof the detected=FMs for each
shortdefectwithin memorycellsandalongbit lines. The
first columnin thetableliststheanalyzedshorts while the
secondand third columnslist the FFMs detectedfor the
simulatedand complementarynstancesf thesedefects,
respectiely. Inspectingthe tablerevealsthat, contraryto
opens,not all the FFMs definedin Section3 resultfrom
shortdefects. The table shovs that all shortscauseboth
staticand2-operatiordynamicFFMs.

The only strictly dynamicfault region detectedn the
analysisof shortsis causedy SC2. The simulatedfaulty
behaior of this region is RDFRy; U RDF;, while the
complementaryaulty behaior is RDF;g U RDFRyg. This
strictly dynamicregion spreadsacross300 k2 < Ry, <
1.2 MQ with a shortcapacitancef O F. Justlike the case
with opens,the FFMs presentin this fault region are the
four typesof thedynamicreaddisturbfault (RDF,,).



Table 6. Summaryof theobsened FFMsfor eachshort.

Short  Simulated Complementary

SC1 Sk, TF}, WDFy, RDFy, Sk, TFt, WDF;, RDFy,
RDFyo, RDF1 9 RDF11, RDFp;

SC2 Sk, TFt, WDFy, RDFy, Sk, TF|, WDFy, RDFp,
RDFp1, RDFy1 RDF10, RDFy1

SB1 TF{, WDFo, RDFp, RDFoo, TFt, WDF1, RDF;, RDFyq,
RDF1o RDFo1

SB2 TFt, WDFy, RDFp, RDFy, TFJ, WDFg, RDF;, RDF,

RDFpo, RDFp1, RDFo,
RDFy1

RDF11, RDFig, RDFo1,
RDFgyq

7 Testimplications

The fault analysisperformedon the cell array column of
the eDRAM shaws thatall definedstaticandtargeteddy-
namic FPsdo occur Moreover, somedefectsresultin a
faulty behaior with only dynamicfault modelsby per
forming certain SOS5 on a memory cell. In orderto
ensurethat a particularmemory cell array is not faulty,
testsshouldbe developedto sensitizeanddetectall static
and dynamic FFMs resulting from the sensitizedFPs.
Many tests have been proposedto detectstatic FFMs,
suchas MATS+, March C—- [vdGoor9g and March LA
[vdGoor91.

In orderto constructtestthatuncosersdynamicFFMs,
it is importantfirst to derive detectionconditionsfor these
FFMs. As shavn in Tables4 and6, all targeteddynamic
FFMs have beenobsened in our study Thesedynamic
FFMs areRDF,,, IRF,, andDRDF,,, wherez andy €
{0,1}. ThesedynamicFFMs canbe detectedby a given
marchtestif it containsamarchelementvith thefollowing
operationsequences:

1. :ﬂ (0, w0, r0, r0, ) for RDFyg, IRFoo & DRDFyg
2. :ﬂ (0, wl,rl,rl, ) for RDFo1, IRFo1 & DRDFo1
3. :[I (...1, wO, 7‘0, 7‘0, ) for RDFyg, IRF19 & DRDF;g
4, :[I (...1, wl, T‘]., 7‘1, ) for RDF11, IRF11 & DRDF1

where(...0) and(...1) specifythestateof thecell before
performingthefirst write operationsThefirst readopera-
tion in theconditionsabove sensitizeanddetectsdynamic
RDF,, andIRF,,, while DRDF,, is sensitizedy thefirst
readoperationanddetectedy thesecond.

The above detection conditions can be usedto ex-
tend existing testsdesignedfor static FFMs to detect2-
operationdynamicFFMs. As anexample,March LA is a
marchtestdesignedo detectsomestaticFFMs. A number
of operationganbeaddedo themarchelementof March
LA baseddnthedetectionconditionsto makeit capableof
detectingthe obseneddynamicFFMs. Figure 6(a) shovs
the corventionalMarch LA test,while Figure6(b) showvs
theextendedversiondesignedo detecthe2-operatiordy-
namicFFMs[AI-Ars99]. The operationsaddedto March
LA areshavnin thefigurein bold face.

{3(w0); 1(r0, wl, w0, wl, r1); fi(rl, w0, wl, w0, r0);
Y(r0, wl, w0, wl,r1);Y(rl, w0, wl, w0, r0); Y(r0)}
(@)
{3(w0); (0, wl,w0,wl,rl, r1); f{(rl, w0, wl, w0, r0,r0);
Y(r0, wl, w0, wl,wl,rl,r1);(rl, w0, wl, w0, w0, r0, r0);

U(r0)}
(b)

Figure 6. (a) CorventionalMarchLA test. (b) ExtendedMarchLA ver
siondesignedo detectthe obsenred 2-operatiordynamicFFMs.

8 Conclusions

In this paper the faulty behaiior of aneDRAM hasbeen
analyzedusing openand shortinjection and circuit sim-

ulation. The fault analysishasnot beenrestrictedto the
static memorybehavior, but the 2-operationdynamicbe-
havior hasalsobeenincluded. Known static FFMs have

beenobsened andrelatedto given opensor shortsin the
memory New staticFFMs(SF, andWDF,) andanumber
of new dynamicFFMs (RDF,,, IRF;, andDRDF,,) have

beenintroducedandestablishedTheanalysisshovedthat
dynamicfaulty behaior cantake placein the absenceof

staticfaulty behavior. Finally, the resultsof the analysis
have beenusedto derive detectionconditionsfor the ob-

seneddynamicFFMs.
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