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Abstract

This work appliesweightbasedcodes[1] to the detec-
tion of crosstalkoriginatederrors. Thiskind of faults,whose
importancegrows with device scaling may originate er-
rors that are undetectabléyy the mostlyusederror detect-
ing codesin VLSIICs. Corversely sud errors canbeeasily
detectedby weightbasedcodesthat, however, havesmaller
encodingcapabilities. In order to reducethe costof these
codesa graphtheotetic optimizationis used.Moreover, new
applicationsof thesecodesare explored regarding the syn-
thesisof self-thhedking FSMs,and the detectionof errors re-
latedto theclock distribution network.

1. Introduction

Self-checkingcircuitsareoneof the basicbuilding blocks
of faulttolerantsystemsTherefore they arewidely usedin
thetraditionaldomainsof safetycritical computation.Their
applicationto consumerelectronics,instead,is now moti-
vated by the growing reliability requirementsof this kind
of applicationghat contrastthe reliability problemsof deep
submicrortechnologie$?]. In suchcasesself-checkingir-
cuitsprovide aviable approacho fault tolerancebecausef
theirlow costwith respecto modularredundang systems.

A self-checking(SC) circuit is essentiallybasedon a
functionalunit (FU) that providesaninformationflow pro-
tectedby meansof anerrordetectingcode,andof a checler
(C) that continuouslyverifiesthe correctnes®f suchinfor-
mation. This allows the detectionof errorsassoonthey oc-
cur, thusavoiding their propagatiorthroughthe whole sys-
tem. In addition,errorindicationscanbe usedto enablethe
activation of error recovery proceduresoperatingat higher
levelssuchassoftwareones.

In SC systemsthe choiceof the error detectingcodeis
mainly basednits effectivenessandon designcostconsid-
erationswhich regardsboth the FU andthe C implementa-
tions. In the caseof CMOSVLSI circuits,themostcommon
kind of codesrangesfrom the parity one,up to duplication
(ortwo-rail implementation) As intermediatesolutions uni-
directionalerrordetectingcoded[3] areoftenusedbecause,
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sofar, this kind of errorswasrecognizedasthe mostcom-
monin digital systems.Thesecodesincludethe m-out-of-n
andthe Berger codesthat have beenextensiely usedin the
designof SCsystemg4, 2].

For such a kind of systems,the totally self-checking
(TSC)goalis themainpropertyensuringreliableoperations
in the presencef faults. In particular a circuit achieszesthe
TSC goal with respectto a classof faults, if the first erro-
neousoutputdueto afaultresultsin anerrorindication[5].

In orderto provide designrulesfor SC circuitsachieving
theTSCgoal,moredetailedpropertiehave beendefinedfor
bothfunctionalunitsandcheclers.

A circuit is fault-securgFS) for a setof faultsF, if for
everyfaultin F, thecircuit neverproducesinincorrectcode-
word atthe outputfor aninputcodevord.

A circuit is self-testing(ST) for a setof faultsF, if for
every faultin F, the circuit producesa non codevord at the
outputfor atleastaninput codevord.

If acircuitis bothFSandST it is saidto betotally self-
checking(TSC)[5].

A wider classof circuitsachieving the TSC goalis given
by thosesatisfyingthe stronglyfault-securd SFS)property
A circuit is saidto be SFS[6] with respecto a setof faults
F if for every faultin F, either: a) the circuit is ST, or b)
the circuit is FS, and, if anotherfault from F occursin the
circuit, theneither(a) or (b) is truefor thefault sequence.

As canbeseenfrom theabove definitions,the correctop-
erationsof a SCcircuit arestronglyrelatedto the considered
setof faults. As this setrepresentshe maincharacteristiof
thepossiblefailuresin currenttechnologiesasthereliability
of SCcircuit operationgs ensuredvith a betterconfidence.

Traditionally, the stuck-atfault model has beenmostly
usedasthemainreferencen the designof SCcircuits.

Underthe stuck-atfaultassumptiondesignrulesfor cir-
cuits achieving the TSC goal have beenpresented7]-[16].
Of courseijt is well known thatthe stuck-atfaultmodelcan-
not representll the possiblefailuresin the currenttechnol-
ogy. As a consequenceajesignruleshave beenderived for
bridginganddelayfaults[17, 18].

Morerecently theproblemsof SCcircuitsin thepresence
of crosstalkfaults (thatrepresent problemof growing im-



portancewith ICs scaling[19]) have beendiscussedn [20]
andin [21]. In particular it is shovn that crosstalksmay
inherentlygive rise to bidirectionalerrors that are not de-
tectableby typical errordetectingcodesusedin SCsystems.
The problemcanbe solved by usingad-hocon-line detec-
tion circuitry [21], that, however, may be not available in
somedesignstyle.

In additionto sucha problem,evenwhensimply consid-
eringthestuck-affaultmodel,the TSCor the SFSproperties
posesomeconstrainton the designof functional units. In
casdlifferentoutputscontainthe samesubepressiorin true
and complementedorm, suchconstraintpreventfrom the
full exploitation of the fan-out. In sucha case,the whole
coneof logic generatinghe commonexpressionmay need
to be duplicated,thusleadingin somecasesto large over-
headcosts[16].

To approachhedesignof on-linetestabldunctionalunits
in a costeffective way, in [1] the useof weight-baseatodes
hasbeenproposedby Das and Touba. Suchcodeshave a
weight (possibly differentfrom 1) assignedo eachinfor-
mationbit, while the checkbits provide an encodingof the
sumof the weightsof all theinformationbits. Thesecodes
have very interestingerror detectioncapabilitiessincethey
candetectsomeof thebidirectionalerrorsaffectingtwo sig-
nalsandall the unidirectionalerrors. In [1], they have been
appliedto the on-line testing of functional combinational
blocks,andthey have beenshowvn to achieve very high fault-
coverages. This tamgetis achiezed with respectto stuck-at
faults, with no modificationto the functional unit (a part
fromtheneedto addthecheckbitgenerator) Fromthis point
of view they comparefavorably to Berger codes. The FU,
however, doesnot achieve the TSC goal becausef the un-
detectedaults.

In this work, we proposean approachthat exploits the
propertiesof this classof codesin orderto solve someof
the problemsrelatedto crosstalkfaultsandto the synthesis
of TSCfunctionalunits. In particular we provide a weight
selectionstrat@y to find a code that is capableto detect
themostlik ely bidirectionalerrorsandall the unidirectional
ones,while presentinga limited degradationof the codeef-
ficiengy with respecto the caseof the mostlyusederrorde-
tectingcodesfor VLSI SCcircuits.

In particular anoptimizationstrateyy is proposedhatex-
ploitsinformationaboutthelayout(in thecaseof crosstalks)
or thelogic structure(in caseof functionalunits) of the cir-
cuit. Basedon sucha knowledge,the mostlikely pairs of
signalsaffectedby bidirectionalerrorscan be individuated
andannotatedn agraph.Suchagraphis thenusedto find a
suitablelow costcodecapableto detectthem.

In the specificcaseof crosstalksthe problemis exactly
solvedasagraphcoloring problem.

1This termis hereusedto indicateerrorsaffecting eitherbits at logic 1
or 0 within thesameword.

In the caseof functional units, weight-basedcodesare
usedto reducethe additionallogic neededto achieve the
TSC goal. Notice that this useis dual to that proposedn
[1], wherethelogic is fixedto its minimum,andweightsare
selectedo maximizecoverage.Here,instead the coverage
is fixedatits maximum,while we attempto minimizethere-
quiredlogic. Thistametis performedoy meansof a simple
heuristicthat hasbeenverified to provide someareasaving
in the specificcasef SCFSMs.

In [1], checkbitsare addedto existing information bits,
thus,in practice extendingtheBergercodes.Theconsidered
casesjnstead,do not provide startinginformationbits, and
we malke a differentuseof weight-basectodesthat canbe
viewedasanextensionof the m-out-of-n ones.

Finally, theuseof weightbased:odeshasheenappliedto
thedetectiorof errorsrelatedto the clock distributiontreein
highspeectircuits. In fact,we shav thatadelayfaultaffect-
ing asubtreeof suchanetwork maygiveriseto bidirectional
errors.

2. Weight-based codes

The kind of codesproposedn [1] is a generalizatiorof
the Berger codethat is known to be the more efficient all
unidirectionalerrordetectingcode.

In the Berger code,codevordsarecomposedy | infor-
mation bits andC checkbits (C = [log,11). TheC check
bits are given by the 1-complemento the binary encoding
of the 1snumberin theinformationbits in the B1 encoding
schemewhile they provide the binary encodingof thenum-
berof Osin the BO encodingschemeln practice thenumber
of onescanbe expressedsk = 5, wivi, wherew; = 1Vi € |
andy; is thelogic valueof thei-th informationbit.

Weight-basedcodesare obtainedby assigningdifferent
weightsw; € N to the information bits. The checkbitsare
assignedn the following way: if k =3, wyy; for a given
word, thenthe C checkbitsmay be calculatedas: i) the 1
complemento the binary encodingof k (B1 extension);ii)
thebinaryencodingof 3, wi —k = 3, wiVi (BO extension).

This kind of codedetectsall unidirectionalerrorsandthe
bidirectionalerrorsaffecting the informationbits that result
in avariationof the actualvalueof k. For instancea single
(i.e. affectingtwo bits) bidirectionalerroris detectedf the
weight of the two affectedbits is different. Both the error
detectioncapabilitiesandthe codeefficiency dependon the
setof usedweights W C N. In general,in weight-based
Bemgerlik e codeg(thereaftedenotedasB*), C is largerthan
in the Berger codecase. For instancejf W ={1,2,....,1},
C is equalto two timesthe numberof checkbits required
by a corventionalBerger code,and the weight-basedcode
candetectall singlebidirectionalerrorsandall unidirectional
errors.

TheB* codehasalower efficiengy (i.e. numberof encod-
ableinformationswith respecto thecodevordsize)thanthe



correspondingerger codes.In fact,it mustbe 2 > 5, w;.
It is, thereforejmportantto minimizethe cardinalityof such
a seton the basisof the occurrencegprobability of the bidi-
rectionalerrors.

Also constantveightunordereccodessuchasthe m-out-
of-n codecanbe generalizedn the sameway, evenif this
caseis notconsideredn [1]. In this casetheresultingcodes
arenot separablendcannotbe usedto addcheckbitsto ex-
isting functions.

All words(c) belongingto them-out-of-n codesatisfythe
relationship:

W(c) = i:iiwivi =m,

where w; = 1Vi and v; is the value of the i-th (i =
{1,2,....,n}) bit of theconsideredvord.
Suchcodescanbegeneralizeds:

W(c) = iiwivi =m,

wherew; € N is the weight of thei-th bit. Noticethatnow
m may belargerthann. Let also % C N bethe setof used
weights,andlet B(w) bethe setof indexesi suchasw; = w.

Thiskind of code(thatwill bethereaftedenotedasCW*
to remarkthatit is an extensionof a constantweighterror
detectingcode)is still ableto detectall thepossibleunidirec-
tionalerrors.Corverselyit candetectall singlebidirectional
errorsinvolving apairof bitsi andj suchasw; # w;. In fact,
in the caseof a bidirectionalerrorinvolving suchlines, it is
W(c) = m= |w; — w;|, sothata checler candetecttheerror.

In orderto keepthecomplexity of checlersaslow aspos-
sible,in theremaindeof thiswork we will consideronly the
caseswithw; <n.

If all w; differ to eachother it is evident that all sin-
gle bidirectionalerrorscan be detected. In the considered
casesthis latter constraintis satisfiedf w; = i. As it will be
shawn laterin this paper several VLSI applicationsdo not
requirethedetectionof all singlebidirectionalerrors,sothat
asmallersetof weightscanbe used.

Of coursealsothe CW* codehasin generala lower effi-
cieng/ thanthe correspondingn-out-of-n codes.In particu-
lar, for largevaluesof n (i.e. n>> max{w; }), anupperbound
to the CW* encodingcapabilitiescanbe easily obtainedby
consideringa m-out-of-n codewith n = ¥;w;, m equalto
thatof the CW* code,andby restrictingit to the codevords
correspondingo thoseof theweightbasedcode.

Suchrestrictedm-out-of-n codecan be obtainedby ex-
pandingeachbit i of theweightbasedcodeinto w; bits, and
by allowing thesebit to assumenly theconfigurationof all
1sorall Os. ForinstanceconsidemaCW* codewherem= 3,
w; =i, n= 3, thecodavord 110is transformednto 111000.
If nis large,thesew; bits would have analmostuniform dis-
tribution in a corventionalm-out-of-n code. Therefore the

ratio betweerthenumberof configuration®f the m-out-of-n
codeandof therestrictedcodeobtainedby fixing w; bits is
2/2% . By repeatinghis reasonindor all thebits, thelost of
encodinginformationin the restrictedcodeis proportional

to:
p=[]2""1.
Il
Sincethe numberof configurationsof the m-out-of-n code

(m) = ()

thenumber(e) of configurationof theweightbasedcodeis
givenapproximatelby:

()

e= |_|i2Wi_1 .

Sucha value is an upper bound becausediscretecon-
straintstypically reducethe numberof possibleconfigura-
tionsthatis typically containedn theinterval [e/2,€].

Themaximalefficiengy of theCW* codefor agiven ¥/ is
obtainedvhenitism=[1/2Ywi] orm=|1/25 w;|. When
this conditionis verified, of course the codeefficiency is as
larger asthe cardinalityof W/ (thatin this way approaches
the optimal casewherew; = wp Vi) it is smaller It is, there-
fore, importantto minimizeit on the basisof theoccurrence
probability of thebidirectionalerrors.

3. Crosstalk faults

In the caseof crosstalksjn [20] it hasbeenshavn that
someof the mostfrequentlyusederror detectingcodesin
SCcircuitsmaybeunableto detecttheresultingerrors. This
problemhasbeenshovn to be worsewith the m-out-of-n
codecasewith respecto othercodes. The problemcanbe
solvedby usingthe checkingcircuitry presentedn [21].

If sucha detectoris not available, the problem can be
avoided by the use of weight basedcodes. In particular
from the layout structure,someinferencecan be madeon
the probability of occurrenceof a crosstalkfault. At this re-
gard,we usethe samehypothesesf [20]:

e the effects of crosstalkson ICs timing undernominal
conditionsareaccountedy timing analysis;

o faultsmay still occurbecausefor instance of lack of
insulatingmaterialor of wrongmaskalignments.

Thereforewe canconsidersinglecrosstalksvith agoodap-
proximation.

Consider for instance the possiblelayout structureof a
busasit is representeéh Fig. 1. In sucha caseiit is rather
evidentthatthe probability of a crosstalkbetweertwo adja-
centlines or two overlappinglinesis muchhigherthanthat
betweerptherlines. Thiskind of conditionscanbewell rep-
resentedby anundirectedgraphwith avertex for eachsignal
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Figure 1. Example of a possib le bus structure . The
bus makes use of two metal lines. Crosstalks
are considered possib le between adjacent or over-
lapped lines.

w=1 w=2

N1

w=2

Figure 2.

Graph
crosstalks in the bus layout structure illustrated in
Fig. 1. The nodes correspond to signal wires, while
an edge is present if crosstalks between the two
wires are possib le. The figure shows also a pos-
sible choice of weights (i.e. coloring) that makes
detectab le such crosstalks.

representing the possib le

possiblyaffectedby a crosstalk,and an edgebetweentwo
vertex if acrosstalkis possiblebetweerthetwo correspond-
ing signals. Therefore an edgerepresents possiblesingle
bidirectionalerror. Thegraphrelatedto theexampleof Fig. 1
is shawvn in Fig. 2. This graphcanbe usedto determinefor
agivenlayoutstructure the optimalkind of codecapableto
detectthe bidirectionalerrorsdueto crosstalks.Sucherrors
arerepresentethy edgesandthey aredetectableonly if two
directly connectedrertex have differentweights.

The problemof assigningweightsto the signalsin the
busis, therefore equivalentto the well known oneof graph
coloring. Fig. 2, for instance shaws a possiblecoloring of
thegraphrepresentinghe possiblecrosstalkproblemsn the
layoutof Fig. 1.

1 | 1/0 out,
0/1

0/1 out,

0

Figure 3. Example of the problems encountered in
the design of self-c hecking functional units in case
of signal reconvergency.

3.1. Application to the case of decoder outputs

As anapplication,considerthe outputsof a decodeused
to selectdevices. Suchoutputsprovide a 1-out-ofh code
thatis capablgo detectall thepossibleunidirectionalerrors,
but not the possiblesinglebidirectionalerrorscomingfrom
crosstalkfaults. To detectsucherrorsthe approactoutlined
above canbeused.In particular in casethe decoderutput
wires(d;, i = 1,....,n) presentaparallellayoutstructurethe
resultinggraphwouldbelinear(i.e. Vi # 1,n, g j = 1 onlyif
j =i+ 1), sothatit canbecoloredby usingonly two colors.
Thereforejt is W = {1,2}, thusrequiringan additionalbit
with weight1 thatis 0 whenthe decodemutputat the logic
1 hasweight 1, and 0 whenthe decoderoutputat logic 1
hasweight2. Hence,for all codevords,it isW(c) = 2. In
the presenceof a bidirectionalerror affecting two decoder
outputstheweightchangesrom 2to 1 or 3. If thecrosstalk
affectsthe n-th decoderoutputandthe additionalcheckbit,
ary bidirectionalerror is still detectabldf the n-th bit has
weight2, because¢he additionalcheckbithasweight 1.

4. Synthesisof SC FSMs

Fig. 3instantiatesheproblemin thesynthesiof SCfunc-
tional units basedon unidirectionalerror detectingcodes.
Two outputssharea commonfan-in cone(whoseoutputis
representedby the signals), but the outputsignalof sucha
conereacheghetwo outputswith pathspresentinga differ-
ent parity in the numberof inversions(polarity). In caseof
an fault on s both the outputsmay be affectedby an error.
Thisrequireso duplicatetheconsidereaoneof logic. Even
if more sophisticatedpproacheso the designof SC func-
tional units exist basedalsoon booleanconsideration$§16],
this problemmay easilyleadto overheadssimilar or larger
thanduplication. It is obvious, that, if it is possibleto as-
signtwo differentweightsto thetwo outputsignalsthecone
mustno longerbeduplicated.

We will usethisideain orderto reducethe overheadof
thecombinationapartof aSCFSM.In suchacasehowever,



the problemof finding a suitableCW* codeis muchmore
comple thanin the caseof crosstalks. In fact, it depends
notonly the choiceof the setof codavords,but alsoon the
way in whichthey arerelatedto states.

Hencewe donotproposeagenerabpproactio the prob-
lem, but we illustratea simpleprocedurehat,in the specific
caseof the synthesiof SCFSMs,illustratesthepossiblead-
vantage®f weightbasedcodes.

Notice thatthe designof SC FSMspresentsalso several
problems[22] which arenot considerechere. With respect
to them,in theconsideredvork, we supposéo checkpresent
statevariables(i.e. registeroutputs). This solvesthe prob-
lemof don't carestateswithouttheneedto addcode-disjoint
featurego the combinationapartof themachine.

In particular we startfrom a STG, andwe implementa
SC synchronousircuit.  The first stepto be performedis
stateencoding.In our simplestrateyy, we make the arbitrary
choiceto useW = {1,2} andB(1) = B(2) + 1. In thisway
the degreesof freedomthat are allowed by the codechoice
arenotsaturatecandwill besubjectof furtherresearchThe
adwantageof sucha choiceis essentiallydueto thefactthat,
with respecto the useof m-out-of-n codeswe needa num-
berof bits thatis equalto n or n+ 1, wheren is the minimal
numberof bitsrequiredby themostefficientm-out-of-ncode
to encodeall the states.

Oncethe stateshave beenencodedthe network is syn-
thesizedby meansof SIS [23] simply targetingareareduc-
tion. Of coursethis circuitis not TSC.Henceit is traversed
countingthe duplicationsrequiredin orderto avoid thatary
gatereacheswo outputscharacterizethy thesameweightin
theselectedcodewith differentpolarities.In thisway, a cost
estimateof the SCimplementatiorof thecircuitis achieved.
While performingsuchtraversal,a coeficient & ; is evalu-
atedfor eachpair of outputsi andj. It isinitializedto O, and
it is incrementedy 1 for arny gateduplicationrequiredby a
signalreaching andj with adifferentpolarity.

The coeficientsa; j arethenusedto refinethe codese-
lection. In fact, considerthe casewherea pair of outputs
(i, j) hasavery low valueof g j andw; # wj, while an-
otherpair (k, ) hasa high valueof ax) (i.e. thetwo outputs
sharea large numberof gateswith differentpolarities),but
Wk = W,. In suchacaseit is evidentthatit would be corve-
nientif therelationshipdetweertheweightsof suchsignals
areinvertedin orderto have w; = w; (becausehis implies
a small numberof duplications),andwg # w; (to avoid the
large numberof duplicationsrelatedto suchsignals).

In the practice, coeficients & j can be interpretedas
weighted edgesof a graph (with the FU outputsas ver
tex) providing similar constraintgo thatusedin the caseof
crosstalks.Sucha graphcanbe usedto refinethe stateen-
codingby usinga heuristicsearchingor a weightreassign-
mentminimizing the costfunction given by the sumof all
a;,j-s betweemodeswith the sameweight(in practice this

is amaxcut partitioningproblem).

Notice that, for certainnumberof statesin the original
STG,theuseof CW* codesdoesnotrequireadditionalstate
vars with respectto the m-out-of-n caseand, therefore, it
would, in generalpeacornvenientchoice.

4.1. Results

By usingthis heuristic,we have consideredomesequen-
tial benchmarkstatemachinesjrom the mcncset[24]. The
STG hasbeenminimizedby meansof the programstamina
(thatis includedin SIS)andstateshave beenencodedy us-
ing suitablem-out-of-n (thosefeaturingthe m= [n/2], or
m= |n/2]) andCW* codes.TheCW* codeinitially is sim-
ply randomlyassigned.The combinationapart of suchse-
guentialmachinescorrespondingo the next statefunction
hasbeenoptimizedby meansof SISandmappedon a stan-
dardlogic library. Thenboththe versionshave beenmade
TSCwith respecto stuck-atfaultsby meansof topological
analysisandduplication.

The achieved results togetherwith some statistics on
benchmarksare shovn in Tah 1. In particular the table
shavsthenumberof statevariablesusedin am-out-of-nand
in a CW* encoding,and, for both the kind of encodingsijt
givesthe numberof gatesin the areaoptimizedversion. Fi-
nally, resultsareshown for the SCversionsby providing the
numberof gatesfor boththe encodingsandtherelative sar-
ing in thenumberof gates.

As canbe seen,in 8 out of 10 caseghe approactbased
onweightbasedcodesworksbetterthanthe m-out-of-n case
(evenwhenrequiringanadditionalstatevariable)with arel-
ative saving of the 31%. For the circuits providing unsatis-
factoryresults(namelyex4 anddk16), a secondterationon
codeselectiorhasbeenperformedesultingin savingsof 5%
and1%. It shouldbe noticedthatalsoin theseunfavorable
casestheresultsachiesedarecomparableéo thoseobtained
by the m-out-of-n code.

This resultis promisingbecausehe stateencodinghas
beenperformedn arandomway, andfurthersavingsmaybe
possibleby mergingtheuseof weightbased:odeswith state
assignmenproceduresl et usalsonoticethatwe considered
only the gatenumber sincewe performedonly topological
transformations.The savings slightly increasg(33%) when
consideringheliteral number

5. Application tothedetection of faultsaffecting
the clock distribution tree

In orderto show thatweightbasedcodesmay be applied
to alargesetof possibleproblemshereasimpleapplication
to the caseof high speedntegratedcircuitsis proposed.In
thesecircuits, the clock distribution network is a critical de-
signaspectln particular therelevantresistie effectsaffect-
ing interconnectioni submicronCs, thelargegeometrical
extension thelargefan-outof theclock distribution network
requireanextensve useof buffering.



bench. | inputs | states statevars. gates(AOQ) gates(SC) savings
mout-of-n | CW* | mout-ofn | CW* | mout-ofn | CW*
lion 2 4 4 4 45 45 75 69 8%
mark1l 12 5 6 6 102 102 257 118 | 117.7%
ex4 5 14 6 7 82 86 161 190 -16%
ex6 5 8 5 6 80 84 320 161 98%
tbk 6 16 6 7 428 431 1281 1176 8%
ex2 2 14 6 7 118 131 316 297 6%
scf 27 97 9 9 751 644 2522 1985 | 27%
cse 7 16 6 7 267 333 989 761 30%
dk16 2 27 7 8 302 284 924 970 -5%
sl 8 20 6 7 301 331 933 677 37%

Table 1. Results achieved by the proposed state encoding technique for a set of FSM STGs benc hmarks.

ff, ff 4

ff ff,

b, /\b, b, b,
clock

Figure 4. Example of clock distrib ution netw ork.

The reliability of suchnetwork is fundamentalfor the
whole IC’s behavior. In particular when the clock speed
grows it may becomesensitve to faults suchasdelay and
transienfaultsaffectingthe buffers,or crosstalks Fromthe
point of view of delay faults, classicalapproachesisually
considerdefectsasto be concentratednside the combina-
tional partof the network. UndersuchhypothesisFUs can
be designedhatachiere the TSC goalwith respecto single
pathor gatedelayfaultsby usingunidirectionalerrordetect-
ing coded18].

Unfortunately in caseof delayfaultsaffecting the clock
circuitry, bidirectionalerrorsmaybein order Considerfor
instance,a delay fault affecting the buffer b in the clock
distribution network illustratedin Fig. 4. Becauseof such
a fault, the driven flip-flops will sampletheir input values
with adelay Supposehatin the fault-freecircuit, the cur-
rentstateof ff; is 0 andthenext stateis 1, while, thecurrent
stateof ff; is 1 andits next stateis 0. In the faulty circuit,
oneof thesebehaiorsmayoccur: 1) theflip-flop inputshave
startedto switchwhenthe delayedsamplingoccurs(notice
thatthis may occurif the combinationahetwork providing
suchinputsis fast);2) thecorrectinputsaresampledout the
flip-flops outputsare delayed(Fig. 5). It is evident thatin
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Figure 5. Example of bidirectional error generated
by two flip-flops contr olled by a delayed clock sig-
nal.

case(1) abidirectionalerrormayoccut In casg(2), thelogic
fed by theflip-flops’ outputsignalsis potentiallyaffectedby
aninputbidirectionalerror. If suchsignals(d; anddy) aredi-
rectly checledby anunidirectionalerrorchecler, depending
on the delaydefectsize,the checler may not provide aner
rorindication.Ontheotherhand,if suchsignalsfeedafunc-
tionalunit, evenif it hasbeendesignedo be TSC,depending
ontheadditionaldelaysandthe obsenability of theaffected
signals,suchafaultmayresultin outputdelayedransitions.
Thereforejt maygive riseto the samplingof a bidirectional
error(Fig.5). Theonly solutionsproposedofarto dealwith
problemsaffectingtheclockdistribution network requirethe
useof additionalcheckingcircuitry [25, 26]. In casethisis
not available,the circuit would not achieze the TSCgoal.

As analternatve, the useof weightbasedcodesmay ap-
proachthis problemby assigninglifferentweightsto thebits
sampledby flip-flops whoseclock input signalis fed by the
samebuffer. Also in this casethesizeof W canbereduced
by analyzingthe network fed by the consideredccluster of
flip-flops. In particulay timing analysisallows to determine
thoseflip-flops feedingpathscharacterizedy anhigh prop-



agationdelay Thesearethe mostsensitve to delaysin the
clock circuitry, andrequirethe useof differentweights.

6. Conclusions

In thiswork, theuseof weightbasedcodeshathave been
introducedin [1] for the on-line testing of combinational
blocks, hasbeenappliedto the casesof: a) the detection
of crosstalkfaults;b) the designof self-checkindinite state
machinesy) the detectionof errorsoriginatedby faultsaf-
fectingtheclock distribution network.

Differently from [1], the usedweightbasedcodesarean
extensionof the m-out-of-n code. For suchcodesoptimiza-
tions stratgies are presenteasedon the likely of occur
renceof errors.

In casesa) andc) errorsundetectablédy otherkind of
codesaremadedetectablewhile in caseb) the achieedre-
sultsshav anaveragereductionin the numberof gatesequal
to 31%.
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