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Abstract sor functionality even inthe case of dault. If a full
error removal is not possible mild or partial per-
We present an integrable solution for detection of formance degradation may be the result.

defective sensor elements using sigma-délg-(
modulation and a matched filter. The sensor element
is stimulated using a pseudo random binary se-
quence (PRBS). The sensor signal is read out and”
the analog output is digitized usingz&-modulator.

The binary pulse density stream of Hemodulator :
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task of detecting the pseudo random sequence in thé*"*™""*

pulse density stream and its sampled outpubis- Figure 1. State diagram of a dependable sen-
pared to a threshold thus making it possible to judgesor system

the functionality of the sensor element. By evaluating Is theerror removal not possible the systdras to
the magnitude of the matched filter output it is alsoreach its safety state. The statethw error removal
possible to measure the sensor sensitivity. We presmust be reported to higher systems instances.
ent a discrete solution of this method, but an inte-

grated chip using a standard uth CMOS-process 2. Error Detection Concept

has been designed and is being fabricated.
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Error detection

The error detection plays the key role in dependable
1. Introduction sensor systems because seraementsare usually
exposed to rough environments, no conventional self-
Smart sensors play a criticalle in manyapplica-  testing strategy fonon-electrical stimulation is avail-
tions. While sensofailure can causmachine damage able, and because possible sensor emagappear
or inferior product qualitymany sensorare em-  “hidden“ by the following signaprocessingConven-
ployed insafety-critical applications and their failure tional error detection methodsre based omedun-
could cause injury orven death of humans [1]. dancy, mathematicahodels of the observaalocess,
Hence there is areat needfor dependable sensor or knowledge-based models. Use of redundancy incurs
systems. The presented concept of detection of faultyadditional costs and failshen common modtilures
sensorlements is the kegart of adependablemart  occur. Mathematienodels have problems withodel
sensor systenfigure 1). A dependable sensor system uncertainties and robusietection ancheed complex
contains errodetectionerror analysis, erraemoval,  algorithms which cannot be economicallgnple-
and errorindication functions. Theerror detection  mented in smart sensors.
must bedevelopedinder aspects of real-time capabil-  Our errordetection is based on self-stimulation of
ity and economicatosts. If an error occutbe error  the sensorlement combined with matched filtering
analysis determines theerror type, error rate, and for detection of the stimulatiorFigure 2 shows the
error location forthe following error removal. The  block diagram of theerror detection method with a
aim of a dependable sensor system is to obtagna temperature sensa@mployed as arexample. The



temperature sensor system includes the seelser
ment, theZA-modulator, and the decimator. This is
complemented by theerror detector containing a
PRBS-generator, a heating source as the stimulator,
matched filter, and a thresholwbmparator for the
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Figure 2. Block diagram of the error detection
A PRBS-generator creates the stimulusthe sen-
sor element. Using the rect(t)-function:
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the PRBS can be describe as:
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with the pseudo random sequence
A={111-11-1-+ F F 1x ;131  The

amplitude Y of the PRBS can bevaried for adjust-
ment of thetemperature variatioAT., t0 obtain an
easily detectable threshold.
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Figure 3. PRBS used for stimulation
The pulse length Jlise is chosen as a trade-off be-
tween choice of the stimulation frequency andtiine

neededor the sensor validation. THRRBSused for
the stimulation is plotted ifigure 3 as a temperature
variation AT, Of the sensor system. A resistmts

as the heating source modulated withRiRBSwhich
converts the electrical power into a temperature
variationAT e, Of the sensor system. The temperature
sensor is read out and its analog outputliggtized
using thexA-modulator. The signal transféunction

of theZA-modulator can be derived as:

R 1 i fn
H, (f)=¢e

This means that the digitized outputisdayed by a
sample period Jand contains an additional quantiza-
tion noise. Theoutput of the ZA-modulator isdeci-
mated, i.e. low-pass filtered and undersampled, thus
generating the digitalutput ofthe temperature sensor
system.

For the error detection theeA-modulator output is
fed into a matched filter which is used to detect the
PRBS. A matchedilter is used to reduce the ampli-
tude of the stimulation to be detected. The use of the
>A-modulator’s output fothe detectiorhasthe ad-
vantage of easy validation of the functionality of the
sensorelementand the ZA-modulator. It makes a
simple realization of the matched filter possible be-
cause of the use of digital signals.

The lastpart of the error detection concept is a
threshold comparatowhich compares the sampled
matched filteroutput to a prescribed threshold. Ac-
cording to the value of the sampledtputthe error
status isdetermined. Zero values indicate a defect of
the sensorlement or of theA-modulator, values
between zerand the prescribed threshold indicate a
reduced sensitivity of the senselement. In the case
of values greater than the prescribed threshold the
sensor system shows no error.

3. System Realization

To prove the functionality of therror detection a
systemhasbeen realized using an integrated tempera-
ture sensosystem andomeexternal components for
stimulation and matched filter. Thpart ofthe sensor
systemthat hasbeen integrated istandard 142m
CMOS technologyconsists of a temperature sensor
elementand a first ordeEA-modulator. The tempera-
ture sensor consists of lateral PNP-bipolar transistors
with different emitterareas [2] figure 4). The differ-
ence of the base-emitter-voltage of thieeaasistors is



used as a linear temperature-dependent voltage and shift registers [4] Figure 6). The characteristical
converted by th&A-modulators into a pulsdensity ~ polynomial used for the PRBS with a period of 7 is:

binary stream. P(x) = x* + x+1.
vdd i
¢ Irel ¢' Irel - - D
¢Avbe
Vbel/ bez X P
“ ‘ Figure 6. PRBS generator
To avoid a temperature dependence of the threshold
= oND of the sampled matched filterutput a PRBSwith
Figure 4. temperature sensor element same number of0“ and,1" is needed.Generators

Note thatthe concept used here relies on a similarusing m-sequences generate an odd-number length of
principle as analog/digital converters (ADC) based onthe PRBS, so we use for the first half of the PRBS the
the ZA-principle. These achieve a high signal-to-noise non-inverting andor the secongart the inverted m-
ratio (SNR) bycombining oversampling, interpola- Sequencehus obtaining asequence with th€RBS
tion, and noise-shapinghile dispensing of theeed  length of 14. Due to the low-pass character of the heat
of high precision analog componef$. They rely on  propagation in the silicorsubstrate we us@ulse
the noise spectrum of coarsely quantiagalit signal  length of Tuse=5s.Using a length of th®RBS of 14
being shaped and shifteslit of the signal band to every 70s is the error status updated.
higher frequencies to achieve fine quantization. The The matched filtehasbeen realized as @rrelator
ADC consists of theXA-modulator followed by a consisting of a multiplier and a integratéggre 7):
deC|mat0r ﬁgure 5) multiplier integrator sarrtl%)_llzr
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Figure 7. Matched-filter realization
. Both inputs of the matched filter are digital so there
................. is a simple realization of theorrelator using an
Figure 5. First order ZA-converter EXOR-gate forthe multiplication of the two input
Typically, the analog input signal of Bst order  sjgnals s,(t) and sredt) and anup/down-counter for
2A-modulator is fed into a low resolution quantizer the integration. If both input signalre equal the
(often just 1 bit) via an integrator hile the quantized  counter must count up and if theye not equal the
output isfed back and subtracted frothe input. This  counter has to courttown. At the end of th®RBS
feedback forces the average value of the coarselyhe counter is read out aitd value is evaluated. In
quantized signal totrack the analog input. The the discrete version the integrator is realized as an
modulator is followed by a decimator which igligi- impulse counter Kontron K6006.
tal low passfilter combined with asubsampler. Its
task is toreduce the shaped out-of-band quantization4, Measurement Results
noise and to resample the digitaitputdown to the
Nyquist rate while restoring fine signal quantization. ~~ The output ofthe integrated temperature sensor
For the generation of a pseudo random stimulationsystem is a binary pulse density stream generated by
sequence a ceramiesistor is used as a heat source.the ZA-modulator, which is shown ifigure 8 for
In the later complete integrated version tifis error  different temperatures T in the ranigetween-40°C
detection system a polysilicoresistor which is lo- and 125°C. The pulsdensity exhibits a linear de-
cated near the PNP-transistors is used. pendence on théemperature and the pulskensity
The pseudo random binarsequence is derived function Ba.spw With T as the temperature in °C can
from irreducible codes (m-sequences) using feedbacke derived as:
Bd,_s,y = 0.37427+ 0 00300T .
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The relatively small slope 00.3%/°C isdue to
special requirements of the applicatifor the tem- Bl
perature sensor amdakes it difficult to detect stimu-
lation at low amplitudes.
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. Figure 10. Matched-filter output
2 oo For the error detection the temperature sensdlt
be stimulated by applying theRBS tothe heating

temperature T [°C]
Figure 8. Pulse density of the temperature ZA-
modulator

By stimulation the heating ceramics converts the
electrical power Ry into a temperature chandd ea
of the temperature sensor. The temperature change for
a constant heating powdor different environment
temperatures in the rangpetween-40°C and 120°C
is shown irfigure 9:

resistor. Thesampled matched filteoutput shows
figurg 11 for different heating power values:
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I — The sampled matched filtesutput Yurmea(NTo)
3 22 /v,/vvv can be derived withigyas the heating power:
% '20rii,,,//—ﬁ//*"’"”:::’”//xx/:::: yMF,mean(nD]:)) =14.99+ 9426 3]DFI:eat
= Tﬁ/ This measurementas been repeatetbr different
O B ;s 7 temperatures in the interval between -40°C and 125°C
heating power P, [W] with the same result.
Figure 9. Temperature change caused by the The sampled matched filt@utput is used for the
heating power error detection of the senselement. In thease of an

The measured temperaturends raises linearly faulty sensor the sampledutput is ca.zero, i.e.
with the constant heating powef.® The measured ywr(NTo)=0, which is independent of themperature.
conversion factor is R9°C/W. This means that for a In the case of an operating temperature sensor cases
temperature rise aiT,.,=1.0°C anelectrical power the pseudo random stimulation causes a sampled out-
of Phea=0.11W isneeded. In the integrated solution Put ofthe matched filter muchreater than zero. By
the heating power used to generate a temperature rigéSing a heating power 6t1W the differencebetween
of ATha=1°C can bereduced toca. Re=0.01w  Operating an faulty temperature sensorcas 900.
when using a polysiliconresistor placed near the Ihis threshold is easy to detect and resultsnegect
PNP-transistors. false alarmrate. The stimulation using a heating

The simulated matched filtetput isdepicted in ~ POWEr Of Re=0.1W results in a temperature raise of
figure 10. The simulation resultsas been obtained €& AThea=1°C which is small enough not tdisturb
by stimulating the input of the matched filter with the the temperature measurement. The described error
PRBS sredt). Every 70s atthe end of thd®RBS the detection method is so powerful that a change of 0.3%
correlation peak occurs at the matched filter output.  Of the pulse density of tHeA-modulator can be surely



detected. Using temperature systefos the same
range with a maximum pulse density slope of
0.6%/°Cthe temperature stimulation can teluced

t0 AThea=0.5°Cwith the same threshold addgree of
false alarm density.

The corner frequency of the heating stimulation can

be determined usindigure 12 where the sampled
matched filteroutput we(nTy) for different heating
pulse lengths Jisec at two different heating powers
Pheat IS shown. Theline containingtriangles corre-
sponds to the situatidior heating power of R,=0W

and is implying no temperature stimulation or an error

is the system. It is independent of tpelse length
Touseand its value isy:(nTo)=0.
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Figure 12. Sampled matched filter output

The sampled matched filt@utput is proportional
to the power of the stimulation signal whichpso-
portional to the squared pulmgth Tyuse For pulse
length Touse sSmaller thanl.3s the sampled matched
filter output is ywr(nTg)=0 although the temperature
sensor is stimulated. According to this resultohese
a pulse length of JJise<=5s.

5. Monolithic Integration
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Figure 13. Layout of the temperature sensor

6. Conclusions

We have presented aarror detection concept
based on pseudo random stimulation of the sensor
elementand detection of the stimulation using a
matched filter. The concepias been realized using
discrete components and a temperature sensor was
used as an example of the sendement.The func-
tionality of the error detection methodhas been
proven. With thismethod it isalso possible taleter-
minethe sensitivity of the sensetement.The output
signal of the systenyield a digitizedsensor signal.
When using electrical or magnetic fielfits stimula-
tion a widevariety of sensoelementscan be stimu-
lated and in this way a dependable sensor sysfém
error detectioncan be built. Ounext goal is to use
this errordetection method with eapacitive pressure
sensor and applying an electrostatic stimulation. Of-
ten the bandwidth of the sensdement is highethan
the desired measurement bandwidth, so it is possible
to avoid any interference with the measurement by
choosing a frequencior the PRBS outside of the
measurement bandwidth. A full integrated solution of
this errordetection conceptasbeen designednd is
being fabricated.
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