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Abstract

Fault simulationand testabilityanalysisare major con-
cernsin designflows employingintellectual-poperty (IP)
protectedvirtual componentsln this paperwe proposea
paradigmfor the fault simulationof IP-baseddesignghat
enablegestabilityanalysiswithoutrequiringIP disclosue,
implementedvithin the JavaCADframavorkfor distributed
design[1, 2]. Asa proof of conceptstudk-at fault simula-
tion hasbeenperformedor combinationaktircuitscontain-
ing virtual components.

1. Introduction

The needfor reducingthe time-to-marlet and design
cost of today’s integrated circuits pusheselectronic de-
signersto (re-)use third-party components. Re-usable
componentsare commonly called virtual componentsor
intellectual-poperty(IP) componentssincethey represent
third-party’s intellectual propertiesrather than hardware.
IP-baseddesignraisesthe issue of information transfer
betweenthe developersof virtual componentghereafter
calledIP providers) andthe designes thatmaywantto use
them. Any information madeavailable beforelP disclo-
sureshouldprotectthe providers,while containingenough
datato allow thedesignerso evaluate P componentsvithin
their designs.

Accordingto therecommendationf the Virtual Soclet
Interface Alliance (VSIA) [3], the open specificationof
an IP componentshouldcontainan executablefunctional
model, pre-characterizedtatic estimatesf the main cost
metrics,andtestingguidelinesand patterns.However, the
needfor protectingthe provider’s IP limit the accurayg of
ary open,instance-independespecification.In this con-
text, testability analysisis one of the mostchallengingis-
sueshecausei) thetestabilityof acomponentdepend$oth
on the controllability of its inputsandon the obsenrability
of its outputswithin the design,andii) thereare no gen-
eral exact compositionrules for estimatingthe testability

of a designfrom the testability of its components Mainly
for thesereasonsthe VSIA testabilitydirectvesaremuch
more complex thanthoseregardingary othercostmetric.
In particularthey recommendheuseof DFT technique®r
BIST architectureso presere the testability propertiesof
eachcomponentwith suchnon-negligible costsin termsof
performancendarea,thatarenot alwayscompatiblewith
designbudgets.

Ontheotherhand seseralapproachebave beerrecently
proposedo addresgestingissuesat high levelsof abstrac-
tion[4, 5, 6, 7]. Researclin thisfield is promptedoy differ-
entmotivations:i) high-level testingcanbe usedto verify
by simulationthe functionalcorrectnessf a designbefore
performinglow-level synthesis;ii) raisingthe abstraction
level reducegshe compleity of all designtasks;iii) high-
level modelscan be usedto steerdesignchoicestowards
moretestablesolutions. All proposedapproachestartby
defining high-level fault/errormodelsthat do not require
ary knowledgeabouttheinnerstructureof thecomponents.
However, the issueraisedby IP protectionis slightly dif-
ferentin nature: it is not aboutthe verification of design
correctnesbeforelow-level synthesistather it is aboutthe
evaluationof testabilitypropertieof a designwith IP com-
ponentswhoseimplementationcannotbe accessedby the
designer Using high-level fault modelsin sucha context
would impair accurag by disregardingvaluablelow-level
informationthatis alreadyavailableto thelP provider, even
if notaccessibléy the designer

In this work we proposean innovative solution (called
virtual fault simulation thatallows the designeto perform
accuratefault simulationof the entire designwithout dis-
closureof the IP-protectedcomponentsFault simulationis
performedby the designerbut whenerer someknowledge
aboutthe implementatiorof an IP componenis required,
the provider is aslked to performsuchsimulationsubtasks.
Designersaandprovidersmay be remotelylocatedandthey
may communicateacrossthe Internet. Internetconnectv-
ity is gainingincreasingmportancen electronicdesignau-



tomation[8, 9, 10, 11, 12, 13]: it offersnew opportunities
for remotetool integration,it enablesiew waysof informa-
tion sharingand collaboratie design,andit enhanceshe
marketpenetratiorof IP componentsTheJarzaCAD design
frameavork hasbeendevelopedto provide supportfor dis-
tributedIP-basediesign[1, 2], andit hasbeenextendedn
thiswork to implementvirtual fault simulation.

2. Virtual fault ssmulation

IP protectionrequirementsaisea barrierat the bound-
ariesof eachvirtual component:the designercannotpass
the barrierto look at the componenimplementationand
the provider cannotlook outsidethe componenthenit is
embeddedn a design. Hence,the early estimationof ary
designmetric beforelP disclosureinvolvesboth providers
anddesignersprovidershave to supplyreliableestimators
for their componentsywhile designerdave to evaluateand
composdheestimatorsassociateavith all componentsAt
the costof drasticapproximationstypical componentnet-
rics (area,delay power) can be treatedas local/additve
properties,and summedup to estimatethe corresponding
designmetrics; providers can pre-characterizestatic esti-
matorsthatdo not containary IP anddistributethem.

Unfortunatelyfaultdetectionis notalocalproperty The
detectiorof afaultof acomponenembeddedh alargerde-
signentails:i) signalpropagatiorfrom the designprimary
inputsto the componentnputs, ii) fault activation within
thecomponentiii) faultpropagatiorto thecomponenbut-
puts,andiv) errorpropagatiorfrom the componenbutputs
to somedesignprimaryoutputs.Steps) andiv) involve the
designers IP, while stepsii) andiii) involve the provider's
IP. Suchan intertwinedinvolvementmalesit hardto pre-
characterizeletectabilitymetrics: providersshouldsupply
completeinformation aboutthe detectionpropertiesof an
IP componentpamely the outputpatternproducedby the
componentorrespondingo ary possibleinput configura-
tion andto ary possiblecomponenffault. This is a huge
amountof information whoseworst-caseextraction time
andrepresentatiorsize grow exponentiallywith the num-
ber of inputs and linearly with the numberof faults. On
the otherhand,only a small subsetof suchinformationis
actuallyexploitedby a designer

The above obsenations suggestthat dynamic (rather
than static) information should be exchangedat run time
betweendesignersand providersto enablethe fault simu-
lation of IP-baseddesigns.The needof run-timecommu-
nicationbetweerdesignerandproviderswasaddressety
JaraCAD [1] to enablecontet-dependendynamicestima-
tion of traditional cost metrics, with improvementsupon
the accurag provided by contet-independenstatic esti-
mators. Within JavtaCAD, boundaryinformation(e.g., in-
put patterns/statisticand output loads) are automatically
collectedfor eachlP componenturing functionalsimula-

tion of the entiredesignandsentto the providersto allow
instance-dependeldw-level estimationof the costmetrics
of interes{2].

We extendthis paradigmto fault simulationby address-
ing someadditionalissuesi) faultdetectiordepend®nthe
obsenability of the faulty componenbutputsfrom the de-
signprimaryoutputs andii) agoodtestsequencé anlP by
itself andmayneedto be protected Fromtheabove discus-
sionwe canspecifytherequirementfor thefaultsimulation
of IP-protectedlesigns:

1. the implementationof the virtual componentsis a
provider’sIP thatmustbe hiddento the designer;

2. thefunctionalityandthe structureof the designare P
of thedesignethatmustbe hiddento the provider;

3. faultsimulationis drivenby the designer;

4. faultsimulationsub-taskareserviceghattheprovider
suppliegatsomecost)to thedesigner;

5. theresultsof fault simulationbelongto thedesigner;

6. theamountof informationexchangedcrosghelnter-
netshouldbeminimized,;

7. noIP informationmustbe sentacrosgheinternet.

We conceved virtual fault simulationas a two-phasepro-
cess. In the first phase,a target fault list is built for the
wholecircuit: it is alocal, additive propertythatcanbepre-
characterizefbr eachcomponenandmadeavailableto the
designers.To guarantedP protection symbolicnamesare
usedto represeninternalfaults. Thefaultlist for theentire
designis built by the designeby composinghe symbolic
faultlists of all components.

In the secondphasefault simulationis performed. For
eachdesigners testpattern,the designfault-freebehaior
is simulatedandthe signalconfigurationat the IP compo-
nentinputsis madeavailableto the provider, who returns
the correspondingletectiontable A detectiontable pro-
vides a partial representatiomf the componentestability
propertiescorrespondindo a given input configuration:it
tells the designemhich outputpatternwould be produced
by the componentn responséo the giveninput pattern,in
presenceof eachpossibleinternalfault. Eachrow of the
tableassociatean erroneousutputpatternwith thelist of
(symbolic)faultsthatwould causethaterror. To injectand
simulatefault f of componeniM, thedesigneinjectsatthe
outputsof M theoutputpatternassociatedavith f in thede-
tectiontableof M (if it exists) andpropagate#s effectsto
the designprimary outputsby simulatingthe fault-freebe-
havior of all othercomponentslf anerroroccurs,fault f
is detectedogethemwith all otherfaultsassociateavith the
sameoutput patternin the detectiontable of M, andthey
canbedroppedrom thefaultlist.



Figure 1. Example circuit with an IP block

Example1 Considerthe simplecircuit in Fig. 1, contain-
ing thelP blodk IP1 (a half-adder). Theimplementatiorof
IP1 (hiddentothedesigner)s showrnwithinthedashedox.
The symbolicstudk-at fault list for IP1 is {I1sa0, I1sal,
I2sal, I3sal, I13sa0, 14sa0, 15sal, 15sa0, 16sal} (basic
fault dominancehas beenexploited, while faults affecting
input/outputsignalsare directlyhandledby the designer).

Supposeve wantto evaluatewhetheror not input pat-
tern ABCD=1100 detectsault I3sa0. Propagatingthein-
putvaluesA and B, we haveE=1, hencethe inputsof IP1
are 10. Thedetectiortableof IP1 correspondingo lIP1=1,
[IP2=0is:

Faulty Output(OIP1, OIP2) Fault List
11 {l6sal}
00 {13sa0, 14sal}

Looking up the detectiontable for the faulty output val-

uesassociatedwith 13sa0, we obtain 00 (as opposedto

the fault-freeconfiguition 10). Unfortunately sud faulty

valueon OIP1 doesnot propagateto the primary output,

becauseD=0; hence pattern 1100 doesnot detectfault

I3sa0. Onthecontrary, I3sa0 is detectedby input pattern

1101, that givesrise to the samedetectiontable (because
the input configuiation for IP1 is the same) but the faulty

valueat OIP1 now propagatesto O1. Fault 14sal is de-

tectedby pattern 1101 as well, sinceit causesthe same
error at theoutputsof IP1.

3. Theimplementation
3.1. JavaCAD basics

The JaraCAD backplanéas a setof packagesvritten in
Java, calledJavaCADFoundationPackages(JFP).Compo-
nentsanddesigng(i.e., hierarchicalollectionsof intercon-
nectedcomponentsaresub-classesf theModule class.A
Module objectis specializedy overridingthe methodghat
processevents(e.g., giving input/outputfunctionality and
evaluatingcostmetrics)andspecifyingconnectionsMod-
ulesaretiedtogetheiby Connectors, thatperformno other
function but zero-delayToken-passingbetweenModules.
Wrappers are setsof interconnected/odules that enable
thehierarchicakpecificatiorof adesign.

Modules in a designcan be eitherlocal or remote. A
localModule runscompletelyonthedesigners Javavirtual
machine.RemoteModules aresentfrom an|IP-providerto
the designerthroughthe Internet,but somemethodsof its
runontheprovider's JavaCAD sener.

Theimplementatiorof remoteModules is basedn Java
RemoteMethodInvocation(RMI), a CORBA-lik e protocol
that makes distributed objectseasyto implementand use.
Thekey featuresof RMI exploitedby JasraCAD are:i) cre-
ation of local instancesf remoteclasseswithout having
their byte-codeavailable(suchclassesrelP Modules), ii)
invocationof methodsf remoteclasseswith a properhan-
dling of parametersindreturnvalue,andiii) handlingof
secureclient-senertransactions.

IP protectionis implementedby splitting remoteMod-
ules: the IP-protectedoart of the componenspecification
is locatedon the provider’s sener asa privateclass whose
byte-codds never sentto theclient, andthe public part(an
RMI stub)is freely distributedto the designersandis used
to instantiatethe remotecomponentwithin a design. Re-
mote methodinvocationsare transparentlyhandledby the
stub Finally, protectionof the IP of the designetthatuses
remotecomponentss guaranteedy boundingeachMod-
ule with Connectors, thatenableslasaCAD to completely
inhibit thetransmissiorof sensitve designinformation.

The JavaCAD event-driven simulationenginesupports
multiple eventtypes(Tokens), thatareschedulecnddeliv-
eredby a Scheduler. Multiple Schedulers canberunin
concurrenthreadstherebyproviding full supportfor con-
currentsimulationsrunning over the samedesign. Notice
thatTokens arenotusedto representunctionaleventsonly
(i.e., changesf signalvalues),but they provide a general
communicatiorparadigmto traversethe design,collectin-
formationfrom modules setup run-timeparametersgtc.

3.2. Estimation with JavaCAD

JavraCAD canperformstaticand dynamicestimationof
ary designmetric, called Parameter. The evaluationof
theactualvalueof a Parameter for aModule is performed
by an Estimator, that canbe eitherlocal or remote. This
featureenablesirtual simulation i.e., the early evaluation
of a designmetric that requiresthe knowledgeof not-yet-
disclosedmplementatiordetails.

Static estimation of contet-independentparameters
consistsof four main steps: i) a StaticEstimationCon-
troller runsits Scheduler sendingan EstimationToken to
the Design; ii) the EstimationToken handlerof the De-
sign dispatcheghe event to eachModule, and this hap-
pensagainevery time a Wrapper handlesthe event, thus
traversingthe entire designhierarchy;iii) the Estimation-
Token event handlerof eachleaf Module fills the proper
field of the EstimationToken with its own estimationof
the requiredstatic parameterthat is the ParamValue re-



turnedby the selectedEstimator (eachStaticEstimation-
Controller candefineits own CustomParamValue); iv)
ary Module returnsdits filled EstimationToken to the Stat-
icEstimationController, thatmegesthe estimategarame-
tersusingafunctionprovidedby the CustomParamValue.
Dynamicestimationof context-dependenparameterss
similar to the static one, with the following main differ-
ences: i) a DynamicEstimationController doesnot run
its own Scheduler, but workswithin the SimulationCon-
troller thatdrivesthe functionalsimulationof the Design;
ii) an EstimationToken is sentto the Design (and dis-
patchedas previously described)at the end of eachsimu-
lation time instant,whenthe event-driven simulationis in
a steadycondition;iii) the outcomeof dynamicestimation
is nota simpleestimationvaluefor the whole circuit, but a
time-stampedraceof values(history).

3.3. Virtual fault ssmulation with JavaCAD

For the sale of simplicity, we restrictecthe scopeof this
preliminary implementationof virtual fault simulationto
stuck-atfaultsin combinationalcircuits. The implemen-
tation of fault simulationin the JasraCAD architecturere-
quiredthe extensionof the staticand dynamicestimation
capabilitiesof the original JFP Staticestimationis usedto
build the fault list (FL) of the designasthe union of the
symbolicfaultlists of its components.

Dynamicestimationis usedto actuallyperformthefault
simulation.First, a DetectionTable classhasbeenderived
from ParamValue to representhe detectiontable intro-
ducedin Section2. For a componentM anda giveninput
patternthe DetectionTable containghelist of all possible
erroneouutput configurationsof M and, for eacherror,
the (symbolic)list of theinternalfaultsthatmayprovoke it
(seeExamplel). At theendof eachsimulationtime instant
eachModule getsanEstimationToken to befilled with its
DetectionTable. Currentfault-freeinput signalsaremade
available to the Module estimatorto constructthe corre-
spondingDetectionTable. After collectingthe detection
tablesfor all designcomponentsthe DynamicEstimation-
Controller useshemto determingheactualfaultsdetected
by thecurrenttestpattern:

1. for each(notyetdetectedfault f of Module M in FL,
find thefaulty outputsignalconfigurations associated
with f in the DetectionTable of M;

2. if sexists:

(a) inject s in the fault-freedesignand simulateits
effects, retainingthe currentsignalvaluesat the
designprimaryinputs(asdetailedateron);

(b) if the primary output configurationis different
from thefault-freeone,eachfaultassociatewith
sin theDetectionTable of M is detected.
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Figure 2. Case study

Detectedfaultsare droppedfrom FL andannotatedn the
simulationhistoryto representhe incrementafault cover
ageobtainedwith theactualtestsequence.

To performstep2a, a new SimulationController is in-
stantiatedwith the following properties:i) it hasonly one
simulationtime instant;ii) primary inputsassumehe sig-
nal valuesthey have in the fault-freecircuit at the current
time; iii ) the event-handlingfunction of the faulty module
M is replacedfor this Scheduler only) by a functionthat
assignghefaulty signalconfiguratiors to the outputsof M,
independentlypf theinput valuesof M.

This procedurds madepossibleby the JavaCAD event
schedulingand handling, that has been conceved with
concurrentmulti-schedulercapabilitiesin mind. Hence,
ary event-handlingn Modules is dependenbn the actual
Scheduler thatis dispatchingheevent,andit hasno effect
on what performedby otherschedulers. In sucha way,
we needno “reset” or save/restoreactionbetweerdifferent
scheduleruns.

4. Performance analysis

Performanceanalysisand optimizationof virtual fault
simulationshouldbe re-tagetedas comparedo classical
fault simulation. In fact, the main bottleneckof virtual
faultsimulationis thecommunicatiorbetweerthedesigner
andthe provider overthe Internet. Performance&anbe en-
hancedy minimizing boththeamountof transferrednfor-
mationandthe numberof transactions.

We evaluateanddiscussperformancéy referringto the
casestudyof Fig. 2. The designevaluateswhetheror not
the sumof square®f two 8-bit integernumbergX andY)
exceedsagiventhreshold D). The 16-bitsumis performed
by a virtual componentwith protectedIP, while in-house
macrosareusedto implementherest.

For IP componentdyothstaticanddynamicEstimation-
Tokens are processedy remotemethodsthat run on the
provider's machinein orderto accesghe implementation
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Figure 3. Data transferred across the Internet

of the componentwithout violating the intellectual prop-
erty. The invocationof a remotemethodentailsa client-
senertransactiorthatrequiresa bidirectionaldatatransfer:
the client sendsdatato the sener as parametersf the re-
motemethod andthe senersenddatabackto theclientas
returnvaluesof the remotemethod.

We areinterestedn measuringhe amountof informa-
tion exchangedacrosghe Internetduring virtual fault sim-
ulation of our casestudy Curve labeled“No feedback’in
Fig. 3 shaws (for eachtestpattern)the communicatiorcost
of thevirtual fault simulationof the design.The numberof
exchangedytesdepend®n the sizeof the detectiontable,
thatdepend®n the currenttestpattern. The entiresimula-
tion run of 400 testpatternsrequiresto transferabout260
Kbytes (the amountof informationthat would be required
to represena priori all detectabilitypropertieof a32-input
macrowould bethousandef Ghytes).

To reducecommunicationwe obsene thatthe designer
doesnt need ary additional information about already-
detectedfaults. If the designerprovides somefeedback
aboutdetectedraults, the provider canprunethe fault list
andsimplify the detectiorntableaccordinglybeforesending
it to the designer We call this techniqueserverside fault
dropping Its effectson datatransferare shavn in Fig 3:
thedashedturve (FeedbacH) is referredto our casestudy
while the solid curve (Feedback) is referredto a design
wherethe outputsof the adderare completelyobsenrable.
In both cases,datatransfersdecreases fault simulation
proceeds.If the outputsare highly obsenable (Feedback
2), the averagesize of the detectiontable becomesalmost
null (the datatransferreducingto the baselineoverheadof
RMI transactionsafterafew testpatternsincemostof the

internalfaultsaredetectedsoon.Sener-sidefaultdropping
reduceghe total amountof datatransferredduring virtual
faultsimulationto 210Kbyte for Feedbacl, and81 Kbyte
for Feedback. As afinal remark,noticethatthe feedback
requiredto performsener-sidefault droppingactually ex-
posesheresultsof fault simulationto the provider. Thisis
aprizethedesignehasto payto speed-usimulation.

5. Conclusions

In this work we have shavn the feasibility of fault sim-
ulationwith intellectualpropertyprotectionin adistributed
designervironment. The maingoal of protectingtheintel-
lectualpropertyof boththe IP provider andthe IP userhas
beenachieved, anda proof of concepthasbeengiven for
stuck-atfault simulationat the gatelevel.
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