
Virtual Fault Simulation of Distributed IP-based Designs

MarcelloDalpassoDEI , AlessandroBoglioloDI , LucaBeniniDEIS andMicheleFavalliDI

DEI – Universityof Padova– Via Gradenigo,6A – 35131Padova,Italy
DI – Universityof Ferrara– Via Saragat,1 – 44100Ferrara,Italy

DEIS– Universityof Bologna– VialeRisorgimento,2 – 40136Bologna,Italy

http://www.javacad.eu.org

Abstract

Fault simulationandtestabilityanalysisare major con-
cernsin designflowsemployingintellectual-property(IP)
protectedvirtual components.In this paperwe proposea
paradigmfor the fault simulationof IP-baseddesignsthat
enablestestabilityanalysiswithoutrequiringIP disclosure,
implementedwithin theJavaCADframeworkfor distributed
design[1, 2]. Asa proof of concept,stuck-at fault simula-
tion hasbeenperformedfor combinationalcircuitscontain-
ing virtual components.

1. Introduction
The needfor reducingthe time-to-market and design

cost of today’s integrated circuits pusheselectronic de-
signers to (re-)use third-party components. Re-usable
componentsare commonly called virtual componentsor
intellectual-property(IP) components, sincethey represent
third-party’s intellectual propertiesrather than hardware.
IP-baseddesign raisesthe issue of information transfer
betweenthe developersof virtual components(hereafter
calledIP providers) andthedesigners thatmaywantto use
them. Any information madeavailable beforeIP disclo-
sureshouldprotecttheproviders,while containingenough
datatoallow thedesignerstoevaluateIPcomponentswithin
theirdesigns.

Accordingto therecommendationof theVirtual Socket
Interface Alliance (VSIA) [3], the open specificationof
an IP componentshouldcontainan executablefunctional
model,pre-characterizedstaticestimatesof the main cost
metrics,andtestingguidelinesandpatterns.However, the
needfor protectingthe provider’s IP limit the accuracy of
any open,instance-independentspecification.In this con-
text, testabilityanalysisis oneof the mostchallengingis-
suesbecause:i) thetestabilityof acomponentdependsboth
on thecontrollability of its inputsandon theobservability
of its outputswithin the design,and ii) thereareno gen-
eral exact compositionrules for estimatingthe testability

of a designfrom the testabilityof its components.Mainly
for thesereasons,theVSIA testabilitydirectivesaremuch
morecomplex thanthoseregardingany othercostmetric.
In particular, they recommendtheuseof DFT techniquesor
BIST architecturesto preserve the testabilitypropertiesof
eachcomponent,with suchnon-negligiblecostsin termsof
performanceandarea,thatarenot alwayscompatiblewith
designbudgets.

Ontheotherhand,severalapproacheshavebeenrecently
proposedto addresstestingissuesat high levelsof abstrac-
tion [4, 5, 6,7]. Researchin thisfield is promptedby differ-
entmotivations: i) high-level testingcanbeusedto verify
by simulationthefunctionalcorrectnessof a designbefore
performinglow-level synthesis;ii) raising the abstraction
level reducesthe complexity of all designtasks;iii) high-
level modelscan be usedto steerdesignchoicestowards
moretestablesolutions. All proposedapproachesstartby
defining high-level fault/errormodelsthat do not require
any knowledgeabouttheinnerstructureof thecomponents.
However, the issueraisedby IP protectionis slightly dif-
ferent in nature: it is not aboutthe verificationof design
correctnessbeforelow-level synthesis,rather, it is aboutthe
evaluationof testabilitypropertiesof a designwith IP com-
ponentswhoseimplementationcannotbe accessedby the
designer. Using high-level fault modelsin sucha context
would impair accuracy by disregardingvaluablelow-level
informationthatis alreadyavailableto theIP provider, even
if notaccessibleby thedesigner.

In this work we proposean innovative solution(called
virtual fault simulation) thatallowsthedesignerto perform
accuratefault simulationof the entiredesignwithout dis-
closureof theIP-protectedcomponents.Fault simulationis
performedby thedesigner, but whenever someknowledge
aboutthe implementationof an IP componentis required,
theprovider is asked to performsuchsimulationsubtasks.
Designersandprovidersmayberemotelylocatedandthey
may communicateacrossthe Internet. Internetconnectiv-
ity is gainingincreasingimportancein electronicdesignau-



tomation[8, 9, 10, 11, 12, 13]: it offersnew opportunities
for remotetool integration,it enablesnew waysof informa-
tion sharingandcollaborative design,and it enhancesthe
marketpenetrationof IP components.TheJavaCADdesign
framework hasbeendevelopedto provide supportfor dis-
tributedIP-baseddesign[1, 2], andit hasbeenextendedin
thiswork to implementvirtual fault simulation.

2. Virtual fault simulation

IP protectionrequirementsraisea barrierat the bound-
ariesof eachvirtual component:the designercannotpass
the barrier to look at the componentimplementation,and
theprovider cannotlook outsidethecomponentwhenit is
embeddedin a design.Hence,the earlyestimationof any
designmetric beforeIP disclosureinvolvesboth providers
anddesigners:providershave to supplyreliableestimators
for their components,while designershave to evaluateand
composetheestimatorsassociatedwith all components.At
thecostof drasticapproximations,typical componentmet-
rics (area,delay, power) can be treatedas local/additive
properties,andsummedup to estimatethe corresponding
designmetrics; providers can pre-characterizestatic esti-
matorsthatdonotcontainany IP anddistributethem.

Unfortunately, faultdetectionis notalocalproperty. The
detectionof afaultof acomponentembeddedin alargerde-
signentails: i) signalpropagationfrom thedesignprimary
inputs to the componentinputs, ii) fault activation within
thecomponent,iii) faultpropagationto thecomponentout-
puts,andiv) errorpropagationfrom thecomponentoutputs
to somedesignprimaryoutputs.Stepsi) andiv) involvethe
designer’s IP, while stepsii) and iii) involve theprovider’s
IP. Suchan intertwinedinvolvementmakesit hardto pre-
characterizedetectabilitymetrics:providersshouldsupply
completeinformationaboutthe detectionpropertiesof an
IP component,namely, theoutputpatternproducedby the
componentcorrespondingto any possibleinput configura-
tion andto any possiblecomponentfault. This is a huge
amountof information whoseworst-caseextraction time
andrepresentationsizegrow exponentiallywith the num-
ber of inputs and linearly with the numberof faults. On
the otherhand,only a small subsetof suchinformationis
actuallyexploitedby a designer.

The above observations suggestthat dynamic (rather
than static) information shouldbe exchangedat run time
betweendesignersandprovidersto enablethe fault simu-
lation of IP-baseddesigns.The needof run-timecommu-
nicationbetweendesignersandproviderswasaddressedby
JavaCAD [1] to enablecontext-dependentdynamicestima-
tion of traditional cost metrics,with improvementsupon
the accuracy provided by context-independentstatic esti-
mators. Within JavaCAD, boundaryinformation(e.g., in-
put patterns/statisticsand output loads)are automatically
collectedfor eachIP componentduring functionalsimula-

tion of theentiredesignandsentto the providersto allow
instance-dependentlow-level estimationof thecostmetrics
of interest[2].

We extendthis paradigmto fault simulationby address-
ing someadditionalissues:i) faultdetectiondependsonthe
observability of the faulty componentoutputsfrom thede-
signprimaryoutputs,andii) agoodtestsequenceis anIPby
itself andmayneedto beprotected.Fromtheabovediscus-
sionwecanspecifytherequirementsfor thefaultsimulation
of IP-protecteddesigns:

1. the implementationof the virtual componentsis a
provider’sIP thatmustbehiddento thedesigner;

2. thefunctionalityandthestructureof thedesignareIP
of thedesignerthatmustbehiddento theprovider;

3. fault simulationis drivenby thedesigner;

4. faultsimulationsub-tasksareservicesthattheprovider
supplies(atsomecost)to thedesigner;

5. theresultsof fault simulationbelongto thedesigner;

6. theamountof informationexchangedacrosstheInter-
netshouldbeminimized;

7. no IP informationmustbesentacrosstheinternet.

We conceived virtual fault simulationasa two-phasepro-
cess. In the first phase,a target fault list is built for the
wholecircuit: it is a local,additivepropertythatcanbepre-
characterizedfor eachcomponentandmadeavailableto the
designers.To guaranteeIP protection,symbolicnamesare
usedto representinternalfaults.Thefault list for theentire
designis built by thedesignerby composingthesymbolic
fault listsof all components.

In thesecondphase,fault simulationis performed.For
eachdesigner’s testpattern,the designfault-freebehavior
is simulatedandthe signalconfigurationat the IP compo-
nent inputs is madeavailableto the provider, who returns
the correspondingdetectiontable. A detectiontablepro-
videsa partial representationof the componenttestability
propertiescorrespondingto a given input configuration:it
tells the designerwhich outputpatternwould be produced
by thecomponentin responseto thegiveninput pattern,in
presenceof eachpossibleinternal fault. Eachrow of the
tableassociatesanerroneousoutputpatternwith the list of
(symbolic)faultsthatwould causethaterror. To inject and
simulatefault f of componentM, thedesignerinjectsat the
outputsof M theoutputpatternassociatedwith f in thede-
tectiontableof M (if it exists)andpropagatesits effectsto
thedesignprimaryoutputsby simulatingthefault-freebe-
havior of all othercomponents.If an error occurs,fault f
is detectedtogetherwith all otherfaultsassociatedwith the
sameoutputpatternin the detectiontableof M, and they
canbedroppedfrom thefault list.
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Figure 1. Example circuit with an IP block

Example 1 Considerthesimplecircuit in Fig. 1, contain-
ing theIP block IP1 (a half-adder).Theimplementationof
IP1 (hiddento thedesigner)isshownwithin thedashedbox.
Thesymbolicstuck-at fault list for IP1 is

�
I1sa0, I1sa1,

I2sa1, I3sa1, I3sa0, I4sa0, I5sa1, I5sa0, I6sa1 � (basic
fault dominancehasbeenexploited,while faults affecting
input/outputsignalsare directlyhandledby thedesigner).

Supposewe want to evaluatewhetheror not input pat-
ternABCD=1100 detectsfault I3sa0. Propagatingthein-
put valuesA andB, wehaveE=1, hencetheinputsof IP1
are10. Thedetectiontableof IP1 correspondingto IIP1=1,
IIP2=0 is:

FaultyOutput(OIP1, OIP2) Fault List
11

�
I6sa1 �

00
�
I3sa0, I4sa1 �

Looking up the detectiontable for the faulty output val-
uesassociatedwith I3sa0, we obtain 00 (as opposedto
thefault-freeconfiguration10). Unfortunately, such faulty
valueon OIP1 doesnot propagateto the primary output,
becauseD=0; hence, pattern 1100 doesnot detectfault
I3sa0. On thecontrary, I3sa0 is detectedby input pattern
1101, that givesrise to the samedetectiontable (because
the input configuration for IP1 is thesame),but the faulty
valueat OIP1 now propagatesto O1. Fault I4sa1 is de-
tectedby pattern 1101 as well, sinceit causesthe same
error at theoutputsof IP1.

3. The implementation

3.1. JavaCAD basics

TheJavaCAD backplaneis a setof packageswritten in
Java,calledJavaCADFoundationPackages(JFP).Compo-
nentsanddesigns(i.e., hierarchicalcollectionsof intercon-
nectedcomponents)aresub-classesof theModule class.A
Module objectis specializedby overridingthemethodsthat
processevents(e.g., giving input/outputfunctionality and
evaluatingcostmetrics)andspecifyingconnections.Mod-
ulesaretiedtogetherby Connectors,thatperformnoother
function but zero-delayToken-passingbetweenModules.
Wrappers aresetsof interconnectedModules that enable
thehierarchicalspecificationof adesign.

Modules in a designcanbe either local or remote. A
localModule runscompletelyonthedesigner’sJavavirtual
machine.RemoteModules aresentfrom anIP-provider to
the designerthroughthe Internet,but somemethodsof its
runon theprovider’sJavaCADserver.

Theimplementationof remoteModules is basedonJava
RemoteMethodInvocation(RMI), aCORBA-lik e protocol
that makesdistributedobjectseasyto implementanduse.
Thekey featuresof RMI exploitedby JavaCADare: i) cre-
ation of local instancesof remoteclasseswithout having
their byte-codeavailable(suchclassesareIP Modules), ii)
invocationof methodsof remoteclasses,with aproperhan-
dling of parametersandreturnvalue,and iii) handlingof
secureclient-server transactions.

IP protectionis implementedby splitting remoteMod-
ules: the IP-protectedpart of the componentspecification
is locatedon theprovider’sserver asa privateclass,whose
byte-codeis neversentto theclient,andthepublicpart(an
RMI stub)is freely distributedto thedesignersandis used
to instantiatethe remotecomponentwithin a design. Re-
motemethodinvocationsaretransparentlyhandledby the
stub. Finally, protectionof the IP of thedesignerthatuses
remotecomponentsis guaranteedby boundingeachMod-
ule with Connectors, thatenablesJavaCADto completely
inhibit thetransmissionof sensitivedesigninformation.

The JavaCAD event-driven simulationenginesupports
multipleeventtypes(Tokens),thatarescheduledanddeliv-
eredby a Scheduler. Multiple Schedulers canbe run in
concurrentthreads,therebyproviding full supportfor con-
currentsimulationsrunningover the samedesign. Notice
thatTokensarenotusedto representfunctionaleventsonly
(i.e., changesof signalvalues),but they provide a general
communicationparadigmto traversethedesign,collect in-
formationfrom modules,setup run-timeparameters,etc.

3.2. Estimation with JavaCAD

JavaCAD canperformstaticanddynamicestimationof
any designmetric, called Parameter. The evaluationof
theactualvalueof aParameter for aModule is performed
by an Estimator, that canbe eitherlocal or remote. This
featureenablesvirtual simulation, i.e., theearlyevaluation
of a designmetric that requiresthe knowledgeof not-yet-
disclosedimplementationdetails.

Static estimation of context-independentparameters
consistsof four main steps: i) a StaticEstimationCon-
troller runsits Scheduler sendinganEstimationToken to
the Design; ii) the EstimationToken handlerof the De-
sign dispatchesthe event to eachModule, and this hap-
pensagainevery time a Wrapper handlesthe event, thus
traversingtheentiredesignhierarchy;iii) theEstimation-
Token event handlerof eachleaf Module fills the proper
field of the EstimationToken with its own estimationof
the requiredstaticparameter, that is the ParamValue re-



turnedby theselectedEstimator (eachStaticEstimation-
Controller can defineits own CustomParamValue); iv)
any Module returnsits filled EstimationToken to theStat-
icEstimationController, thatmergestheestimatedparame-
tersusingafunctionprovidedby theCustomParamValue.

Dynamicestimationof context-dependentparametersis
similar to the static one, with the following main differ-
ences: i) a DynamicEstimationController doesnot run
its own Scheduler, but workswithin theSimulationCon-
troller thatdrivesthe functionalsimulationof theDesign;
ii) an EstimationToken is sent to the Design (and dis-
patchedaspreviously described)at the endof eachsimu-
lation time instant,whenthe event-drivensimulationis in
a steadycondition; iii) theoutcomeof dynamicestimation
is not a simpleestimationvaluefor thewholecircuit, but a
time-stampedtraceof values(history).

3.3. Virtual fault simulation with JavaCAD

For thesakeof simplicity, werestrictedthescopeof this
preliminary implementationof virtual fault simulation to
stuck-atfaults in combinationalcircuits. The implemen-
tation of fault simulationin the JavaCAD architecturere-
quired the extensionof the staticanddynamicestimation
capabilitiesof theoriginal JFP. Staticestimationis usedto
build the fault list (FL) of the designas the union of the
symbolicfault listsof its components.

Dynamicestimationis usedto actuallyperformthefault
simulation.First,a DetectionTable classhasbeenderived
from ParamValue to representthe detectiontable intro-
ducedin Section2. For a componentM anda given input
pattern,theDetectionTable containsthelist of all possible
erroneousoutputconfigurationsof M and, for eacherror,
the(symbolic)list of theinternalfaultsthatmayprovoke it
(seeExample1). At theendof eachsimulationtime instant
eachModule getsanEstimationToken to befilled with its
DetectionTable. Currentfault-freeinput signalsaremade
available to the Module estimatorto constructthe corre-
spondingDetectionTable. After collecting the detection
tablesfor all designcomponents,theDynamicEstimation-
Controller usesthemto determinetheactualfaultsdetected
by thecurrenttestpattern:

1. for each(notyetdetected)fault f of Module M in FL,
find thefaultyoutputsignalconfigurations associated
with f in theDetectionTable of M;

2. if sexists:

(a) inject s in the fault-freedesignandsimulateits
effects,retainingthecurrentsignalvaluesat the
designprimaryinputs(asdetailedlateron);

(b) if the primary output configurationis different
fromthefault-freeone,eachfaultassociatedwith
s in theDetectionTable of M is detected.
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Figure 2. Case study

Detectedfaultsaredroppedfrom FL andannotatedin the
simulationhistory to representthe incrementalfault cover-
ageobtainedwith theactualtestsequence.

To performstep2a,a new SimulationController is in-
stantiatedwith the following properties:i) it hasonly one
simulationtime instant;ii ) primary inputsassumethe sig-
nal valuesthey have in the fault-freecircuit at the current
time; iii ) the event-handlingfunctionof the faulty module
M is replaced(for this Scheduler only) by a functionthat
assignsthefaultysignalconfigurations to theoutputsof M,
independentlyof theinputvaluesof M.

This procedureis madepossibleby theJavaCAD event
schedulingand handling, that has been conceived with
concurrentmulti-schedulercapabilitiesin mind. Hence,
any event-handlingin Modules is dependenton theactual
Scheduler thatis dispatchingtheevent,andit hasnoeffect
on what performedby otherschedulers. In sucha way,
we needno “reset” or save/restoreactionbetweendifferent
schedulerruns.

4. Performance analysis
Performanceanalysisand optimizationof virtual fault

simulationshouldbe re-targetedas comparedto classical
fault simulation. In fact, the main bottleneckof virtual
faultsimulationis thecommunicationbetweenthedesigner
andtheprovider over theInternet.Performancecanbeen-
hancedby minimizingboththeamountof transferredinfor-
mationandthenumberof transactions.

We evaluateanddiscussperformanceby referringto the
casestudyof Fig. 2. The designevaluateswhetheror not
thesumof squaresof two 8-bit integernumbers(X andY)
exceedsagiventhreshold(D). The16-bitsumis performed
by a virtual componentwith protectedIP, while in-house
macrosareusedto implementtherest.

For IPcomponents,bothstaticanddynamicEstimation-
Tokens areprocessedby remotemethodsthat run on the
provider’s machinein order to accessthe implementation
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Figure 3. Data transferred across the Internet

of the componentwithout violating the intellectualprop-
erty. The invocationof a remotemethodentailsa client-
server transactionthatrequiresabidirectionaldatatransfer:
the client sendsdatato the server asparametersof the re-
motemethod,andtheserversendsdatabackto theclientas
returnvaluesof theremotemethod.

We areinterestedin measuringthe amountof informa-
tion exchangedacrosstheInternetduringvirtual fault sim-
ulationof our casestudy. Curve labeled“No feedback”in
Fig. 3 shows(for eachtestpattern)thecommunicationcost
of thevirtual fault simulationof thedesign.Thenumberof
exchangedbytesdependson thesizeof thedetectiontable,
thatdependson thecurrenttestpattern.Theentiresimula-
tion run of 400 testpatternsrequiresto transferabout260
Kbytes(theamountof informationthat would be required
to representapriori all detectabilitypropertiesof a32-input
macrowouldbethousandsof Gbytes).

To reducecommunication,we observe that thedesigner
doesn’t need any additional information about already-
detectedfaults. If the designerprovides somefeedback
aboutdetectedfaults, the provider canprunethe fault list
andsimplify thedetectiontableaccordinglybeforesending
it to the designer. We call this techniqueserver-sidefault
dropping. Its effectson datatransferareshown in Fig 3:
thedashedcurve(Feedback1) is referredto ourcasestudy,
while the solid curve (Feedback2) is referredto a design
wherethe outputsof the adderarecompletelyobservable.
In both cases,data transfersdecreaseas fault simulation
proceeds.If the outputsarehighly observable(Feedback
2), the averagesizeof the detectiontablebecomesalmost
null (thedatatransferreducingto thebaselineoverheadof
RMI transactions)aftera few testpatternssincemostof the

internalfaultsaredetectedsoon.Server-sidefaultdropping
reducesthe total amountof datatransferredduring virtual
faultsimulationto 210Kbyte for Feedback1, and81Kbyte
for Feedback2. As a final remark,noticethatthefeedback
requiredto performserver-sidefault droppingactuallyex-
posestheresultsof fault simulationto theprovider. This is
aprizethedesignerhasto payto speed-upsimulation.

5. Conclusions
In this work we have shown thefeasibility of fault sim-

ulationwith intellectualpropertyprotectionin a distributed
designenvironment.Themaingoalof protectingtheintel-
lectualpropertyof boththeIP providerandtheIP userhas
beenachieved, anda proof of concepthasbeengiven for
stuck-atfault simulationat thegatelevel.
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