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Abstract

A new fault list reduction approach is proposed for
use in the first stage of a two-stage bridge fault diagno-
sis procedure. Modified structural analysis and layout
extraction procedures are performed to obtain a reduced
realistic bridge fault list that can be used in the second
stage, which employs diagnostic fault simulation. The
fault list reduction approach can reduce the final candi-
date bridge fault list by 92% to 99% compared with the
diagnosis results achieved by the diagnostic fault simu-
lator alone.

1 Introduction

Failure analysis can be performed by doing fault di-
agnosis to isolate a defect down to a set of candidate
locations on a device, based on information about the
faulty response and the expected responses of possible
faults, and then using a hardware technique such as
electron-beam probing to resolve the failure down to a
specific defect. For state-of-the-art VLSI chips contain-
ing millions of transistors, fault diagnosis starting from
the complete fault space is not practical. A two-stage
fault diagnosis procedure is a necessity for very large
designs. In the first stage, heuristics are used to reduce
the fault list to a reasonable size and localize the fault
to one or more modules. In the second stage, diagnostic
procedures are then used to locate the defect using the
reduced fault list and the portion of the design identi-
fied in the first stage. The two-stage fault isolation ap-
proach proposed in [1] for combinational and sequential
circuits is an example in which a limited fault dictio-
nary is used for fault list reduction in the first stage.
An alternative approach for combinational circuits uses
circuit structure information to narrow down the possi-
ble defect sites by taking the intersection of fanin cones
of all failing outputs [2]. Both of these approaches ap-
ply to defects that behave as single stuck-at faults.
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We propose a new approach to fault list reduction
for combinational circuits that targets two-node bridge
faults. A complete diagnosis procedure will contain
similar procedures for various fault models, and an ac-
curate diagnosis may require several passes where the
various fault models are considered in turn. The pro-
posed procedure has some similarities to the one de-
scribed in [3], but it achieves better resolution.

2 Fault List Reduction

Layout extraction finds all nodes that are adjacent
to a given node and that can possibly be bridged to the
node in the physical design. Layout extraction can re-
duce the fault list size from O(N2) to O(N). However,
the fault list resulting from layout extraction alone can
still be very large for a complex VLSI design. We use
a modified structural analysis procedure in addition to
bridge fault extraction using FAULTAN [4] to further
reduce the fault list size. All realistic bridge faults re-
lated to the nodes in the fanin cone of a failing out-
put are extracted. Since at least one of the bridged
nodes exists in the fanin cone of each failing output, the
bridged node pair must also be contained in the realis-
tic bridge fault list associated with each failing output.
By taking the intersection of the bridge fault lists as-
sociated with all failing outputs, the original fault list
can be significantly reduced, and the bridged node pair
will be contained in the resulting fault list.

The bridge fault reduction algorithm is carried out
in two steps. The first step involves backtracing each
failing primary output (PO) and finding all nodes in
their fanin cones. The backtracing step is followed by
layout extraction, which discovers all realistic bridge
faults involving at least one of the nodes in the fanin
cone of each failing output. In order to reduce the
execution time of each diagnosis, the backtracing step
and layout extraction are performed as preprocessing
steps, and the resulting realistic fault list associated
with each PO is stored. Therefore, backtracing and
layout extraction for every PO are executed only once
for each circuit and layout design.



The second step of the bridge fault reduction pro-
cess involves intersecting realistic bridge fault lists as-
sociated with all failing outputs contained in the faulty
responses. This step is performed dynamically during
fault diagnosis. A failing PO can be detected by differ-
ent test vectors, but the intersection of its associated
realistic bridge fault list with other fault lists needs to
be performed only once. Therefore, the number of list
intersections being executed is bounded by the number
of POs in the circuit.

1

(V )2

(V )
A

PO

PO

PO

failing outputs

failing outputs

1

2

3

B

Figure 1: Bridge fault example

In the example shown in Figure 1, node A is in the
fanin cones of PO1 and PO2; node B is in the fanin
cones of PO2 and PO3. Node A is driven to a faulty
logic value when test vector V1 is applied, and the fault
effects are then propagated to PO1 and PO2. When
test vector V2 is applied, node B is driven to a faulty
logic value, which is then propagated to PO2 and PO3.
During backtracing from PO1, A is found in its fanin
cone. When layout extraction is performed for every
node in the fanin cone, node pair (A, B) is included
in the resulting realistic fault list. During backtracing
from PO2, both A and B are found in the fanin cone,
and node pair (A, B) is also included in the fault list.
Finally, B is found in the fanin cone of PO3, and node
pair (A, B) is again contained in the realistic fault list
for PO3. Therefore, (A, B) is included in the final
candidate fault list when the intersection of the three
fault lists is taken.

3 Results
Experiments were carried out on an HP 9000 J200

with 256 MB RAM to evaluate the proposed fault list
reduction procedure. Compact test sets generated by
HITEC were used, and the E-PROOFS bridge fault
simulator [5] was used to model the faulty device re-
sponses for 200 random nonfeedback bridge faults in
each ISCAS85 benchmark circuit studied. The sizes of
the bridge fault lists resulting from the bridge fault re-
duction procedure are presented in column 4 of Table 1.
The percent reduction compared to layout extraction

Table 1: Bridge Fault Reduction Results
All- Bridge Faults
Pair Lay- Struc- Re-

Cir- Bridge out tural duc-
cuit Faults Extr. Anal. tion Time

c432 28.2K 1585 1324 16.5% 1.31s
c499 32.8K 2791 2279 18.3% 6.54s
c880 126.3K 3275 1358 58.5% 2.13s
c1355 195.0K 4434 3545 20.0% 23.2s
c5315 140.2K 40,442 2859 92.9% 1.84m
c6288 3.8M 21,899 11,367 48.1% 3.63m
c7552 15.0M 53,785 6821 87.3% 3.54m

alone is shown in column 5. The average execution
time for taking the intersection of the realistic bridge
fault lists associated with all failing POs is displayed
in column 6. The fault list reduction is moderate for
most small ISCAS85 circuits, since the fanin cones of
their POs are overlapped to a great extent. In prac-
tice, many complex circuits consist of multiple mod-
ules whose fanin cones overlap very little. For these
circuits, the proposed procedure can localize the de-
fect to a small portion of a complex circuit and can
significantly reduce the fault list size.

The fault list reduction procedure was combined
with diagnostic fault simulation [6] in a second set of
experiments. A 92% to 99% reduction in fault list size
was achieved by using the fault list reduction procedure
in a two-stage diagnosis procedure instead of using the
all-pair bridge fault set. For most ISCAS85 circuits,
over half of the diagnoses generated a single candidate
fault, and the average number of candidate faults was
reduced to less than 30. On average, 90.4% of the di-
agnoses produced fault list sizes less than 20, and 6.3%
produced fault list sizes between 20 and 100. Less than
3% of the diagnoses generated fault list sizes greater
than 100.
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