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$EVWUDFW

$'2/7� SHUPLWV� WKH� HUURU� GHWHFWLRQ� FDSDELOLWLHV� RI� D
&('� VFKHPH� WR� EH� DGDSWHG� WR� WKH� HUURU� GHWHFWLRQ
UHTXLUHPHQWV�RI�DQ�DSSOLFDWLRQ��7KLV�UHGXFHV�WKH�LPSDFW�RI
WKH�VFKHPH�RQ�WKH�GHVLJQ� LQ� WHUPV�RI�DUHD�RYHUKHDGV�DQG
WKH� HIIHFW� RQ� SHUIRUPDQFH�� 7KH� � VFKHPH� XVHV� D� VOLJKWO\
PRGLILHG� YHUVLRQ� RI� 'RQJ¶V� &RGH� >�@� DQG� JLYHV� D� PRUH
HIILFLHQW�LPSOHPHQWDWLRQ�WKDQ�SUHYLRXV�PHWKRGV>���@�

���,QWURGXFWLRQ�

5HVHDUFK� KDV� VKRZQ� WKDW� DV� WKH� VFDOH� RI� LQWHJUDWLRQ
LQFUHDVHV�FLUFXLW�RSHUDWLRQ�LV�EHFRPLQJ�PRUH�VXVFHSWLEOH�WR
LQWHUPLWWHQW� DQG� WUDQVLHQW� IDXOWV�� $OWKRXJK�� ZKHQ� WKHVH
W\SHV� RI� IDXOWV� � DUH� µDFWLYH¶� WKH\� PDQLIHVW� WKHPVHOYHV� DV
VWXFN�DW� IDXOWV�� FXUUHQW� WHVW� VWUDWHJLHV� FDQQRW� GHWHFW� WKHP
GXH�WR�� WKHLU�VKRUW�GXUDWLRQ��DQG�WKHLU� UDQGRP�RFFXUUHQFH�
,Q� RUGHU� WR� GHWHFW� DQ� LQWHUPLWWHQW� RU� WUDQVLHQW� IDXOW� LW� LV
QHFHVVDU\� WR� LQFRUSRUDWH� VRPH� VRUW� RI� &RQFXUUHQW� (UURU
'HWHFWLRQ� �&('�� PHFKDQLVP� ZKLFK� ZLOO� FRQWLQXRXVO\
PRQLWRU�WKH�RSHUDWLRQ�RI�D�FLUFXLW�E\�FRPSDULQJ�WKH�DFWXDO
UHVSRQVH� RI� WKH� FLUFXLW� WR� VRPH� SUHGLFWHG� YDOXH� HQDEOLQJ
GHYLDWLRQV� IURP� WKH� QRUP� WR� EH� LGHQWLILHG�� 7KH� DELOLW\� WR
GHWHFW� LQWHUPLWWHQW� RU� WUDQVLHQW� IDXOWV� LQ� FLUFXLWV� LV
EHFRPLQJ�LQFUHDVLQJO\�LPSRUWDQW�ZLWK�WKH�ZLGH�VSUHDG�XVH
RI� 9/6,� FLUFXLWV� LQ� µVDIHW\� FULWLFDO¶� DSSOLFDWLRQV� LQ�� IRU
H[DPSOH�� DHURVSDFH� DQG� DXWRPRWLYH� LQGXVWULHV�� SHWUR�
FKHPLFDO� DQG� QXFOHDU� SRZHU� SODQWV� HWF��� ZKHUH� DQ
LQWHUPLWWHQW� RU� WUDQVLHQW� IDXOW� FRXOG� KDYH� GLUH
FRQVHTXHQFHV�

7KH�$'2/7�6FKHPH��RXWOLQHG�LQ�WKLV�SDSHU��SHUPLWV�WKH
HUURU�GHWHFWLRQ�FDSDELOLWLHV�RI�D�&('�VFKHPH�WR�EH�DGDSWHG
WR� WKH� HUURU� GHWHFWLRQ� UHTXLUHPHQWV� RI� D� JLYHQ� DSSOLFDWLRQ
VR� UHGXFLQJ� WKH� LPSDFW� RI� WKH� VFKHPH� RQ� WKH� GHVLJQ� LQ
WHUPV� RI� DUHD� RYHUKHDGV� DQG� WKH� HIIHFW� RQ� FLUFXLW
SHUIRUPDQFH�� 7KH� &('� VFKHPH� XVHV� D� VOLJKWO\� PRGLILHG
YHUVLRQ� RI� 'RQJ¶V� &RGH� >�@� DQG� JLYHV� D� PRUH� HIILFLHQW
LPSOHPHQWDWLRQ� RI� D� &('� VFKHPH� WKDQ� SUHYLRXV� ZRUN� LQ
WKLV�DUHD�>���@�

��� $QDO\VLV� RI� WKH� ,PSOHPHQWDWLRQ� RI� WKH
$'2/7�6FKHPH�

7R�DVVHVV�WKH�IHDVLELOLW\�RI�LPSOHPHQWLQJ�D�&('�VFKHPH
XVLQJ�WKH�PRGLILHG�'RQJ¶V�&RGH�D����ELW�5,6&�3URFHVVRU
>�@�ZDV�GHVLJQHG��7KH�SURFHVVRU�KDV���� LQVWUXFWLRQV� LQ� LWV
VHW��7KH�H[WUD�KDUGZDUH�UHTXLUHG�IRU�WKH�LPSOHPHQWDWLRQ�RI
WKH� VFKHPH� DPRXQWHG� WR� ����� 7KLV� RYHUKHDG� ZDV� QRW
HQWLUHO\�GXH�WR�WKH�FKHFNHUV��FKHFN�V\PERO�JHQHUDWRUV�DQG
FKHFN� V\PERO� SUHGLFWLRQ� FLUFXLWU\� UHTXLUHG� E\� WKH� &('
VFKHPH�DORQH��EXW�DOVR�IURP�WKH�XVH�RI�DQ�HQWLUHO\�VHSDUDWH
FKHFN� V\PERO� UHJLVWHU� ILOH� IURP� WKH� GDWD� UHJLVWHU� ILOH� DQG
FKHFN� V\PERO� FDUU\� JHQHUDWRU� VHSDUDWH� IURP� WKH� FDUU\
JHQHUDWRU� LQ� WKH� $/8�� LQ� RUGHU� WR� H[SRVH� IDXOWV� ZKLFK
ZRXOG�RWKHUZLVH�JR�XQGHWHFWHG��)RU�H[DPSOH�LI�D�FRPELQHG
GDWD� DQG� FKHFN� V\PERO� UHJLVWHU� ILOH� LV� XVHG�� DQ� DGGUHVV
GHFRGHU�IDXOW�ZRXOG�VHOHFW�WKH�ZURQJ�ORFDWLRQ��KRZHYHU�WKH
GDWD� VHOHFWHG� ZRXOG� EH� H[WUDFWHG� ZLWK� WKH� FRUUHVSRQGLQJ
FKHFN� V\PERO� ZKLFK� ZRXOG� EH� µFRUUHFW¶� IRU� WKH� GDWD
DFWXDOO\�VHOHFWHG���D�HUURU�ZKLFK�FDQQRW�EH�GHWHFWHG�XQOHVV
VHSDUDWH�UHJLVWHU�ILOHV�DUH�XVHG�

,Q� LPSOHPHQWLQJ� DQ\� 'HVLJQ� IRU� 7HVWDELOLW\� VFKHPH
VHYHUDO� IDFWRUV� PXVW� EH� FRQVLGHUHG�� QDPHO\�� DUHD
RYHUKHDGV��HUURU�FRYHUDJH��HIIHFW�RQ�SHUIRUPDQFH�DQG�HDVH
RI�XVH�

����$UHD�2YHUKHDG�

,Q� RUGHU� WR� FRPSDUH� WKLV� VFKHPH� ZLWK� SUHYLRXV� ZRUN�
WKH� DUHD� RYHUKHDGV� DVVRFLDWHG� ZLWK� LPSOHPHQWLQJ� WKLV
VFKHPH�RQ�DQ�$/8��DORQH��ZDV�HVWLPDWHG�
'HVLJQ��$����%HUJHU�&KHFNHG�$/8�>�@

1XPEHU�RI�H[WUD�JDWHV� �����
'HVLJQ�%����%RVH�/LQ�&KHFNHG�$/8�>�@

1XPEHU�RI�H[WUD�JDWHV� �����
&XUUHQW�'HVLJQ�

1XPEHU�RI�H[WUD�JDWHV� �����
7KH�XVH�RI�WKH�PRGLILHG�'RQJ¶V�&RGH�JDYH��DSSUR[LPDWHO\�
D������DQG�����UHGXFWLRQ�LQ�JDWH� �FRXQW�RYHU�'HVLJQV�$
DQG�%�UHVSHFWLYHO\�



����(UURU�&RYHUDJH�

7KH�FRGH�GHWHFWV�DOO�XQLGLUHFWLRQDO�HUURUV�H[FHSW� WKRVH�
ZKLFK� DIIHFW� RQO\� WKH� LQIRUPDWLRQ� ELWV� DQG� KDYH� ZHLJKW
HTXDO�WR��P����RU�LWV�PXOWLSOHV�>�@�� ,Q�RWKHU�ZRUGV� LI�P� LV
VHW� WR� ��� WKH� QXPEHU� RI� LQIRUPDWLRQ� ELWV� LV� ���� DQG� WKH
HUURUV� DIIHFW� RQO\� WKH� LQIRUPDWLRQ� ELWV�� WKHQ� WKH� FRGH� FDQ
GHWHFW�DQ\�XQLGLUHFWLRQDO�HUURU�RI�ZHLJKW�QRW�HTXDO�WR�������
��� DQG� ���� EXW� DOO� RWKHU� ZHLJKWV� FDQ� EH� GHWHFWHG�� 7R
DFKLHYH� WKLV� HUURU� FRYHUDJH� �� FKHFNELWV� DUH� UHTXLUHG� 7R
FRPSDUH�WKH�HIIHFWLYHQHVV�RI�WKH�HUURU�GHWHFWLRQ�FDSDELOLW\
RI� WKLV� FRGH�� ZLWK� UHVSHFW� WR� WKH� QXPEHU� RI� FKHFNELWV�
FRQVLGHU� WKH� HUURU� FRYHUDJH� RI� WKH� %RVH�/LQ� &RGH� >�@�
JLYHQ� E\� �U���� U���� LI� U�  � ��� ��� WKH� PD[LPXP� QXPEHU� RI
HUURUV�ZKLFK�FRXOG�EH�GHWHFWHG�ZRXOG�EH����DQG�QR�PRUH�
ZKLFK� LV� D� SRRUHU� HUURU� FRYHUDJH� WKDQ� WKDW� REWDLQHG� IURP
'RQJ¶V� &RGH�� 7KH� � FRGH� � FDQ� � DOVR� GHWHFW� � VRPH� RWKHU
W\SHV��RI��HUURUV��)RU�H[DPSOH��LI�WKH�FKHFNELWV�DUH�DIIHFWHG
E\� DQ\�QXPEHU�RI� XQLGLUHFWLRQDO� HUURUV� WKHQ� WKH� FRGH� FDQ
GHWHFW� DOO� W\SHV� RI� HUURUV� �XQLGLUHFWLRQDO� RU� EL�GLUHFWLRQDO
HUURUV�ZKLFK� DIIHFW� WKH� LQIRUPDWLRQ� ELWV�� WKLV� FRPHV� IURP
WKH� IDFW� WKDW� WKH� FKHFN� V\PEROV�RI� WKH� FRGH� IRUP�D� VHW� RI
XQRUGHUHG� ZRUGV� LQ� ZKLFK� QR� FKHFN� V\PERO� FDQ� EH
FKDQJHG� LQWR� DQRWKHU� E\� DQ\� XQLGLUHFWLRQDO� HUURUV�� WKLV� LV
DQ� DGYDQWDJH� RYHU� WKH� %HUJHU� &RGH� LWVHOI�� 7KH� HUURU
GHWHFWLRQ�FDSDELOLW\�RI�WKH�FRGH�LV��VXPPDULVHG���EHORZ�
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7DEOH�������(UURU�GHWHFWLRQ�FDSDELOLW\

����(IIHFW�RQ�3HUIRUPDQFH�

:LWKLQ� WKH� 5,6&� SURFHVVRU� WKH� HIIHFW� RQ� SHUIRUPDQFH
DPRXQWV�WR�WKH�WLPH�WDNHQ�WR�JHQHUDWH�WKH�FKHFN�V\PERO�RI
WKH� UHVXOW� RI� DQ� RSHUDWLRQ� DQG� FRPSDULQJ� LW� ZLWK� WKH
SUHGLFWHG�YDOXH��&KHFNLQJ�WKH�LQWHJULW\�RI�WKH�LQSXW�GDWD�WR
WKH�$/8�WRJHWKHU�ZLWK�WKH�SUHGLFWLRQ�RI�WKH�FKHFN�V\PERO
RI� WKH� UHVXOW� RI� DQ� RSHUDWLRQ� � LV� GRQH� ZKLOVW� WKH� $/8� LV
SURFHVVLQJ� WKH� LQSXW� GDWD�� FRQVHTXHQWO\� LQFXUV� QR� WLPH
SHQDOW\�� WKLV�KDV�EHHQ�YHULILHG�YLD�VLPXODWLRQ�HYHQ�IRU� WKH
VKRUWHVW�LQVWUXFWLRQ�H[HFXWLRQ�

����(DVH�RI�8VH�

$Q� LPSRUWDQW� DVSHFW� RI� LPSOHPHQWLQJ� DQ\� LQIRUPDWLRQ
UHGXQGDQF\� VFKHPH� LV� LWV� XQLYHUVDO� DSSOLFDELOLW\� WR� DOO
JHQHULF�IXQFWLRQ�W\SHV�XVHG�LQ�D�GHVLJQ�� WKDW� LV�DULWKPHWLF�
ORJLF�DQG�VWRUDJH��'RQJ¶V�FRGH�FDQ�EH�DSSOLHG�WR�DOO�W\SHV
RI� IXQFWLRQV� KHQFH� D� XQLILHG� FRGLQJ� VFKHPH� FDQ� EH� XVHG
WKURXJKRXW� D� GHVLJQ�� )XUWKHUPRUH� WKH� VDPH� PHWKRG� RI
FKHFN�V\PERO�JHQHUDWLRQ�LV�XVHG�UHJDUGOHVV�RI�WKH�QXPEHU
FKHFNELWV�UHTXLUHG��WKLV�LV�QRW�WKH�FDVH��IRU�H[DPSOH��LQ�WKH
%RVH�/LQ�&RGH�

���&RQFOXVLRQV�

7KH� FKDUDFWHULVWLFV� RI� WKH� &('� WHFKQLTXH� KDYH� EHHQ
DQDO\VHG� DQG� FRPSDUHG� ZLWK� SUHYLRXV� ZRUN�� ,W� LV
FRQFOXGHG�WKDW�
D��7KH�RYHUKHDGV�LQ�WHUPV�RI�JDWH�FRXQW�LV�DQ�LPSURYHPHQW
ZKHQ� FRPSDUHG� ZLWK� RWKHU� GHVLJQV�� )XUWKHUPRUH�� VLQFH
IHZHU�JDWHV�DUH�UHTXLUHG�IRU�LWV�LPSOHPHQWDWLRQ�LWV�HIIHFW�RQ
SHUIRUPDQFH�ZLOO�EH�OHVV�
E�7KH�WHFKQLTXH�KDV�D�EHWWHU�HUURU�GHWHFWLRQ�FDSDELOLW\�WKDQ
SUHYLRXV�PHWKRGV�GLVFXVVHG�
F��7KH�WHFKQLTXH�LV�HDV\�WR�XVH�SHUPLWWLQJ�D�XQLILHG�GHVLJQ
PHWKRGRORJ\�WKURXJKRXW�D�FLUFXLW�VLQFH�
L��,W�FDQ�EH�DSSOLHG�WR�DOO�JHQHULF�IXQFWLRQ�W\SHV�
LL��7KH�PHWKRG�RI�FKHFN�V\PERO�SUHGLFWLRQ�LV�LQGHSHQGHQW
RI�WKH�QXPEHU�FKHFNELWV�XVHG�

)XUWKHUPRUH� LQ� WKLV� PHWKRG� RI� &('� WKH� QXPEHU� RI
FKHFNELWV� XVHG� LV� LQGHSHQGHQW� RI� WKH� QXPEHU� GDWD� ELWV
EHLQJ�SURFHVVHG�JLYLQJ�D�GHJUHH�RI�IOH[LELOLW\�RQ�WKH�HUURU
FRYHUDJH�LPSOHPHQWHG�GHSHQGLQJ�XSRQ�WKH�DSSOLFDWLRQ�

7KH� YLDELOLW\� RI� WKLV� DSSURDFK� DV� D� PHFKDQLVP� IRU
LQWURGXFLQJ�D�&('�FDSDELOLW\�LQWR�D�9/6,�FLUFXLW�KDV�EHHQ
GHPRQVWUDWHG� WKURXJK� WKH� GHVLJQ� RI� D� ���%LW� 5,6&
3URFHVVRU�� WKH� LQFUHDVHG� JDWH� FRXQW� DPRXQWHG� WR� ����
ZKLFK�LV�PXFK�OHVV�WKDQ�WKDW�UHVXOWLQJ�IURP�GXSOLFDWLRQ�DQG
LV�VHFXUH�IURP�FRPPRQ�PRGH�IDXOWV�
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