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Abstract—Networked control systems are a well-known sub-set
of cyber-physical systems in which the plant is controlled by send-
ing commands through a digital packet-based network. Current
control networks provide advanced channel access mechanisms
to guarantee low delay on a limited fraction of packets (low-delay
class) while the other packets (un-protected class) experience
a higher delay which increases with channel utilization. We
investigate the extension of model predictive control to choose
both the command value and its assignment to one of the two
classes according to the predicted state of the plant and the
knowledge of network condition. Experimental results show that
more commands are assigned to the low-delay class when either
the tracking error is high or the network condition is bad.

I. INTRODUCTION

Networked Control Systems (NCS) are well-known sub-set
of cyber-physical systems in which the plant is controlled by
sending commands through a digital packet-based network. In
the past decade a lot of work was done for the correct design
of such systems [7], [2]. In particular, the presence of a lossy
channel has been addressed [6], [15], [16].

Another important issue when dealing with digital packet-
based networks is delay [10] which reduces control prompt-
ness and may lead to system instability. Even if many current
applications, e.g., automotive networks, are quite reliable from
the loss perspective, delay is always an issue when differ-
ent controller-sensor-actuator groups share the same chan-
nel. In [4], a new stochastic control approach for nonlinear
network-induced time delay systems is presented by com-
bining on-line reset control, neural networks, and dynamic
Bayesian networks. The work in [19] investigates the problem
of H., control for a class of networked control systems with
time-varying delay in both forward and backward channels.
In [17] a new cooperative medium access control is proposed
to handle delay issues in the context of wireless local area net-
works. The work in [18] deals with the problem of guaranteed
cost control for a class of uncertain networked control systems
with time-varying delay. An improved predictive controller
design strategy is proposed to compensate for the delay and
data dropout in both the forward and backward channels to
achieve the desired control performance.

An interesting way to handle communication issues in
distributed applications is relying on network mechanisms
which provide quality-of-service guarantees. Traditionally
these mechanisms are based on a smarter allocation of network
resources so that a sub-set of the packets receive a premium
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service at the cost of less performance for the rest of the pack-
ets. This approach is well-known as Differentiated Services
model in the TCP/IP community [13] but a similar mechanism
is present in WLANSs [14] and FlexRay control network [1].
For instance, FlexRay provides two channel access modes,
a time-division multiple access mode with guaranteed access
delay and an event-driven statistical access mode with traffic-
dependent delay.

While the use of Differentiated Services model for NCS has
been applied in the context of lossy differentiation [11], [12]
we are interested in investigating the more realistic scenario in
which service differentiation leads to different delay values in
packet delivery with the corresponding impact on control per-
formance; in particular, the solution approach in [12] should
be deeply changed moving from lossy differentiation to delay
differentiation. In [5], control packets are assigned to one of
the two transmission modes provided by FlexRay according
to the system state (transient or steady).

In this paper we theoretically analyze the design of a
model predictive control (MPC) over a Differentiated Services
network which provides two different “virtual wires” featuring
different constant delays. The MPC approach is extended to
choose both the command value and its assignment to one of
the two service classes according to the predicted state of the
plant and the knowledge of network condition. In fact, when
the plant behavior is far from the desired one then a more
urgent reaction is needed; vice-versa, the controller should
avoid the waste of the more expensive low-delay bandwidth
if the delay featured by the un-protected class still guarantees
an acceptable control performance. In general, the value of
delay of these two classes is not constant since it may depend
on their utilization; then such values can be estimated by
the controller through network statistics. This work is a first
step on MPC for delay-based Differentiated Services and thus
the proposed analytical framework does not allow to change
delay assumptions at run-time. However different simulations
have been performed with different delay values to show the
behavior when network condition changes.

The paper is organized as follows. Section II introduces
MPC and the control problem is stated with reference to the
presence of delay-based service differentiation. Section III
describes the solution based on the mixed-integer quadratic
programming. Simulation results are reported in Section IV,
while conclusions are drawn in Section V.



II. PROBLEM STATEMENT

In this work we assume that the plant is a stable linear
time-invariant discrete-time system

P { P 2

where uj is the command and the measurement is the state
vector (i.e. full-information case). The sample time of the
system is denoted by 7. The plant is controlled by C(z)
located on the other side of a packet-based communication
network as shown in Figure 1.
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Fig. 1. Block diagram of a networked control system.

In the present setup, the network is designed in such a
way that provides advanced channel access mechanisms to
guarantee low delay on a limited fraction of packets (low-
delay class, H service) while the other packets (un-protected
class, L service) experience a higher delay which increases
with channel utilization. These differentiated services can be
modeled as two “virtual wires” from plant to controller

o H service: kT, delay
o L service: kT, delay

with k7, > kg integer numbers.

It is well know that the MPC controller for linear plant
such as (1) has to minimize a quadratic cost function Jy;pc ()
defined as

Np Nc
Jupc(k) = Z 1 Eptinll, + Z a8 |7, 2
i=0 i=0
where ); > 0, R; > 0 are weighting matrices, N, is the
prediction horizon, N, is the control horizon, and Zp
and Uy, are the i-ahead predictors of the state and of the
command, respectively.
At each sample time the optimal control u} is determined
by going through the following steps: ([9]):

1) acquire the value of the current state xy,
2) solve the constrained optimization problem

Jmpc (k)

My < IAL!c+~|k' < Mu7

(k4 -k)} = ar min
@G5} =arg | in

subject to:
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where {m,,, M, } and {m,, M,} are bounds for inputs
and states,
3) set up = f[LZ,JrO‘k.
The goal of this work is to extend the MPC paradigm to
take into account the differentiated services by modeling the
choice between the two different services.

III. MPC OVER DELAY-BASED DIFFERENTIATED
SERVICES NETWORKS

Figure 2 shows the block diagram of a NCS with a two-
classes Differentiated Services network: the data paths from
controller to plant and vice-versa can be modeled as two
“virtual wires” representing the forwarding services, i.e., H
and L, characterized by different delays. In the following we
will focus only on the forward path, i.e. on the assignment of
the logical variable

L
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besides the command value. The new MPC formulation aims
at jointly selecting the optimal command wu} and the optimal
transmission strategy J;.

To make the exposition easier to follow, we assume here that
kg = 0 and kr = 1 on the controller-to-plant path whereas
the delay from plant to controller is not taken into account.
The generalization of the equations below is quite trivial even
if “cumbersome” in terms of space (see Remark 1 at the end
of the section). However, the simulation results reported in the
next section will cover the general case.

The joint modeling of the system and of the controller-to-
plant virtual wires is

if H service is selected
if L service is selected

3)
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This means that when J; = 0 the plant experiences one
step delay (since k;, = 1) whereas when ¢, = 1 the plant
experiences no delay (since kg = 0) and the command is
immediately applied.

Enhancing the state vector to take into account the delay
we have the following equivalent representation
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By defining the new state vector x;, and the auxiliary variable
as
| Tk o Xk
wele] weafd

the model can be re-written in a more compact way as

A B 0 -B B 0
Xkt+1 = [0 O} X + [0 0 —I} ai + [I} up  (6)
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According to [3], the auxiliary variable behaves as expected

(ie. ap = Eﬂ iff 5, = 1, aj, = 0 iff 6, = 0) if the following
k
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Fig. 2. Block diagram of a NCS with Differentiated Services network.

set of inequalities are satisfied

ar < Moy
ar > mdy
ar < [zﬂ —m(1 — dy)
a > [jj;j — M(1-5)

where M and m are the component-wise maximum and
.. Xk . ..
minimum of {u ] The above set of inequalities can be re-
k

written as a matrix inequality as follows
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or, equivalently, by separating x; and wuy, as
0
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where Is are the identity matrices of proper dimension. This
inequality is a constraint of the following type

E.ar < Esbp+ Exxyp + Eyup + F, vk (7D

and has to be satisfied for each k. It is worth remarking that
the state equation (6) with the measurement equation

ye=ze=[1 0]x 3

and with constraints like (7) belongs to the class of mixed
logical dynamical systems [3], i.e. systems of the form

Tp+1 = Axp + Byur + Bséy + Baay
ye = Czp+ Dyup + Dsdy, + Daay
E < Eyxp+ Eyug + Eso, + Eqay.

The standard MPC problem recalled briefly in Section II
takes the following form when the differentiated services (with
the corresponding auxiliary and logical variables) are taken
into account

N
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where H; and W, are matrices weighting the auxiliary vari-
ables and the logical variables, respectively. Without such
matrices that algorithm should always select the class with
smaller delay which guarantees better performance. With
reference to (2) we assume N, = N, = N without loss of
generality.

We call the new index Jj s po (k) because the plant and the
network can be seen as a hybrid system with two locations (or
modes) corresponding to the two different network models,
ie. 27%F# and 2% (see [8] for a complete hybrid modeling
of the network). The change of location is in charge of the
controller. In this sense our formulation of the MPC can be



seen as the composition of a state-feedback controller (i.e. uy
is a function of the state vector) and a supervisor controller
(i.e. Jy is a signal which changes the location as a function of
the expected performance Jypspc(k)).

The previous problem can be solve by reformulate it as
mixed integer quadratic programming (MIQP) problem. We
define the following input-output data matrices

X A'ak\k
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The state equation has the matrix-like representation

Xy = ]:Xk-—FBuUk—‘rBaAk
U
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on the time horizon [k, k+ N], whereas the constraint inequal-
ity (7) takes the form
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The vector Vj, collects all the unknowns and is computed
by solving the mixed integer quadratic programming problem
related to the hMPC index, i.e.

Vi = argminy, V! [GTLTQLG+R]V +
+2viIgT oLk + KT oK
s. to (o = ExG) Vi < ExKp + &
Ay € {0,1}V.

In [3] this kind of controller is called mixed integer predictive
controller and the proof of the its stability (related to the
feasibility of the MIQP problem) is also given in that paper.
Ui
Let V¥ = | Af
Ay
problem at time k, then the optimal command and transmission
policy are

be the optimal solution of the MIQP

[1 0
(10

0] 0% ©)
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up =
oy =
In other words, uj; is the content of the packet sent through the

network, and J; decides the virtual wire to be used to deliver
the packet to the plant.

Remark 1. In the general case with k;, > kg > 1, the
matrix I in (6) takes the form

A B 0 -~ 0,0 0 --- 0
0 0 I =+ 010 0 - 0
: 210 0 - 0
0 0 0 I'0 0 - 0
=10 0 0 - ( 0,1 0 - 0
0 0 0 010 I 0
|

0 0 0 0! :
0 0 0 0,0 0 I
0 0 0 0'0 0 0

where the upper-left block models the “common delay”,
D = kg, whereas the bottom-right block models the “relative
delay”, d = ky — kg. In fact the state vector looks like

Ty
Uk—ky,
uk—kL+1

X =

Uk—kr+kg+1

Uk—1

It is worth remarking that when a command sent on the low-
delay class is received, it overcomes other commands trav-
eling on the un-protected class: more precisely, it overcomes
k1, — kg commands. Our policy is to froze the last command
whenever older commands are received, i.e. the kr, — kg
commands traveling on the L service are discharged. The
matrices G, G, also implement this behavior.

Remark 2. The above design assumes that only the delay
on the controller-to-plant path can be selected between the two
available possibilities. Moreover it is possible to include in the
model also the decision variable pj, for the plant-to-controller
path, see Figure 2. In such a way, the controller can choose
the overall loop delay (round trip time) amongst kg + kg,
kg + kr, and kr, + k1. The controller has also to send to the
plant side the optimal value o3, that will be used to select the
transmission policy for sending back the measurements. l

IV. SIMULATION RESULTS

The plant is given by

P(z): {

where nj is a Gaussian noise with zero mean and unitary vari-
ance and dj, is a step-wise disturbance. The initial condition
is g = —10 unknown to the controller. The controller is used
to steer the system to zero.

To compare different delay configurations, we adopt con-
stant weightings:

0.9x) + 0.1uy
T +ng + di

Tk+1

Y = (1

Q=10, R=0.1, H=0.1,



while for W two values have been tested, i.e. 10 and 20.
Moreover, we force the commands to belong to the range
[—25,25] and the optimization horizon N is set equal to 7
steps.

Table I reports the standard deviation of the feedback error
and the percentage of use of the low-delay class as a function
of the different pairs (kg kr).

l ki kr [ Std [ % l l ki kr [ Std [ % l
0 2 3.64 | 2549 0 2 3.63 19.61
0 4 3.38 | 37.25 0 4 335 | 35.29
1 3 3.18 | 39.22 1 3 336 | 31.37
2 3 4.13 | 50.98 2 3 4.25 | 49.02
2 4 3.53 | 60.78 2 4 4.18 | 54.90
TABLE I

RESULTS FOR W = 10 (LEFT) AND W = 20 (RIGHT).

From the data reported in Table I, some conclusions can be
drawn:

e increasing W (the network cost to provide service differ-
entiation) implies that a smaller fraction of the packets is
assigned to the low-delay class;

« the use of the low-delay class decreases according to the
delay difference between the two classes showing that the
controller avoids the waste of low-delay bandwidth if the
gain in using it is negligible;

o the percentage of the use of the low-delay class is an
automatic way to keep the error as constant as possible;
for this reason, the case kg = 2,kr = 4 has slightly
better results than the case ky = 2,k;, = 3 because a
higher percentage of the low-delay class is used;

« the use of the low-delay class increases according to the
average delay thus leading to lower error;

o results from the first two rows show that the control
strategy takes into account network condition; in fact, if
the un-protected class experiences higher delay (k) then
a higher fraction of packets is assigned to the low-delay
class.

In our experiments we fixed the weightings @), R and H

even though in the final design when the delays kg and kj,
are fixed and known, such values have to be optimized on that
particular working condition.
Figures 3 and 4 compare the cases kg = 0, k; = 2 with
W =10 and W = 20, respectively. It is possible to see that
when W increases the number of commands sent on the low-
delay class is smaller but located on the most critical interval,
i.e. when the disturbance step arrives. This means that some of
the commands sent with delay ky; on the first case (W = 10)
are less critical because the system is already close to the zero
error condition and thus their loss can be tolerated.

An interesting remark can be done by comparing Figures 5
and 6. Even though the only difference is in the value of kg,
the response of the system is worse and higher use of the low-
delay class is decided by the controller to mitigate the higher
“common” delay.
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Fig. 3. Simulation results with kg = 0, kf, =2 and W = 10.
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Fig. 4. Simulation results with kg = 0, k, = 2 and W = 20.

Another observation is in order about the constrain on wu:
commands are sometimes set to the maximum or minimum
value by the MPC algorithm itself without introducing ex-
plicitly a saturation block. A proper design should weight
the ratio between () and W in order to reduce as much as
possible long periods where the command is forced to the
maximum/minimum value. In this way it is possible to avoid
the increase of the settling time.

V. CONCLUSION

We presented a novel MPC design for systems controlled
through networks providing delay-based differentiated ser-
vices. The two services are characterized by different constant
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Fig. 5. Simulation results with kg = 1, k, = 3 and W = 20.
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Fig. 6. Simulation results with kg = 2, k;, = 3 and W = 20.

delays. The overall model of the system (plant and network)
is extended by introducing logic variables. The optimal value
of the commands and of the logic variables are computed
by solving a hybrid version of the MPC performance index.
Simulation results show that the proposed control architecture
is a suitable approach to jointly decide the control commands

and the transmission strategy.
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